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[bookmark: _Toc454524701][bookmark: _Toc27389572]引言
[bookmark: _Toc454524702][bookmark: _Toc27389573]编写目的
[bookmark: _GoBack]本文档的编写目的在于为智慧校园平台管理员提供系统安装，部署帮助，以便用户可独立完成系统的安装和部署，并使系统能够正常运行。
[bookmark: _Toc454524703][bookmark: _Toc27389574]参考资料
[bookmark: _Toc454524704][bookmark: _Toc27389575]硬件环境部署
[bookmark: _Toc454524705][bookmark: _Toc27389576]硬件拓扑图
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[bookmark: _Toc454524706][bookmark: _Toc27389577]硬件配置说明
	主机名称
	作用
	内网IP
	公网
	CPU
	内存
	硬盘
	存储

	VxiaoSrv202
	Nginx负载均衡
	10.111.100.202
	
	8核
	16G
	20+100G
	　

	VxiaoSrv103
	nginx主机
	10.111.101.103
	
	8核
	16G
	20+100G
	　

	VxiaoSrv104
	nginx主机
	10.111.101.104
	　
	8核
	16G
	20+100G
	　

	VxiaoSrv105
	nginx主机
	10.111.101.105
	　
	8核
	16G
	20+100G
	　

	VxiaoSrv162
	nfs主机
	10.111.1000.16
	
	8核
	16G
	20+100G
	2T　

	VxiaoSrv164
	App主机
	10.111.100.164
	　
	8核
	16G
	20+100G
	　

	VxiaoSrv165
	App主机
	10.111.100.165
	　
	8核
	16G
	20+100G
	

	VxiaoSrv166
	App主机
	10.111.100.166
	　
	8核
	16G
	20+100G
	　

	CacheSrv172
	zaookeeper
	10.111.100.172
	
	8核
	16G
	20+100G
	

	VxiaoSrv173
	redis
	10.111.100.173
	
	8核
	16G
	20+100G
	

	VxiaoSrv174
	redis
	10.111.100.174
	
	8核
	16G
	20+100G
	

	VxiaoSrv178
	redis
	10.111.100.178
	
	8核
	16G
	20+100G
	

	VxiaoSrv168
	Mqtt主机
	10.111.100.168
	
	8核
	16G
	20+100G
	

	VxiaoSrv169
	Mqtt 主机
	10.111.100.169
	
	8核
	16G
	20+100G
	

	VxiaoSrv119
	Postgresql master
	10.111.100.119
	
	8核
	32G
	20+100G
	

	VxiaoSrv122
	Postgresql slave
	10.111.100.122
	
	8核
	32G
	20+100G
	

	VxiaoSrv244
	Postgresql slave
	10.111.101.244
	
	8核
	16G
	20+100G
	

	VxiaoSrv245
	Postgresql备用库
	10.111.101.245
	
	8核
	16G
	20+100G
	

	
	
	
	
	
	
	
	



[bookmark: _Toc454524707][bookmark: _Toc27389578]软件环境部署
[bookmark: _Toc454524708][bookmark: _Toc27389579]软件清单
apache-maven-3.5.4-bin.tar.gz
jdk-8u212-linux-x64.tar.gz
nginx-1.14.2.tar.gz
docker-ce-18.09.7-3.el7.x86_64.rpm
[bookmark: _Toc27389580]docker服务镜像版本
redis：redis:4.0
zookeeper：zookeeper:3.4
[bookmark: _Toc454524709][bookmark: _Toc27389581]软件环境部署
web服务器：nginx
应用服务器：redis、tomcat
数据库服务器：postgresql
[bookmark: _Toc454524710][bookmark: _Toc27389582]操作系统安装
 移动云主机已经预装好CentOS 7.4 64位操作系统。
[bookmark: _Toc454524711][bookmark: _Toc27389583]数据库安装
[bookmark: _Toc27389584]数据库的安装
检查系统是否有安装旧版本postgresql：
# rpm -qa | grep postgres 或 # rpm -qal | grep postgres
		若已经安装，则使用rpm -e 命令卸载
[bookmark: _Toc27389585]下载
# cd /app/software
# wget https://ftp.postgresql.org/pub/source/v10.8/postgresql-10.9.tar.gz
[bookmark: _Toc27389586]	新增用户及组
# groupadd postgres
# useradd -g postgres postgres
# passwd postgres		/*修改用户密码*/

[bookmark: _Toc27389587]	创建数据库文件存放的目录
创建数据目录： `# mkdir -p /app/pgdata/data`
更改属主及属组： `# chown -R postgres:postgres /app/pgdata`
[bookmark: _Toc27389588]	编译安装
	   安装依赖：
# yum install zlib-devel –y
编译：
# tar xf postgresql-10.9.tar.gz
# cd postgresql-10.8
# ./configure --prefix=/app/pgdata/data --without-readline
# make && make install

[bookmark: _Toc27389589]	设置用户环境变量及初始化数据库
		 设置环境变量，在postgres用户下的.bash_profile中添加以下变量：
export PG_HOME=/usr/pgsql-10
PATH=$PATH:$HOME/.local/bin:$HOME/bin:$PG_HOME/bin
export PATH
		 初始化数据库：
# su - postgres
# initdb -D /app/pgdata/data  -E UTF-8 --locale=zh_CN.UTF-8
[bookmark: _Toc27389590]	修改默认配置文件
		进入pgsql的数据库安装目录下打开 客户端认证配置 pg_hba.conf 文件 添加需要连接的地址方法需设置为trust ,则该IP可通过远程连接。

打开 `postgresql.conf` 可修改默认端口及其他配置

[bookmark: _Toc27389591]	启动和停止postgresql
		启动：
$ pg_ctl -D /app/data/pgsql/data start
关闭：
$ pg_ctl -D /app/data/pgsql/data stop
重载：
$ pg_ctl -D /app/data/pgsql/data reload
[bookmark: _Toc27389592]Postgresql主库设置
1. 进入database1主库，新增用于主从复制的用户
create role postgrerep login replication encrypted password 'reppasswd',
2. 在database1修改数据库的pg_hba.conf文件，新增一下配置：
host    replication     repuser         0.0.0.0/0               md5
host    all             all             0.0.0.0/0               md5

[bookmark: _Toc27389593]Postgresql从库的设置
1、复制主库相关文件
$ rm –fr /app/pgdata/data/*
$ pg_basebackup –h 10.111.100.119 –U postgrerep –D /app/pgdata/data –P
$ cp /usr/pgsql-10/share/postgresql/recovery.conf.sample /app/pgdata/data/ recovery.conf  
2、修改recovery.conf文件
standby_mode = on 
primary_conninfo = 'host=10.111.100.119 port=5544 user=repuser password='reppasswd' 
trigger_file = '/app/data/pgsql/data/trigger.kenyon' 
recovery_target_timeline = 'latest'
3、修改从库配置文件postgresql.conf
wal_level = hot_standby  
max_connections = 1000 
hot_standby = on  
max_standby_streaming_delay = 30s  
wal_receiver_status_interval = 10s  
hot_standby_feedback = on
[bookmark: _Toc27389594]启动从库后执行检测
		进入数据库执行以下命令：
		postgres=# select client_addr,sync_state from pg_stat_replication;
[bookmark: _Toc27389595]基础设置及nginx、nfs、docker服务的安装
[bookmark: _Toc27389596]基础设置及nginx、nfs、docker服务的安装
基础设置及nginx、nfs、docker服务主要采用了脚本安装，提前将脚本分发到每台服务器上去执行，主要部署的内容有：系统基本依赖包、普通用户的建立、常用目录的建立、云磁盘的挂载、系统内核的升级、docker服务的安装、nfs的安装、nginx的安装、openssh的升级。

脚本内容：
#!/bin/bash

#define constant
vxiao_passwd=''
nginx_version='nginx-1.14.2.tar.gz'
nginx_user='www'
appsrv_list=''
websrv_list=''
dbsrv_list=''
mrgsrv_list=''
nfssrv_list=''
cachesrv_list=''
nginxsrv_list=''
app_bin_dir=''
app_package_dir=''
localhost_ip=$(ip addr show  eth0|grep 'inet'|awk -F'[ /]' '{print $6}')

#install deps
function tools(){
	yum install vim bash-completion lvm2 expect yum-utils device-mapper-persistent-data lrzsz net-tools dstat \
		gcc gcc-c++ autoconf automake make pcre pcre-devel openssl-devel wget nfs-utils -y
	yum makecache fast
}

#create nomarl user
function createuser(){
	useradd -u 1000 vxiao
	echo "$vxiao_passwd"| passwd --stdin vxiao
}

#create /app dir
function createdir(){
	mkdir -p /app/{bin,data,docker,software,scripts,logs}
	mkdir /vxiao
	chown -R vxiao:vxiao /app
	chown -R vxiao:vxiao /vxiao
}

#create lvm
function createlvm(){
	dev_name=$(fdisk -l|grep vdb|awk -F'[ :,]+' '{print $2}')
	echo "create lvm ..."
	#set timeout -1
	#/usr/bin/expect << EOF
	#spawn pvcreate ${dev_name}
	#expect "*[y/n]"
	#send "y\n"
	#EOF
	pvcreate ${dev_name} && pvs && vgcreate vxiao ${dev_name} && lvcreate -L 99G -n lv1 vxiao && lvs && mkfs.ext4 /dev/vxiao/lv1 && mount /dev/vxiao/lv1 /app	
	chmod +x /etc/rc.d/rc.local
	echo "mount /dev/vxiao/lv1 /app" >> /etc/rc.local
}

#update kernel
function updatesystemkernal(){
    echo "update system kernal"
    rpm --import https://www.elrepo.org/RPM-GPG-KEY-elrepo.org
    yum install https://www.elrepo.org/elrepo-release-7.0-3.el7.elrepo.noarch.rpm -y
    yum -y --enablerepo=elrepo-kernel install kernel-lt.x86_64 kernel-lt-devel.x86_64
    sed -i 's#GRUB_DEFAULT=saved#GRUB_DEFAULT=0#g' /etc/default/grub
    grub2-mkconfig -o /boot/grub2/grub.cfg

}

#docker install
function install_docker(){
    echo "install docker ..."
    yum-config-manager --add-repo http://mirrors.aliyun.com/docker-ce/linux/centos/docker-ce.repo
    yum -y install docker-ce
    gpasswd -a vxiao docker
}

function set_sysctl(){
    echo "set sysctl ..."

cat > /etc/sysctl.conf <<EOF
net.ipv6.conf.all.disable_ipv6 = 1
net.ipv6.conf.default.disable_ipv6 = 1
net.ipv6.conf.lo.disable_ipv6 = 1
vm.swappiness = 0
net.ipv4.neigh.default.gc_stale_time = 120
net.ipv4.conf.all.rp_filter = 0
net.ipv4.conf.default.rp_filter = 0
net.ipv4.conf.default.arp_announce = 2
net.ipv4.conf.lo.arp_announce = 2
net.ipv4.conf.all.arp_announce = 2
net.ipv4.tcp_max_tw_buckets = 5000
net.ipv4.tcp_syncookies = 1
net.ipv4.tcp_max_syn_backlog = 1024
net.ipv4.tcp_synack_retries = 2
kernel.sysrq = 1
EOF

sysctl -p
}

#ulimit set
function modify_limit(){
    echo "modify limit.conf ..."
    echo "* soft nofile 65535" >>/etc/security/limits.conf
    echo "* hard nofile 65535" >>/etc/security/limits.conf
}

#docker set 
function config_docker(){
    localhost_ip=$(ip addr show  eth0|grep 'inet'|awk -F'[ /]' '{print $6}')
    dockerconfig='/usr/lib/systemd/system/docker.service'
    src_exec="ExecStart=/usr/bin/dockerd -H fd:// --containerd=/run/containerd/containerd.sock"
    dst_exec="ExecStart=/usr/bin/dockerd -H fd:// --containerd=/run/containerd/containerd.sock -H unix:///var/run/docker.sock --graph /app/docker"
    sed -i "s#${src_exec}#${dst_exec}#g" $dockerconfig
    mkdir /app/{bin,data,docker,software,scripts,logs} 
    grep  'ExecStart' $dockerconfig
    systemctl daemon-reload
    systemctl restart docker.service
}

#nginx 
function install_nginx(){
	cd ${app_package_dir}
	[ -f ${nginx_version}.tar.gz ] || wget -P ${app_package_dir} http://nginx.org/download/${nginx_version}.tar.gz
	tar xf ${nginx_version} && cd ${nginx_version}
	useradd -M -s /sbin/nologin ${nginx_user}
	./configure --user=${nginx_user} --group=${nginx_user} --with-http_ssl_module --with-http_stub_status_module --prefix=/app/bin/${nginx_version}
	make && make install
	ln -s /app/bin/${nginx_version} /app/bin/nginx
	echo "export PATH="$PATH:/app/bin/nginx/sbin"" >> /root/.bashrc
}

#on web server install nginx
function server_install_nginx(){
	
	for i in ${websrv_list}
	do
		if [ $i == ${localhost_ip} ];then
			install_nginx
		fi
	done
}

#set nfs service
function set_nfs_server(){

	if [ ${nfssrv_list} == ${localhost_ip} ];then
		echo "/vxiao  10.111.100.0/22(rw,sync,all_squash,anonuid=1000,anongid=1000)" >> /etc/exports
		echo "/vxiao  10.111.101.0/22(rw,sync,all_squash,anonuid=1000,anongid=1000)" >> /etc/exports
		systemctl reload nfs
	else
		mount ${nfssrv_list}:/vxiao /vxiao
		echo "${nfssrv_list}:/vxiao /vxiao" >> /etc/rc.local
	fi
}

function limitsu(){
    sed -i '2a auth            required        pam_wheel.so use_uid' /etc/pam.d/su
	usermod -G wheel vxiao
}

function update_openssh(){
	cp /vxiao/software/openssh-8.0p1.tar.gz /app/software
	cd /app/software
	tar xf openssh-8.0p1.tar.gz
	cd openssh-8.0p1
	yum install -y telnet-server* telnet xinetd gcc zlib zlib-devel openssl-devel pam-devel
	systemctl enable xinetd.service
	systemctl enable telnet.socket
	systemctl start telnet.socket
	systemctl start xinetd.service
	echo 'pts/0' >>/etc/securetty
	echo 'pts/1' >>/etc/securetty
	echo 'pts/2' >>/etc/securetty
	cp -r /etc/ssh /etc/ssh.bak`date +%Y%m%d`

	
	./configure --prefix=/usr/local/openssh  --sysconfdir=/etc/ssh  --with-pam  --with-tcp-wrappers --with-ssl-dir=/usr/local/ssl --with-md5-passwords --with-zlib=zlib
	rpm -e --nodeps `rpm -qa | grep openssh`
	make && make install
	chmod 600 /etc/ssh/ssh_host_rsa_key
	chmod 600 /etc/ssh/ssh_host_ecdsa_key
	chmod 600 /etc/ssh/ssh_host_ed25519_key
	cp contrib/redhat/sshd.init /etc/init.d/sshd
	chmod +x /etc/init.d/sshd
	systemctl enable sshd
	sed -i 's/#PermitRootLogin prohibit-password/PermitRootLogin yes/g' /etc/ssh/sshd_config
	cp -a /usr/local/openssh/sbin/sshd /usr/sbin/sshd
	cp -a /usr/local/openssh/bin/* /usr/bin/
	sed  -i 's#/usr/libexec/sftp-server#/usr/local/openssh/libexec/sftp-server#'  /etc/ssh/sshd_config
	systemctl start sshd
	systemctl disable xinetd
	systemctl disable telnet.socket
	systemctl stop xinetd.service
	systemctl stop telnet.socket 
}
function main(){
		tools
		createuser
		createdir
    updatesystemkernal
    createlvm
  	install_docker
		set_sysctl
		modify_limit      
		config_docker
		server_install_nginx
		set_nfs_server
}

main

[bookmark: _Toc454524718][bookmark: _Toc27389597]redis安装
[bookmark: _Toc454524719]1、Redis-sentinel通用配置文件：

$ cat /app/conf/redis/sentinel.conf 
port 26379
dir "/tmp"
sentinel deny-scripts-reconfig yes
sentinel monitor redismasterslave 10.111.100.174 7379 2
sentinel auth-pass redismasterslave mobile!.02019
sentinel config-epoch redismasterslave 1
sentinel leader-epoch redismasterslave 1

2、10.111.100.173节点：
		Redis docker-compose启动文件：
$ cat /app/compose/redis.yml 
version: '3.7'
services:
  master:
    image: redis:4.0
    container_name: redis-master
    restart: always
    command: redis-server --port 7379 --requirepass mobile!.02019 --masterauth mobile!.02019 --appendonly yes --maxmemory 4000m --maxmemory-policy allkeys-lru
    ports:
      - 7379:7379
    volumes:
      - /app/data/redis:/data

	   Redis-sentinel docker-compose配置文件：
$ cat /app/compose/redis-sentinel.yml     
version: '3.7'
services:
  sentinel1:
    image: redis:4.0
    container_name: redis-sentinel-1
    command: redis-sentinel /usr/local/etc/redis/sentinel.conf
    restart: always
    ports:
      - 26379:26379
    volumes:
      - /app/conf/redis/sentinel.conf:/usr/local/etc/redis/sentinel.conf
	
3、10.111.100.174节点：
		Redis docker-compose启动文件：
$ cat /app/compose/redis.yml     
version: '3.7'
services:
  slave1:
    image: redis:4.0
    container_name: redis-slave-1
    restart: always
    command: redis-server --slaveof 10.111.100.173 7379 --port 7379  --requirepass mobile!.02019 --masterauth mobile!.02019  --appendonly yes --maxmemory 4000m --maxmemory-policy allkeys-lru
    ports:
      - 7379:7379
    volumes:
      - /app/data/redis:/data
		Redis-sentinel docker-compose配置文件：
$ cat /app/compose/redis-sentinel.yml 
version: '3.7'
services:
  sentinel2:
    image: redis:4.0
    container_name: redis-sentinel-2
    command: redis-sentinel /usr/local/etc/redis/sentinel.conf
    restart: always
    ports:
      - 26379:26379
    volumes:
      - /app/conf/redis/sentinel.conf:/usr/local/etc/redis/sentinel.conf
			
4、10.111.100.178节点：
		Redis docker-compose启动文件：
$ cat /app/compose/redis.yml     
version: '3.7'
services:
  slave1:
    image: redis:4.0
    container_name: redis-slave-2
    restart: always
    command: redis-server --slaveof 10.111.100.173 7379 --port 7379  --requirepass mobile!.02019 --masterauth mobile!.02019  --appendonly yes --maxmemory 4000m --maxmemory-policy allkeys-lru
    ports:
      - 7379:7379
    volumes:
      - /app/data/redis:/data
		Redis-sentinel docker-compose配置文件：
$ cat /app/compose/redis-sentinel.yml 
version: '3.7'
services:
  sentinel2:
    image: redis:4.0
    container_name: redis-sentinel-3
    command: redis-sentinel /usr/local/etc/redis/sentinel.conf
    restart: always
    ports:
      - 26379:26379
    volumes:
      - /app/conf/redis/sentinel.conf:/usr/local/etc/redis/sentinel.conf

5、启动顺序：
1. 先依次启动redis：
docker-compose –f /app/compose/redis.yml
2. 再依次启动redis-sentinel服务：
		docker-compose –f  /app/compose/redis-sentinel.yml
[bookmark: _Toc27389598][bookmark: _Toc454524722]Zookeeper服务的部署
1、部署

	docker run -d --restart=always -p 2181:2181 --name zookeeper zookeeper:3.4

2、安全设置

	进入容器内部，进行相关安全设置
	$ docker exec –it zookeeper /bin/bash
# bin/zkcli.sh
[zk: localhost:2181(CONNECTED) 0] addauth digest vxiao:zookeeper
[zk: localhost:2181(CONNECTED) 1] setAcl / auth:vxiao:cdrwa
#验证
[zk: localhost:2181(CONNECTED) 2] getAcl /

最后重启容器即可。

[bookmark: _Toc27389599]支撑软件安装
[bookmark: _Toc454524723][bookmark: _Toc27389600]phantomjs安装
tar xzf /vxiao/software/phantomjs.tar.gz –C /app/software/
ln –s /app/software/phantomjs-2.1.1-linux-x86_64/ /app/software/phantomjs
[bookmark: _Toc454524725][bookmark: _Toc27389601]ffmpeg安装
yum install ffmpeg
[bookmark: _Toc454524730][bookmark: _Toc27389602]系统初始化与确认
[bookmark: _Toc454524731][bookmark: _Toc27389603]系统初始化
· 数据库导入表结构和基本数据
· 文件资源采用nfs方式mount到指定目录
[bookmark: _Toc454524732][bookmark: _Toc27389604]系统部署确认
平台访问正常，功能使用正常。
[bookmark: _Toc454524733][bookmark: _Toc27389605]故障应急处理
[bookmark: _Toc454524734][bookmark: _Toc27389606]web服务器
三台web服务器使用nginx做负载均衡，一台服务器出现故障，其余两台能够正常使用。
每台web服务器上都部署nginx软件，一台服务器nginx出现故障，可以立即启动其他服务器的nginx，保证web正常访问
[bookmark: _Toc454524735][bookmark: _Toc27389607]应用服务器
应用服务器采用k8s管理容器，应用出现问题甚至服务器出现问题，可立即将应用自动调度到启动备用服务器，保障平台正常使用。
[bookmark: _Toc454524736][bookmark: _Toc27389608]数据库服务器
两台数据库服务器同样主备模式，数据库安装在独立的存储上，两台服务器设置好相同的环境变量，主服务器出现问题，可将存储挂在备用服务器上，启动备用服务器即可。
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