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1.1 Anaconda &7

Anaconda 2— MNATFREIZHER] Python &1THR, 32F#F Linux, Mac, Windows &%, 1278
BESWIEEERINEE, TLURSEBRAZIRA python F1Z. RN SHE=FB%5%E
[a)8%, Anaconda FIIFF T E/45< conda 3if1T package F1 environment FOEIE ( t2a]LUFEFE
pip) , HFEEXRKBET Python FIHBXAIEET R, Anaconda 2iERTF IR KEIRESFTH
Python TH., HEEE7T 720 SPMHERIFHEXNFRE, TEIET0K. NmFES. REZ
JEFZHHEEBIENR . MIAILMSEURST, EE0LABEAEIEFIATE seMiw.
Anaconda B FHHESIRAK B EF AERIFER:

1. Notebook XI¥FEEZIRIF .

2. Anaconda E2£2R%, Python, B python FRASTE FEATHITIEE

3FRES, BEFEARAESRHITIE, RFEERT anaconda FINEMINME, ALAIERERK
BRSERAR, MAREMRRSEFEE, JLUNSHRINBESERNNE, HEEE.
T EE M AEREMAAIAE (40 PyCharm ) &4T Python BiJZ . PyCharm 2—F

Python IDE, &8 —E2ERLIRENBFAERER Python IEEAARHRSEMERNTER, LLuliE
i, IBES=. Project EIE. XIS BaelER. Babzeak. B, RS, 1Lt
4b, 1% IDE 2t 7T —55 R I08E, LARTFSZHF Django AEZR FRIL WL Web 7% o

1.2 LRI

£ 1 & Anaconda

Z it Anaconda B M FEZEEE https://www.anaconda.com/products/individual, sth
Download,


https://www.continuum.io/why-anaconda
https://www.continuum.io/why-anaconda
https://www.continuum.io/why-anaconda
https://baike.baidu.com/item/Python/407313
https://www.anaconda.com/products/individualn
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Individual Edition

Your data science

toolkit

With over 20 million users worldwide, the open-source Individual

Edition (Distribution) is the easiest way to perform Python/R data

science and machine learning on a single machine. Developed for

solo practitioners, it is the toolkit that equips you to work with

thousands of open-source packages and libraries.

BIBESAARE, TLUEEE Windows, Mac. Linux MixA, iXEEiE#E Windows, thaTLLERE
Python3.7 version B2 Python2.7 version ( #2iX 3.7version ) , s 64-Bit Graphical Installer T~
# (32 (BN ACEIZIFE ) »

Windows IR

64-Bit Graphical Installer (466 MB)

32-Bit Graphical Installer (423 MB)

64-Bit Graphical Installer (413 MB)

32-Bit Graphical Installer (356 MB)

LI 2 223t Anaconda

WE T EIFAY Anaconda3-x.x.x-Windows-x86_64.exe {4,

Anaconda Installers

MacOS &

64-Bit Graphical Installer (442)

64-Bit Command Line Installer (430 MB)

64-Bit Graphical Installer (637 MB)

64-Bit Command Line Installer (409 MB)

Linux &

64-Bit (x86) Installer (522 MB)

64-Bit (Power8 and Power9) Installer (276
MB)

64-Bit (x86) Installer (477 MB)

64-Bit (Power8 and Power9) Installer (295
MB)

HIITRE, =& Nexto
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- Anaconda3 2020.02 (64-bit) Setup — X

Welcome to Anaconda3 2020.02
(64-bit) Setup

Setup will guide you through the installation of Anaconda3
2020.02 (64-bit).

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

<
Z
S
< Click Next to continue.
Z
<
N

Cancel
= | Agree,
) Anaconda3 2020.02 (64-bit) Setup = X
» License Agreement
._) ANACONDA.  please review the license terms before installing Anaconda3
2020.02 (64-bit).
Press Page Down to see the rest of the agreement.
E R 3 3 3 3 3 3 5 5 A

Copyright 2015-2020, Anaconda, Inc.
All rights reserved under the 3-dause BSD License:
This End User License Agreement (the "Agreement”) is a legal agreement between you

and Anaconda, Inc. ("Anaconda”) and governs your use of Anaconda Individual Edition
(which was formerly known as Anaconda Distribution). v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Anaconda3 2020.02 (64-bit).

<o [T ] [ o

Install for: Just me A2 All Users, XEEE#: Just Me d¥4Ea Next,
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2 Anaconda3 2020.02 (64-bit) Setup — K

Select Installation Type

!_) ANACONDA.  please select the type of installation you would like to perform for
Anaconda3 2020.02 (64-bit).

Install for:

(® Just Me (recommended)

(O All Users (requires admin privileges)

< Back Next > Cancel
T3 RELERR
R LR, ST Next,
2 Anaconda3 2020.02 (64-bit) Setup - X
Install Location

._) ANACONDA.  (choose the folder in which to install Anaconda3 2020.02 (64-bit).

Setup will install Anaconda3 2020.02 (64-bit) in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

Browse...

Space required: 3.0GB
Space available: 59.2GB

< Back Next > Cancel

TR 4 RENETS
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AIMEBAE, F—TRIIANKEERE, E2NEBAER Python 3.7, AILUR GRS
BTHE, =& Install FFIAREE . (ER: WRANBLEZRKA python FEMARA, ik
bR, SAISZ%E Anaconda. SIRMIER, B MEEF DL, BNBH5IRERER)

) Anaconda3 2020.02 (64-bit) Setup — X

» Advanced Installation Options
'.J ANACONDA.  customize how Anaconda integrates with Windows

Advanced Options

[] Add Anaconda3 to my PATH environment variable

Not recommended. Instead, open Anaconda3 with the Windows Start
menu and select "Anaconda (64-bit)". This "add to PATH" option makes
Anaconda get found before previously installed software, but may
cause problems requiring you to uninstall and reinstall Anaconda.

[“IRegister Anaconda3 as my default Python 3.7

This will allow other programs, such as Python Tools for Visual Studio
PyCharm, Wing IDE, PyDev, and MSI binary packages, to automatically
detect Anaconda as the primary Python 3.7 on the system.

<Back | Instal | | Cancel

LI5eha =i Nexto

2 Anaconda3 2020.02 (64-bit) Setup — X

. Installation Complete
._) ANACONDA. Setup was completed successfully.

Completed

Show details

< Back Next > Cancel
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TS5 EERERER
BEEXERERT Nexto
) Anaconda3 2020.02 (64-bit) Setup — X

o Anaconda3 2020.02 (64-bit)
:._) ANACONDA.  anaconda + Jetrains

Anaconda and JetBrains are working together to bring you Anaconda-powered
environments tightly integrated in the PyCharm IDE.

PyCharm for Anaconda is available at:

https: //www.anaconda.com/pycharm

) ANACONDA.

e

-

< Back Next > Cancel

5 Finish, 2% Anaconda HFEMT .
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-~ Anaconda3 2020.02 (64-bit) Setup —

Completing Anaconda3 2020.02
(64-bit) Setup

Thank you for installing Anaconda Individual Edition.

Here are some helpful tips and resources to get you started.

We recommend you bookmark these links so you can refer
back to them later,

Anaconda Individual Edition Tutorial

Learn More About Anaconda

(") ANACONDA.

2 Eg AL
1.3 L=k
117 Python BIZR
1. A5 B3R! Jupyter Notebook, mEFHIETT, #HA jupyter EIT:

= Jupyter Notebook (Anaconda3)

iz A 5

2REREALITAY “New” 250, & “Python 37 , B jupyter 3Xf4:

: Jup}-’tﬁ‘l‘ Cuit Lo,
Filers R Lanining Clusters
acl fems o parfoim achions. on Eheem '.I[Ib\ﬂ =
Oo - &/ Marme 4 . . ]

|

] 03 3D Objects

] O Ansconda® Toxt File

] 3 Contacts Foldor

] 0 Desktop Tisrmirual
O © Doecuments 2 [T

FERTEENBOARIRER, NETLUESRSIEE
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FEEPERALB .. TRAEERTE 1517”7 &7RE.

— Jupyter [Untitledjemsem nis (meem)

File Edit View nsert Cell Kemel Widgets Help
B+ » @B 4+ +|NET|E C » B v | =

|[r~.'_]:|

3AEMNERAN L T:

print('Hello World") #TEDHE: Hello World
print("Hello World") ~ #¥TEQH: Hello World . B23X3 | SH#iH+EE .

4B LB ‘BT BE, BRINT:

" Jupyter Untitled3 smstes 75881 (=EEHD)

File Edit View Insert Cell Kemnel Widgets Help
+ = BB A 4+ MET B C W gmE v
In [2]: print(Hello World ) HFTETNY . Hallo Forid
print ("Hello World™) STEIS: Hallo Forld. 2305 E4575/5.

Hello World
Hello World
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2.1 SCEEN4R
ALIEIT FEHIH T RIAASSERE, FENZEEIR Python3 1B AR
e  Python FUEAREIEREY
e FiENSXIEN

* RIEH

o =Y
o IHR(E
o BEghE

o MHEXIRImE
WTZE SIS FARLES Python B Tutorial 23], https://docs.python.org/3/tutorial/index.html o

2.2 UAYsLix

Atb5ERk Anacondal3 ZEEEFTFF Jupyter Notebook, FriE— Python3 A4 notebook 44, (1
E AT LAfE A EL th#m1¥88SCRE, fI4N Pycharm )

Upload

Notebook:

I Python 3 |

MName e

Other:
Text File
Folder

Terminal

LFERTSERRBARIRR, WNEATLUZSSIEE
THENFEESNBHMANE, TRRBESRE “&E177 E1718.


https://docs.python.org/3/tutorial/index.html
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'_: jupyter |Uniitledjesws nes mEsas)

il ]
+
4
)
>
PRI
n
aQ
¥
-

2.2.1 Python #iE=s8Y
Python BFENHUIERE, OFHE. FRFE. Ji%k. ThH. FRIESEE ., AEHEBEIR
BRI A ERIEIER R = .
BEZIESE Python fEE “AEZEEL” |, https://docs.python.org/zh-cn/3.8/library/index.html ,
2211 BUESRE: #fE
HEFIRXATFHEIE. SR EHNEIREERE, XERENESHELRIERE S

— PRI

75, Python R “SoidE” H/RIRERRERIRIER, MRERX$E and/or/not,
print(True+False) # 1, True20AJ9 1, False B0

print(True or False) # i True, 8= or H1T “ak” B

print(5//2) # W 2, //EREEER

print(5%2) # Wit 1, %HREREERF

print(3**2) # w9, »RRIRSIRE

print(5+1.6) # W 6.6, FEFBENIEBINEENSANSHEEREYENER

2212 H3EER: FFFEH
SEE(Sring) BT . TE. FUSARN—BTE, MBS, WaSxE=32 0z

PUE 3

FRBENERIRIE:

S = 'python' # 4T & S I#{E python

# len(obj): IREIIFAKE

print(len(S)) # HH6

print(S[01,S[11,S[-11) # Hit pyn , REBRSBRELTER

print(S+'1',5%2) # i python1 pythonpython: &3HFIES

FRHBNATEZE:

S = 'python' # TEWE

S[0] ='Z' # EREE, FHEFTE

S1="2'+S[1] # R THRIFRE Zython, FIR{ELS S1
# S[LINFRE—FHERIFERE, B ython

print("'S:%s,51:%s"%(S,S1)) # i S:python, S1:Zython. %s FaFTENFF
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FRIERIYE BR(E:

S = "python" # TEMWE

# strsplit(str="", num=-1): BIIEESIRTNELFRHTR, MRSH num BISEE, WHE num+1
NF=EGER, BTRDEFRE.
print(Ssplit(*h')) # BEL ‘pyt’ ) on’ 1, 1RIE h WFRFERTIE

# str.replace(old, new[, max]) : IREIZFEFA old (IHFERFER ) B newFr=rT) G ERIVE=MA
B, IIRIBEE=ASH max, WEIEFREDT max K.
print(S.replace('py',PY")) # PYthon, IE==fFEFREY py B PY

# str.upper() : IREVNEFFRARUCARERRIE,
print(S.upper()) # PYTHON

# str.lower(): IREASFFEAINEFANE.

print('"PYTHON'.lower()) # python, ZfFRIENS
line='aa,bb,ccc,dd\n’ #\n BT

# strjoin(sequence) : sequence: EEENFS, REIEEFFNERFIPTEEEMIIHFH S,

print("join(['life ', 'is ' ,'short'])) # i life is short, join HHE=fTEH
hw12="%s %s %d' % ('hello','world',12) # B EF
print(hw12) # i hello world 12

2.2.1.3 HIESREL: FIFE
List (538 ) ATLACSRAS MEALNMIRAISTI., SHIS=Y, ¥, SHEEETUE
a5% (AHE) . SRR,
1.5\ 3 FRAE -

animals = ['cat!, 'dog', 'monkey'] # TEMNFIZFE animals

# listappend(obj) : 7EFIFRFEIFEINTR

animals.append(‘fish') # 1BINTE
print(animals) # it ['cat, 'dog', 'monkey’, ‘fish']

# listremove(obj) : FERRFIFRPENMENIE—MTEIR

animals.remove('fish') # MIERITE= fish
print(animals) # it ['cat,'dog', 'monkey']

# list.insert(index, obj): FIFISIEENFIBAIIRANBEME . index: IBANE

animals.insert(1,'fish') # FE kR 1 BIBSIENTTE fish
print(animals) # H ['cat, fish’, 'dog', 'monkey']

# listpop([index=-1]) : ZEREFRFITRAII TRIMAITTER (FARRE—1 ). Index: TR

animals.pop(1) # MBRTHRA 1 B9TE
print(animals) # i ['cat', 'dog', 'monkey']

2. 1BHFIRETTRAII N ZR S|
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#enumerate(sequence) : F— N ENEHIFIBNSEEN—IR5IF5, ERIFILERIEIE TR, —&
7 for fEHAZH,

for i in enumerate(animals):

print(i) # JoE M MATTEMEERANZS|

i

(0, cat)
(1, dog)
(2, monkey)

3.5IFHES

squares = [x*2 for x in animals] # HEEMFESMNIAITTRAERMANTIE
print(squares) # ['catcat ', 'dogdog ', 'monkeymonkey ']

4.5k

list.sort(cmp=None, key=None, reverse=False): cmp JE[%S, MRIEETIZSH, SEAZ
S ERTHEF . key RFIRHITILRAITTR . reverse IHEFMN, False AFF .

list1 = [12,45,32,55] # TENXFHFIE list
list1.sort() # WHRHEITHEE
print(list1) # HiH[12,32,45,55]

# listreverse(): R@FIFEHITE,

list1.reverse() # WHIRHTEE
print(list1) # HH[55,45,32,12]

EZFE G EESE https://docs.python.org/zh-cn/3.8/library/stdty pes.htm#text-sequence-type-
stro

2214 ¥EA: T

TAABONR, RAETERESE. TEREXME, BATRIZRTIR.
TCHRYERRIE:

T=(1,2,3) # Bt

print(T+(4,5)) # JUEHEF, Bt (1,2,3,4,5)

t=(42,) # RE— 1 ENTA, XIFEHF

tuplel = (12,45,32,55,[1,0,3]) # BlETiE

tuple1[0] = "good" # BEFRE, TTERATRYE, FARE

tuple1[4][0] = 2 # JoAR IR TTRE R LARE, BF4A[1,03)51F+ TE
print(tuple1) #(12,45,32,55,[2,0,3])

2.2.15 HIERE: Fi

FH(dictionary) 2 RENABEEIEEMSEE, FHA"{ 'HRE,

FHAZRS|(key)FIEXINAYE value HE . FFIRIEL, FHEIPRITTREEIRKFEAY,
MAREIE (REFE

FHERBIRE:

# FHRY=FRERE
x = {'food":'Spam’,'quantity":4,'color":'pink'}
x = dict(food="Spam’,quantity=4, color="pink")



https://docs.python.org/zh-cn/3.8/library/stdtypes.html#text-sequence-type-str
https://docs.python.org/zh-cn/3.8/library/stdtypes.html#text-sequence-type-str
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x = dict([("food", "Spam"),("quantity", "4"),("color","pink")])
# dict.copy(): IR
d =x.copy()
d['color'] = 'red'
print(x) # {'food":'Spam','quantity":4,'color":'pink'}
print(d) # {'food":'Spam','quantity":4,'color":'red’}
#rcEIpIa)
print(d['name7]) # SEERER
print(d.get('name’)) # it None
print(d.get(name’ SBEFZEE! ) # wt BEAFE
print(d.keys()) # i dict_keys(['food", ‘quantity’, ‘color'])
print(d.values()) # i dict_values(['Spam’, 4, 'red'])
print(d.items()) # i dict_items([(‘food', 'Spam’), (‘quantity’, 4), (‘color’, 'red")])
d.clear() # BT HPRETEEE
print(d) # Wt O
del(d) # MpR=EE

2.2.1.6 F3ERE: £5
E£2 (set) E—AEFNAES TR, EATFERAES{} HE set) RO,

SEENERRE:
sample_set = {'Prince’, Techs'}
print('Data’ in sample_set) # i False, in BWERRKNBESFREFERE—TTE

# setadd(obj): LLEEGRMINTTER, MRMNAITEAESHEFE, WAHFITEHTERAE

sample_set.add('Data’) # [ESHIENNITE Data
print(sample_set) # i {Prince', 'Techs', 'Data’}
print(len(sample_set)) # it 3

# setremove(obj): BIRESHAVEETTE
sample_set.remove('Data’) # MIBR7T= Data
print(sample_set) # {'Prince’, Techs'}

list2 = [1,3,1,5,3]

print(set(list2)) # Hd{L, 3,5}, FIRESTERNB—EHTIIRES
print(list(set(list2))) # fad [1,35)51%
sample_set = frozenset(sample_set) # Ao ES

222 XN 5%#EN
£ Python 1, SRIFELFREEXTRAIS|IH. BEIE—IMUSIECRES— T ERIRHE,
Python Fi&BEENX MR, MREBE N TIXNTRISIAH,
ARLIG{EA Python AT copy HRHSRIBAEFIE W ANERIE NAIX B

import copy # SRERER copy &R
Dictl = { 'name"; 'lee’, 'age:89, num';[1,2,8]}  # FE=H

Dict_copy = Dict1.copy() # &N

Dict_dcopy = copy.deepcopy(Dict1) # RER
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Dict2=Dict1 # EEN EERENR
Dictl['num][1] = 6 # (ERREUEFIRESIRNE

print('Dictl:'+str(Dictl)+"\n",'Dict_copy:'+ str(Dict_copy)+"\n",'Dict_dcopy:'+ str(Dict_dcopy)+
"\n",'Dict2:'+str(Dict2))

WhER:

Dictl:{ ‘name’ :’ lee’ , ‘age’ :89, ‘num’ :[1,6,8]}

Dict_copy :{ ‘name’ :’ lee’ , ‘age’ :89, ‘num’ :[1,6,8]} # RIENHIE—RREN
Dict_dcopy :{ ‘name’ :’ lee’ , ‘age’ :89, ‘num’ :[1,2,8]} # RIENHESE BN

Dict2:{'name": 'lee’, 'age”: 89, 'num"; [1, 6, 8]} # WHRMENEEN, HUEHIEKR

2.2.3if1EFG
HIEESRUETEMEHIEE, RIFEEIMMINITIER., EOHMEET—, BT ITEcsE
HERITREIES.

KBRS Python A, (ERZEZEW—TRAFBARNSE, REFIBFAMANNSBETH
A%A . fERA Python FRRY if IER T LASSRILEINGE -

HEE AR £ B
#input(): FBFIZIGEIN .
score = input( TSI\ IREIS EL") # input EREUSHEIN , HFRIRLR
# try:--- except Exception:--- ;2 Python R HERAEERNED, WX try PREEEIEEIR, WESHAT except
FRIED
try:
score = float(score) # SEPEEE IO ER
if 100>=score>=90: # FIRMANBEREATERSH
print("{#5") # HERHEMHER
elif 90 > score >= 80:
print("E")
elif 80>score>=60:
print(“=h")
elif 60>score>=0:
print("Z")
else:
raise
except Exception:
print("IEM N IERRRIDEL)

2.2.4 EIMED
BIMESRFZINIT— MEDHRIEAA ., RENBFIIEIR, for F1 while,
1. for &4
Python for BT LUBHIHIFEIIRIRE , d—MIESHE —NFERFH.
AIFIRE Python BIA, FTENALNRER.

for i in range(1,10): # EMINERER
for j in range(1,i+1): # EXAHERE
print ("%d * %d = %2d" % (i , j , i*]), end="\t ") # FFRAGFEIILIGE, IHTENEERMEITIISS
print() # end RO EFTEDEEFRFSEIAS
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IR

1*1=1

2¥1=22%2=4

3*1=33"2=63*3=9

4*1= 4 4*2= 8 4*3=12 4*4=16

5*1=5 5*2=10 5*3=15 5*4=20 5*5=25

6*1= 6 6*2=12 6*3=18 6*4=24 6*5=30 6*6=36

7¥1=7 7*2=14 7*3=21 7*4=28 7*5=35 7*6=42 7*7=49

8*1= 8 8*2=16 8*3=24 8*4=32 8*5=40 8*6=48 8*7=56 8*8=64

9*1=9 9*2=18 9*3=27 9*4=36 9*5=45 9*6=54 9*7=63 9*8=72 9*9=81

2.while 1&I4
Python ZwiZH while EOBFRERNITIEER, BIEERET, BUHWTERRER, LAHIES
ESFSWBRIERITES .
LHHESEBER N TEDR, BELERIEINGY, (FF break 3% continue £5R1EIR .
#while 184
i=0 # 2 iTE
while i<9: # IREEHSM
i+=1 # BORIER 1 1500 1
ifi==3 # FIMEHEEHE
print("BH LR IEER")
continue # continue Bk X BIRYX—IRIEER
ifi==5:
print("Hk ZHBIRAYIEIR")
break # Bk BiaIRaYER
print(i)
LR
1
2
BB IR A
4
B MBI ARYEIR

2.2.5 BENEEL

HERARIFR . TESFERI—RAE. SEBRESERIRRCEEMAEFIAR,
Python IRHRZSMZERIREL, FIAIRIEIERISAY print(). ERILAE CEIZREL, MEREEX
@ﬁo

RINEENBEEN FEE
/8 def XIEFETEN—NRE, BLO5EAREEINEE (FTEMEE) -

def Print_Hello ( ): # BREETR, TRNE
print ('Hello, Python.") # Rt
Print_Hello() # REGAB

HIHEER:
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Hello, Python.

2. RENSEUTIEEEASH

BENEE, EXRITENFABAENNSH,

def hello(greeting="hello',name="world): # NS

print('%s, %s!' % (greeting, name)) # g

hello() #hello, world  TSHNUEREIASE

hello('Greetings') # Greetings, world EEH

hello(name="Huawei’) # hello, HuaweiX#EFSH

hello('Greetings','universe') # Greetings, universe B2

HiHEER:

hello, world!
Greetings, world!
hello, Huawei!
Greetings, universe!

3. FEKSH
AERSHIFERFL BN SHNMLEE Y NIHES . WEIBRAMER* RrTEEEs
#, *RRFHERPSH,

def test (a, b, *c, **d):
print (a)
print (b)
print (c)
print (d)
test (1,2,34,5,6x=10y=11) # (EEMNSHEEIR S TTHs R

AR

1

2

(3,4,5,6)
{x: 10, 'y 11}

4. REIE
FrSRIREIRENE, EREERKS ZEHERENSER ., £/ return EA%REHK .

def plus_one (number):
return int(number)+1
plus_one (10)

HiHER:

19

2.2.6 10 &1E

Python tREFIEERX, REBHIINEEEE+TST 2. X 10 MREP—1HRERNER,
FENEERIESESZE A https://docs.python.org/zh-cn/3.8/library/index.html

Python 10 #BFARIMHRNZE , EHEBAIRILAUER open BREGSRIR(F o
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MHER 588
r FMETL, RiEz(, XHEHSMESUE:L.
w QAENEX . XHEHSMESNSL, MHEERERS.
a EIMETC, 1BHENXHERE . &N
rb PATHERSRE S, (HlunESoBSRUE )
wb LT HIE RS,
ab PAZHFBISTCENNS 4 o
r+ AEAE, XHEHSMEXt:k,
W+ iEa 5, MIRNEEFTEEESEXE, NREAFENCIEITUSF.
a+ EMNNEAS . &3ENEIEHUE
1. XHBEAN
f = open("text.txt", 'w') # FIFE texttxt, BXHEAFERSHTE— . wETRX
HENABAN
Str = input("IBRIAZSEANRINE: ) # MERE input SREUZHISATRAN
f.write(Str) # 45 Str BAZISY f
f.close() # KA
AR

EWABESAMNAZE: | python XA ER1E|

MABAARZE “python SHRIE”
ERE—BFR AR text.txt 314

MR REE R0 EFNV) EEH

‘pyt honS{4H84E

2. SHIEEY
SN read J5i%, read VMR AISEA/NFRREERZE

f = open("text.txt", 'r') # r R HEIRJIISEEY

print(f.read(6)) # HEUNER, HRESRERANFER
print(f.read()) # EECE TR EE RS

f.close()

IR
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python
SAHE

3. (EA LI EERRENH

FTFNEERNET RFNEREE . AEFHAEHESERRR, SRIEGFHRIR. sEIRIFAY
BREAEIIRSABATIESE . L FXEERRM with iIE9—ET{F. EXEXN:

with EFRXHRIAT [as BEXNR]: #as TG L T XRYIREHERELS TENR

IRAVIRIE
with open(“'textl.txt", 'w'") as f: # {8 with IFAEITSHUES N
f.write("python STEHEIE")
with open(“textl.txt", 'r') as f: # {#F with BETDEBSERS
print(f.read())
MHEER:
python SZ{H124E

YXHHREEEZRTGE, BIRNEE—1T readlines 757k, MHENL tell 753%, seek 5ix%E . AJS

Z Python Tutorial #fTH—2%3],

2.2.7 FENIE
ERERTEREF=ENEIRTARE . ENNREBIEIAEIR ( SyntaxError ) , KREPETE
( NameError ) , iBialRE1E M ( AttributeError ) £, Python B3R ARISELIENE, ©SALUE
WMIRIEERER, BIFEAREN.
Python {1 try-except IBASTERE . HA try BEORTRERE, except BFHIKRE.
1. #iERE

BAKIIREE—NRE, BRIEFRED 0,

num1 = input (TBMASE—NEZE: )
num2 = input ({BRASEZNEE: )
print (F—MEBRLAEZANEEF/T: %f'%(Int(hum1)/int(num?2)))  # %f KFZEmE

SR

BRASE—EEF: 10
BRAEZNEF: 0

ZeroDivisionError Traceback (most recent call last)
<ipython-input-10-5cc9c0d19753> in <module>
1 num1 = input (TBRAE—1HZF: )
2 num2 = input ({BIASBZNEZE: )
----> 3 print (‘B—MFERIUEZNEFEN: %f'%(int(hum1)/int(num2)))
4
ZeroDivisionError: division by zero

BT LUBRIREREA ZeroDivisionError . HATTLUEFKIXNEE , (RISEFEEIET.
2. {#FH try-except LD
{5 try-except £54a35% ] ZeroDivisionError iXMNSE, WMiE “SE”MNEFRER 07


https://docs.python.org/3/tutorial/inputoutput.html
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try:

num1 = input (TBMIAE—PNHZE: )

numz2 = input ("BRIASE_PHF: )

print (‘E—PMEFRRUBZANEFI: %f'%(int(num1)/int(hum2)))
except ZeroDivisionError:

print (‘SE=ANMAREER 0')

HiHER:

BRAE— T 10
BB 0
EEREER 0

IR ZE . MIRFEHRSANFE, JUEHIIEZSA except EDFIRTERE .
3. IR ERE
NRBNEREHMEEENIEEMIT, Exception XEFIESENRE, JRRETHERE.

try:

num1 = input (TEMASE—NEFE: )

num2 = input (IBEIASE_MNZE: )

print (‘SE—PMEFIRUEZANEFA: %f'%(int(hum1)/int(num?2)))
except Exception as result :

print (‘1#3AZISE:%s' % result)

SR

BMASE— M EFE: hello
BRIANEZNHE: 0
}FREIS E:invalid literal for int() with base 10: 'hello’

4. ZERREIRE (else 70 finally )

ERFTINRSEHFRIISE, BEESNT cse 24, TEERELICETHFIEE, &
BT L& T RIXBIRAISTLAR finally 156,

Python FR5EEERY 2 E MBI J9:

try:
#HEA
except:
#R BB
except:
#B— 1 HELERT
else:
#H2BRERRITHE
finally:
#ERVIHITRONRE, TIeEEBRE

2.2.8 EEIXTRIRE (2£)

RMNRZEENRFENERRS . WREERNSY, XEN—EFEBREMHEMTIRY
SWRIRIR, PXEHNTLIERS “5K7
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BIINE—1 AR, BRI X, MIEETHFREPH—UR, BITHFESEWXNEFRERE
Ny

2.2.8.1 GIEEFN(ERZE

El%E Dog £,

1RHE Dog KEIEIG N IHIEPISFHRBFIER . FIVERFTERIEET sit () TR
roll_over ( ) BY98ES]:

class Dog(): # {#F class XHEFFEEE—E
RIS TR (BiE)
def sit(self): # (ERREENEGENGE, self RRES, KEAE—IEH

R NI A S BB T

print("Dog is now sitting") # T3k (ER self i51a)T name B
def roll_over(self):

LI R S EH TR

print("Dog rolled over!")

dog = Dog() # BIEE—INIZR, FHF dog (REERYS I
dog.name = "M5Z" # IR EFAEMY, name AGEE
dogssit() # AREE

dog.roll_over()
print (dog.name)

ISR

Dog is now sitting
Dog rolled over!

Bt3

2.2.8.2 EHE M

E—MEAIPINIREBFOIE— Dog KRR, FEBRER” MREBBIHES" ROFNHR
i, HCRERR. 97 MRRIXANEIRE, Python 124t 7 —MEi&sEiE_init_ (BIRRN T
) , SEHREAIIRISEEL .

AR, FEA45 name F age FNEIEHIRHE] Dog 257,

class Dog(): # {EH class FEFEIH— 2
#HELDONEERT A (BiE)
def __init__ (self,name,age): # IR ENEN, B SEUKTERR self, FRURES
#YME1CEE name #1 age
self.name = name
self.age = age
def sit(self): # [FRRETEN RS, i self 23

#EHLO A ST T

print(self.name+" is now sitting") # FoiEA{ER self i518T name Bt
def roll_over(self):

HEHL I ERER SBTHTIR

print(self.name+" rolled over!™)

dog = Dog("I&1+35"2) # SIE— IR, HH dog (RHFERISIH
print (dog.age) # 1B
dogssit() # AR

dog.roll_over()
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ISR

2
Ie13F is now sitting
5135 rolled over!

2.2.8.3 ZERIFIEE

BAHEREREME . BESHESMNETHNERETR TR . BIEBMEEX HFAEREM, BiR
S RIEEIRE -

MhEREEEE_ (R FUZEIER) LM .

class Dog():
def __init__ (self,name,age):
self.name = name
self.__age = age # %5 age IRENFABEM_age
def get_age(self):
return self.__age
dog = Dog('TatZ",'2")
print (dog.name)

dog.get_age() # JEF get_age() 5%, IREISHE

print (dog.__age) # XBIEFEIRE, B8E__age B, INETiEEEER
AR

Bts

2

AttributeError Traceback (most recent call last)

<ipython-input-23-374e764e1475> in <module>
5 dog = Dog('I&*3F",2")
6 print (dog.name)
---->7 print (dog.__age)
8
AttributeError: 'Dog' object has no attribute '__age'

2.2.8.4 ZER94RK

ERMSRARIER RNERFAC—RRBER, TIXMERRTGEZ —28IT 4R
#lo AT 2 AR Z BIRIREIFFREI XK,

ABIFHIE—1™ Dog AYF2E Husky, HRRERIBIEFNTSIE. ERTFIEN class F3E(KXK),
MR—NFEFESMER, FiENclass FE (RFE 1, RE2) . RNEFIRBYIE,

class Dog():
def __init__ (self,name,age):
self.name = name
self._age = age # ¥§ age IREIFABREME_ age
def get_age(self):
return self.__age

class Husky(Dog): # FEE— 1 FRIGTEE, LA Dog
pass
mydog = Husky('Larry’,3) # FHEURT LEANIET &
print (mydog.name) # FEYRT R name B, FABBIETGIEMR

mydog.get_age() # FRURE T SRRY get_age()HiE
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2.2.85

ISR

Larry
3

RKEE

£ Python Ff, SEIEEAZ R RERRIER MEAXYR.
ERFE, AROMRITAH (FE) -

=z =
‘-E'FE\ZE

Python RRIOITRE L

AFIHAR3E)9 Dog, A shout J5i% . Dog FUFEIGTHFFEEE, TES 7R3EAY shout J53% .
IEX—1EEE sound, B shout JFiERTLAARAXOMRER LR 2 FE, REMIEHEX

4 shout B9757%

# A2 Dog, MY Dog shouts
class Dog():
def __init__ (self,name,age):
self.name = name
self.__age = age
def get_age(self):
return self.__age
def shout(self):
print (‘Dog shouts")

# FEIEEE, FEAS5
class Husky(Dog):
def shout(self):
print('IS0S")

# FEREE, WEATE
class Tibetan_Mastiff(Dog):
def shout(self):
print(EiE)

# EX—RE sound, &M shout /7%
def sound(dog):
dog.shout()

# dog1 AIGTFHIRIR
dog1 = Husky('Larry',3)
sound(dog1)

# dog2 J9 Dog XTI
dog2=Dog('Richard',2)
sound(dog2)

# dog3 NREEAINIR
dog3= Tibetan_Mastiff('Sylvia',4)
sound(dog3)

HIHER

1505
Dog shouts
EE
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Python &%

3.1 SLIG /48
ASLIGEIT SRR IZAYCASSCRE, FENEEER Python3 EIEE:
o TFMFIAT

o Kim=8

* AHE
o ApE
* 3BIH

3.2 AYsLix

3.2.1 ITFMIZRIX T

ENREXR—MEHRIFREFY, CreEBRhENE— 1 FHREE SEME .
£ Python Fa3&AI IR re FEERSCIRIE N RIAZCAITHEE

Z=3-1 EFRIENRAE

Sas =34 fl

A LB F AR RME

$ KRR FAFRNERMNE

* FRAEZIREIZIR

.\ RALE—XFIZR (BEDE—

X)
? FRRLEZIRE—IR
e N U VC )

| RRAHE R EL—IR alb LEcazi&b
() INESRREESPERF T (abc) Ptfgabc
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[] PiESRRLRESF—1FH [0-9 a-z A-Z]
{n}RRLE NN FF
{} KiES AT IREEIRE {n}JRREDLENFRF
{nm}FREDnEEZm
\ BN FH \* FRLES
\w FRRLECRN FEMEHF
\W PLECIFSE S R T
\d Ui
\D PLECIFE =

2=3-2 Python IEMIZRIA flag 5

(& iR

re.l {EPCEERS KNS A B

re.M Zi70Ee, = A F00$

re.S £ . IR TIE AR E =

re.U HRIEUnicodeFREMITF T . X MRS \w, \W

AR NERNBENFKERNEAREE, EZESETELE.
3.2.1.1 re.match
re.match EIXNFRFRAGERIRVE LR —MER, R SRIBMEICERLINAYE, match()
R[] none
BREGEE:
re.match(pattern, string, flags=0)

B pattern FRRICECRIIENZRIATL . string FREBIVEAING SR . flags IirERL, BIMIRE XD
KNG, BIREILASE tutorial BEEHET .

A

importre

print(re.match(www', Www.huawei.com’)  # BAIAFEFCHA( = ICHD www
print(re.match(‘com’, www.huawei.com'’)) # JoiEIUED

print(re.match('.*com$, www.huawei.com’)) # IENZRIAFRRICECRE S .com HITR

AR

<re.Match object; span=(0, 3), match="www'>
None
<re.Match object; span=(0, 14), match="www.huawei.com'>



https://docs.python.org/3/library/re.html
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3.2.1.2 re.search

re.search B EFARIEENFHHEFIREIE — P RINAIITES .

EREGEX:

re.search(pattern, string, flags=0)

i

import re

print(re.search(www', ‘www.huawei.com’)) # HEREIFFIE www

print(re.search(‘com’, Www.huawei.com')) # HEEFER com

print(re.search(’.*com$', www.huawei.com’)) # IENFRIANFRICEC AR E /9.com RIXISR
print(re.search('COM’, 'www.huawei.com',re.l))  # {EAX/NSAREUHK

IR

<re.Match object; span=(0, 3), match="www">

<re.Match object; span=(11, 14), match='com'>

<re.Match object; span=(0, 14), match="www.huawei.com'>
<re.Match object; span=(11, 14), match='com'>

3.2.13 i RFNE R
Python B9 re EHRIZMH T re.sub FIFEIRF T8 PAIITECIN
B!
re.sub(pattern, repl, string, count=0, flags=0)

pattern FRIENIZRIXTC . repl RAEHRALAIFRE, ATLUARE, String RREHEHHIF
YAYIR . Count WERABHIREL, 0 FRTFIB

i

import re
print(re.sub('"AWWW!','support’, 'www.huawei.com'flags=re.l))  # SFIEE www, ES support

ISR

| support.huawei.com

3.2.1.4 re.compile
compile EREAFMFENREIN, E—NIENZFRIET (Pattern ) X35, #t match() #0
search() IXPENEREER
EEEH:
re.compile(pattern[, flags])
I

import re

pattern = re.compile('\d+") # UELED—PF

print (pattern.match( 'www.huawei123.com’)) # BELIEEEHZF, KEIH
print (pattern.search( 'www.huawei123.com')) # EHEREE—NHF

IR

None
<re.Match object; span=(10, 13), match="123">
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3.2.1.5 findall
findall RNEFFFRPHEIENRALFATRNAEFH, FRE—1FIER, NRLEHEIT
Fchy, MiRE=FIZ%.
EEETA:
findall(string[, pos[, endpos]])
string JfFILECFRFER . Pos SEEFAFRAYECIA/E , FAIAJ9 0. Endpos IEEFFFEREARIL
&, RAAFHERE,

Al

import re
pattern = re.compile('\d+") # UEED—EF
print(pattern.findall( 'www.huawei123.com \n 345")) # BEXFIEZHE

IR

| [123','345']

3.2.1.6 re.split()
split ZBREENS ILACHYF RS R D EIRIREISIR, ERERRlUT:
re.split(pattern, string[, maxsplit=0, flags=0])
pattern JIIENIZRIATC, string ZEICECHIZFRFER . Maxsplit I ENXEL, BAIAJ9 0 RIRREL.

M

import re
s = re.split("\W+', 'www.huawei.com’) # \W+ERRICE AR A F—IR T Z IR
print(s)

HiHER:

[ ['www!', 'huawei', 'com’]

KimsR A E— Python R, 15K ZLEATERIRMOEHBE— 1R SRTLERLEIE
BERHARIRT, YRHBINEEHTY B, EinztE LR @k, BAEEINT:

1. HEEAIRERE

ME—EEL, % | am learning Decorators.
def test():

print ("I am learning Decorators.")
test()

AR

i | am learning Decorators.

2. ¥ RREINEETES
MERVERETNEEHTY B, FEZRIFEZ4H | learned Python Data Structures.
—REIER FEAIRIBRRINER

def test():
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print ("I learned Python Data Structures.")
print ("I am learning Decorators.")

XAERTLARRRERR, (B2 AIMBERIRE . NRFNVEARNTEREER FLHLkIhge, A
LAERR A h2E

3. FiImEEEImERE

EX—HTRIEREL decorator(), BHSHE—1RE, REBEHE—1MRE . XMEASEHD
EREY func()TEIR[EIERER wrapper()AIERHIT . 2ASSTE test()EREXBUNN_L @decorator, FRHEFTI=IMD
IXAHRIREL

def decorator(func):
def wrapper():
print ("I learned Python Data Structures.")
func()
return wrapper
@decorator
def test():
print ("I am learning Decorators.")
test()

HHEER:

| learned Python Data Structures.
| am learning Decorators.

3.2.3 & pkas
BIHZEESHTRHNEIFERK, URESIPEZHNAAFTIEEERI K, HAIFRAIETLAGER
SR EEIE BRI S RS RNt ER,
£ Python AR, T yield BYREIRFRAERLES ( generator ) » HEEARRXWT:
1. LAFIZRESHRF BB 4 L 2d
FRRIESRE4ERN

D»E

go

G = ( x*2 for x in range(5)) # XEBEFETRM range(5)FEA x2

print(type(G))
foriinG:

print (i)

IR

<class 'generator'>

0
2
4
6

8

2. {8F3 yield BlIEE 4 p 22
8 yield XEFEIE—NEREE, BULERIERBRERET .

def fib(n):
current, num1, num2=0, 0, 1 # WBILEUEM 0,1 FHHE, current IFEIR
while True:
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if current > n: # KFSEERBIN
return
yield num1 # yield SBEREZN—NEREE, REARRIER
num1, num2 = num2, num71+num2
current +=1
fib(5)
for i in fib(5):
print (i)
HHEER
0
1
1
2
3
5

3. MREE4EpkEE
BJLAERE next § send /55 IREEAE R SS, FBELT next /53%, send TEMREELE A SSATIE AT LA B em
RMEN—EURE

def gen():
i=0
while i<5:
temp =yield i
print(temp)
i+=1
f =gen()
next(f)
>>>0
f.send('haha')
>>>haha
>>>1
next(f)
>>>None
>>>2

3.2.4 %28

IELR2 Python JEFEIRKRITIRE, ERIBIAESHI—ME. KRR — T HUICHERVE
IR .. ERBIE— P TTEFRLE, BRIFRETERIBETER.

LR EEEFANEARA L iterOF0 next() . ERERAIIIT:

1. FURFRANECIIR

R RBERE . PR, FIRMITANSRERT LARATeU#IE =S . BETREIEN.

#{FF isinstance() FiEFIMNIRE B R ANIERAITR

from collections import Iterable # EER
print(isinstance([], Iterable))

print(isinstance('abc', Iterable))

print(isinstance({'a":1,'b":2},Iterable))

print(isinstance (100, Iterable))
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IR

True
True
True
False

2. KRR ATTE

BT iter() REGREVX LEANE I RAVENRR o AAREAT AN SREREAOIECEFARIEER next()
ERERIREY F—5=4UE

1=11,2,3,4,5]
Liter = iter(l)
next(L_iter)
>>>1
next(L_iter)
>>>2

KSCHLE
;"éiékim_iter_()ﬁﬂ_next 0F%, RILASEEI— &R RS
Stoplteration FEAFIRREALRITRK, bLEHILRBIHRAIIER .

class Count: # FEBE— SIS
def __iter_ (self): # SCHR iter ik
selfa=1 # WIRESN 1
return self
def _next_ (self): # SCIN next o7k, THRERE+1
if self.a<=5:
x = self.a
self.a+=1
return x
else:
raise Stoplteration # 15C5ERE
mycount = Count()
myiter = iter(mycount)
for i in myiter: # {EF for B EBIEES
print (i)
HEER
1
2
3
4
5
3.2.5 2115

ZESHERRER—1ERRIIEE, Python NZESZDHBSEHIEMSHE.

— NIRRT EESIESR, 2OERT UL EREN&NAITET . SEBEATH
BEEH, A—MEFITEES. — . —BAFEEN—MRRFER . WA CPU #BgEs
B ERELIEES
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— PMAREEEEE— 1N EERE, TOLUEMRRESFEIE. BINRIEEE2E S ERNER
F., BRINTLUERLENHE, UGS ENOHE, —R— I ERITIAHE— N
=

3.25.1 L&
Python RZ A2 LA threading #&EERSCIN,
1. (FRS%EMNTES

import threading

from time import sleep,ctime # sleep AILMEEIEFEFAIE], ctime ATLUR [BIA AT E)
def work1(): # TEMEREI workl, [EJf@ 1 F#HIHE workl F15ER

for i in range(3):
print("work1 IETEHIAT...%d"%i)
sleep(2)

def work2(): # TEMERE work2, [Ef@ 1 i work2 e
for i in range(3):
print("work2 IETEHAT. .. %d"%i)
sleep(2)

if _name ==' main_"
print(‘---FF48---:%s'%ctime())

t1 = threading. Thread(target=work1) # £z 1 IEF workl

t2 = threading. Thread(target=work2) # £&i= 2 JEFH work2
# A2

tl.start()

t2.start()

sleep(5)
print(‘---£55R---:%¢'%ctime())

SR

---FF#8---Mon Apr 15 10:55:16 2019
work1 IEfEHI1T..0
work2 IEfEHAT..0
work1 IEEHAT...1
work2 IEfEHIAT...1
work1 IEfEHIAT...2
work2 IEfEHIAT...2
---#555---:Mon Apr 15 10:55:21 2019

2. ZRERZ

M2 NEEHRNENIRER, TTeeHIIFAIMIER. AT RIESURIERYE, FTEX
BANEIEHITEZ . (£ Lock JLASLIERNEERS, XNXRE acquire J57EF release
Bix. ATEMEALSINT SRS . SIERMIRE, BIEIRNE. 85— 1 HELLINER
DHZHIER, DRRISHE. MREELERINEIEREHET, BBAMLERESEE,
MeERLSIHE . SRNHEMERE RO, BREIUE, BiiltERaes,

M
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import threading
import time
g_num=0 # EX—M2FEEWEN 0
def testl(num): # EMFE testl, XEFZSHITINEIE
global g_num # [FREETE
for i in range(num):
mutex.acquire() # 3t
g_num+=1
mutex.release() # FR
print("---test1--- g_num=%d" %g_num)
def test2(num): # TENERE test2, EHFNIEFEENMRIE
global g_num
for i in range(num):
mutex.acquire() # gt
g_nhum +=1 # PUTHIRIE
mutex.release() # fESM
print("---test2--- g_num=%d" %g_num)
# BIE— BRI
# BASRLEBROIRTE, aTLMRIEEER RHSER
mutex = threading.Lock()
# QI 2 PERE, 1Ht{i1ZEXS g_num Al 1000000 JX
pl = threading. Thread(target=test1, args=(1000000,))
pl.start()
p2 = threading. Thread(target=test2, args=(1000000,))
p2.start()
# ERATER
time.sleep(5)
print("2 NMEFEIRE— N2 BT S2RIEZ B REZER R %s" % g_num)
HER:
---test1--- g_num=1868536
---test2--- g_num=2000000
2 MR E— 2 BT ERIEZ FRIRAZ LR Z:2000000
3.25.2 ZHiE
Python ZH{TZHIZIRIE, FZEFE muiltprocessing #&3R . ELH Process ZEFNZEZ1RIBL .
#coding=gbk # YmtoEEA
from multiprocessing import Process
import os
import time
nums = [11, 22] # REEBIES
def work1():
"R 1 EHRATRIRED, X nums BIRE T R
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print("in process1 pid=%d ,nums=%s" % (o0s.getpid(), nums)) # FEUHES
for i in range(3):

nums.append(i)

time.sleep(1)

print("in process1 pid=%d ,nums=%s" % (os.getpid(), nums))

def work2():
" PR 2 ERATAIRES, mEEESFIER nums FIFE""
print("in process2 pid=%d ,nums=%s" % (os.getpid(), nums))

if _name__ =='_main__"
p1 = Process(target=work1)
p1.start()
p1.join() # FlhEENTRE, BRTEMERE

p2 = Process(target=work2)
p2.start()

AR

D:\Python Learning>python test.py

in process1 pid=23384 ,nums=[11, 22]

in process1 pid=23384 ,nums=[11, 22, 0]

in process1 pid=23384 ,nums=[11, 22, 0, 1]
in process1 pid=23384 ,nums=[11, 22, 0, 1, 2]
in process2 pid=20588 ,nums=[11, 22]

i EYRE=RAYSEL, Jupyter Notebook AEMItHASLIGAILER . AJLABER Pycharm 478k
E—.py XHATT .
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A9 HCIP-Datacom-Network Automation Developer IAIEIEZ)2052, ERFESZ S
HCIP-Datacom-Network Automation Developer X% R, HEFLFES Git lrAi=HIT
BREREIBIEE CodeHub HEAEANIIRFIEEANEE .

~ \ Ab

IEEFNRE =
ANHEEEERTHMZINMNEENITIZN, EEFTESBATAIRAEE:
e HCIA-Datacom

SCEG IR IR AR

WENA
ASTRIMEET Git REEFREE A TortoiseGit, F£AXKABIEEIRS CodeHub,
RFAENBAMEER Git as LT HAEIRLFRE S Fim TortoiseGit SIUHITHRAES, 7
NBLEATRBIEEIRSS CodeHub RIER, &EXT Gitflow TIERIZHITER

(s F315BAE
o I ATMEFFLZIANIE: https://www.huaweicloud.com/

o IFEEARMNIBIEE CodeHub R ikitEE:
https://support.huaweicloud.com/codehub/index.html, XENEZ(EE.,


https://www.huaweicloud.com/
https://support.huaweicloud.com/codehub/index.html
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Git EANR{EC

1.1 SEIG 4R
ASLIER G STHERREEZ % TortoiseGit A XNE Git WERRE—BE Git
CE. BRIEXRZEAM Git BFE. BEEHFLIRERICH. SIS . SHOZM@EARDEE,
BIIALLE, BEE3):
o GIEXM Git BF
o SCHURMAENRE A Git B
o GIEDZ. EHOZMERDR
o BHHFIRERICHE

1.1.1 SEIO PR
AL
1. EHESR: K% Git 71 TortoiseGit EIFREIE F ik
2. (ERSITA T Git EAIRME
3. {&5F8 TortoiseGit i#1T Git EAZE

1.2 MEER

1.2.1 Git &3
1. LGt
FERNEETFF Git ER ittt ( https://git-scm.com/download/win ) . IRIBEARIER
FIETE 32 fi/64 (IVREE,
WHIETREE, EEENLTREOFRRELE T—2 (Next) ", &RERH LS (Install) ”
TR,


https://git-scm.com/download/win
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Git 2.26.2 Setup - X

Information
Flease read the following impertant information before continuing.

When you are ready to continue with Setup, click Next.

GNU General Public License
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute wverbatim copies
of this license document, but changing it 1s not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
lirense ig intended tn marantes vonr freadom tn share and channe

2. BeE Git

BB Windows"FHA"BlfR, £ FHA"##EERE= N Git Bash”, B4 [EIZERITTFTHF Git Bash &5
SIT8IR, EIEEREEE Windows BIES 1=,

BAEEERERFRHRFE, £ Git Bash PN TGRS

git config --global user.name "<{ZHYFAFZ>"

git config --global user.email "<{&AIHEFE>"
B :

o MAFEALIBEFE. #F. EAEMFSAHR;
* HFEISEBINEMEEINES;

® git config a3 AY-global 2%, FRMRXEHEE LATER Git BEHSERXMECE, S
ABALSENCEREERRRIAFZF Email thil;

BREFZEULUERIU TS TEEREE:

git config -l

Sp% SSH 250, FRAN Git R CEIRSImE TELUAIE, £ Git Bash FIALITa<1T:

ssh-keygen -t rsa -C "<f&HIMBFE>"

SRIEEIN 3 NEIZE (Enter 2 ) BIET, 4p%AY SSH #MEBXIEARFIE ~/.ssh/id_rsa.
~/.ssh/id_rsa.pub”,

$ ssh-keygen -t rsa -C "wjj1@huawei.com" #EERY SSH 2548
Generating public/private rsa key pair.

Enter file in which to save the key (/c/Users/wijj1/.ssh/id_rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /c/Users/wijj1/.ssh/id_rsa

Your public key has been saved in /c/Users/wijj1/.ssh/id_rsa.pub

The key fingerprint is:
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SHA256:XsRZZsryXcV+9ru)o8QUsYtexviMFIrPFjgVdpl6iSM wijj1@huawei.com
The key's randomart image is:

+---[RSA 3072]----+

| A+

| 0 *o= o,

| . Bo+=.|

| E *+=00 +|
| So+B= .o|
| ..@o.. |

| +B.. |

| 0 00..|

| .0+.0.|
+----[SHA256]----- +

EEfE » SystembDisk (C) » AP » .ssh

Eas

1]

.‘e-—{

id rsa

@ id rsa.pub

known_hosts

[} [}

IXBERERLERHERET Git,

1.2.2 TortoiseGit 23

MBEARAEERN Git ¢, HEEMNFER SVN ZFis ( TortoiseSVN ) iEFEIIRAY, FB

A TortoiseGit ZPimIG 2REIFAUERR . TortoiseGit 2EET Git WEFZAEZEFin, £E5%

ZH Git 7EIE1T, BEESR 1.2.1 ERHTERE,

1. RESERBH

1) $TFF TortoiseGit B/ https://tortoisegit.org/download/ Tk ki, RIBEGINRIER S
HTE 32 117/64 (MRIRES,

2) WHETRES, EEEEOPMRRET Next”, AR Install’BIAJEREE, &
BB Finish"BISIZTE—IXB51S,

3) ERHENE—XREHNEISH, £F Language IESi%IR. Git THITIRREE ( BahiEF:
AJFRY Git 812 )  BeERPAFIMRFE, RIFEIAMKRESE Next SRR .

2. Hf3fL (T )

TortoiseGit FILEERBIANTSL, BILIM TortoiseGit ER https://tortoisegit.org/download/
T#HIESE (Language Packs ) , iXEBi%#Z Chinese simplified 558, TEXIMNAY 32 2
/64 NRNESBARBENEIZTT, ERHZEIAE Configure TortoiseGit to use this language”
BIAJSeRki{k, SN TFEFR.


https://tortoisegit.org/download/

HUAWEI
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i@ Chinese (simplified) Languagepack for TortoiseGit 2. — X

Chinese (simplified) Languagepack for
TortoiseGit #4% 1 5 C 58K

B R REREER .

Configure TortoiseGit to use this language |

BU3H

L2, 1E TortoiseGit IARISERRENEMZES, 155 FAES English F1H3Z (15
K) MNER ., ALIASHSITHRAXIN, TortoiseGit IBS1EHE English,

%" D:\workspace\HuaweiCloudUse - i85 - TortoiseGit X

v -8 Hook BIE
& FIERRRREELRAY
Lo ERERRRRERELE
v ) BinEs
- EinE
) BathIEaR
v 0 WS
L@ b
v\ EREEH
LY ARTE
~4F ERTFHIRE
&, TortoiseGitBlame
2 TortoiseGitUDiff
~ R

& ERRE

TortoiseGit

EE)

Engish ~

[ & Bt ahigeimna ] F(EHE) (R E)

EiEITEREHEZ(F) el B (Lbrary)(L)

Git for Windows

Git.exe B5{3: |D:\Prugram Files\Git\bin ‘

wEE: | \

hfiA: URHEE(H)

ETHETE

3. BigE& TortoiseGit

TortoiseGit EHFFE— M EBRMABIEERSInHITESIAIE, ZHIFE Git Bash FESEE
BT SSH Z$A. 45 TortoiseGit IRERY Network EIRAFAI SSH client (8L Git ZEEFT

ERiH EZA(A) FREN

B9 ssh.exe, BIEJE#E$MA Git Bash PAERLAY SSH Z54H
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1.3 Git anS1TRIER T

S
=

v - General

~12; Context Menu
{2y Context Menu 2

&% Dialogs 1

&% Dialogs 2

£¥ Dialogs 3

- Colors 1

F Colors 2

- Colors 3

- Alternative editor

v 4P Git

w Remote

€5 Credential

v -8 Hook Scripts

L@ lssue Tracker Config
v %) Icon Overlays
& Icon Set

-#5) Overlay Handlers
|

L@ Email

v -5 Diff Viewer

Y Merge Tool
-4 Saved Data

& TortoiseGitBlame
2 TortoiseGitUDiff
-/~ Advanced

@& lssue Tracker Integration

3 Network

] Enable Proxy Server
Proxy Settings

SSH dlient:

D:\Program Files\Git\usr\bin\ssh.exe

Browse...

0

B B

F2F(A)

FEEN

RBNE Git BERRF—RIEARM Git BF. IERIENEIRM Git BF. EEHEIRRIC
®. BIBOX. EHONBERDR., 5 Git ZECEREARNLRFME 2 TRESENR

RTBFEEIRS CodeHub NE Git IIE OB EERIRIE.

1.3.1 CIEEAL Git B1F

1. ERFLITANEIE— Git BEIFEESR, BSEES PCIRE—

==AA+

BENVE, tlE—

Pk

$ mkdir GitLearning #BUZE GitLearning {43k

$ cd GitLearning/ #iE N GitLearning {53

2. (£ git init apSRRHREE IR Git ETLIEIERGE:
$ git init #BIEE Git B

Initialized empty Git repository in D:/workspace/GitLearning/.git/

Tz, Git CEMEIEF T, HFRR—1=RICE (empty Git repository ) . ERSE
=X HR TS T —git XK, XPMXHRR Git BRIREFEERAER




HOAWE HCIP-Datacom-Network Automation Developer SCIGHES AR RN

MINGW64 /d/workspace/GitLearning (master)

drwxr-xr-x 1 1049089 0
drwxr-xr-x 1 1049089 0 _ : ..
drwxr-xr-x 1 1049089 0 ] 1:42 .qgit/

1.3.2 IBMELEIA M Git BJF

IEZRI Git BEFEEEEIETH, MRS — readme.txt X4, FIEERINZ Git €F
B, ERITES:

$ vim readme.txt #El%E readme.txt {4

BALUTRA:
This is a Git repository.

ﬁﬁﬁ git status JLAEE Git BERE . ARTBREEFNHRE (TIAEEE WL SH-4iH
e, MIBR, IBINEEXRIE) o

$ git status #BEE Git BERS
On branch master

No commits yet
Untracked files:
(use "git add <file>..." to include in what will be committed)

readme.txt

nothing added to commit but untracked files present (use "git add" to track)

Untracked files A &BE#H Git BRERAISIE . (FH git add SSBEERINEIEEX

$ git add readme.txt #¥& readme.txt ERINEIEFX

warning: LF will be replaced by CRLF in readme.txt.
The file will have its original line endings in your working directory

#5(E git status BE Git BEEIRES.

$ git status #BE Git BFRKRE
On branch master

No commits yet

Changes to be committed:
(use "git rm --cached <file>..." to unstage)

Changes to be committed FRRFHEREI Git GFEAMEN . EEAYEHRTIHIE—D
readme.txt 314, (BiXi&HIRRE Git BF. /A git commit I2XMEK

$ git commit -m "add readme.txt file" #1& readme.txt HIETE Git BFF
[master (root-commit) 28b687a] add readme.txt file

1 file changed, 1 insertion(+)

create mode 100644 readme.txt
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-m EIERRAIRIZRZRR, XA LATS @i MG SRIC R EHE XXIRRZICR

133 BEEALRERICH
W Git BEREELE T —IXIER (readme.txt XIF ) , BIRDRBATI—EHE, BIIRE
ICERRIEREMEL THARSE . (£ git log LALIEENRRERICE, IRFBREER
EXMHERICR, TLEGLREEEXHERESR.

$ git log #ERAPIRTIER
commit 28b687ac29cc4940710b3bb112b371c6ee46a260 (HEAD -> master)
Author: wjj1 <wijj1@huawei.com>

Date: Mon May 18 16:35:43 2020 +0800

add readme.txt file

git log BiIFZMIINIEIR, 40--pretty==oneline T R—1TER~—EHLICR.

$ git log --pretty=oneline #LA oneline B ERATIERICHE
28b687ac29cc4940710b3bb112b371c6ee46a260 (HEAD -> master) add readme.txt file

B £ git log (SBER]2% https://git-scm.com/book/en/v2/Git-Basics-Viewing-the-Commit-
History

1.3.4 SIE D
PR Git —1EEF N, FHELZEREFRILUE RN TIENEEZ EDEFER, &BES
TRITHE, UREINELF L. $H git branch BE0ES Y, TERRIIGE—IER
feature B9z, FELEHFIE—LINGE,

$ git branch feature #BI%E feature 9
BRI TIEERIERE feature 932,
$ git switch feature #1J1%| feature 537

Switched to branch 'feature'

BRTRAERAMNETRTHIITESX, NTFIESIIERRTIRIIED Z=Z feature 73
o

MINGWESY fd/workspace/GitLearning (Teature)

1£ feature 3ZFE— “helloworld.md” 4, RFEHIGHITHEE

$ echo "hello world !" > helloworld.md #El% helloworld.md 314
$ git add helloworld.md #¥5 helloworld.md ERINFIEZFX
warning: LF will be replaced by CRLF in helloworld.md.
The file will have its original line endings in your working directory
$ git commit -m "add helloworld.md file" #1% helloworld.md 1232% Git BFE
[feature 9ce7bc3] add helloworld.md file

1 file changed, 1 insertion(+)

create mode 100644 helloworld.md

BENHFETRE, oJLAFRE feature 932 FEIE T — 1 #AY helloworld.md 324,

$ 1 #BREEAS
total 2



https://git-scm.com/book/en/v2/Git-Basics-Viewing-the-Commit-History
https://git-scm.com/book/en/v2/Git-Basics-Viewing-the-Commit-History
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-rw-r--r-- 1 wwWXx935519 1049089 14 5 B 18 17:06 helloworld.md
-rw-r--r-- 1 wwWX935519 1049089 26 5 H 18 15:02 readme.txt

135 8HD X
£ feature DX TRRINEEF RS, BHZE&HEIEE ( master ) 537,
1. BHBITIED 2 I#[E] master 532,

$ git switch master #J1%ZF] master 537

Switched to branch 'master’

$ U #BE master X FARS, REZEIRY readme.txt 304
total 1

-rw-r--r-- 1 wWxX935519 1049089 26 5 B 18 15:02 readme.txt

2. &3 feature P,

$ git merge feature
Updating 28b687a..9ce7bc3
Fast-forward
helloworld.md | 1
1 file changed, 1 insertion(+)
create mode 100644 helloworld.md

git merge WSAIMEFRR, BT — helloworld.md 344, XIERZ feature 532 BIEAIN
. BEEXHETHS, FET helloworld.md 344,

$ 1 #BEENMHEAS
total 2
-rw-r--r-- 1 wwWx935519 1049089 15 5 H 18 17:19 helloworld.md

-rw-r--r-- 1 wWX935519 1049089 26 5 H 18 15:02 readme.txt

1.3.6 AR
MEESHOZAETREBEIINER. SSADXHIES AP ZRINE— X EHH1T TIEK,
BHXBEINDZA, MBS ERNEMERLEEFH . XIMBEMRIPR, 2L
feature 9°2F0 master 5321941,
1. t#a% feature 9537, HXT helloworld.md SHHITEMGFIRR Git BFE.

$ git switch feature
$ echo "This is feature branch." >> helloworld.md #a helloworld.md {FBARS

$ git add helloworld.md
$ git commit -m "Modify helloworld.md in feature branch."

2. % master 932, FXT helloworld.md {RRHITIEREIERS Git B,

$ git switch master

$ echo "This is master branch." >> helloworld.md

$ git add helloworld.md

$ git commit -m "Modify helloworld.md in master branch."

3. f£ master 9 EE N feature 92,

$ git merge feature
Auto-merging helloworld.md
CONFLICT (content): Merge conflict in helloworld.md
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Automatic merge failed; fix conflicts and then commit the result.

CONFLICT ZERFRTREH O ZAI=EINZE, XidERSITRAGMNEETRE MERGING FER

zpace/GitLearning ter |MERGING)

4. FRRHSE,
{5 git status BEEF4IMEAIE

$ git status
On branch master
You have unmerged paths.
(fix conflicts and run "git commit")
(use "git merge --abort" to abort the merge)

Unmerged paths:
(use "git add <file>..." to mark resolution)
both modified: helloworld.md

no changes added to commit (use "git add" and/or "git commit -a")

R helloworld.md XHFET 5, MO ZENZGEHIT TIER . FEFNHITIE
BRLARRIRINEE . (EF3 T EAYAFSFIFIRERAINM 4 o

$ vim helloworld.md #3TFF helloworld.md 3Z{&

hello world !
<<<<<<< HEAD

This is feature branch.
>>>>>>> feature

<<<<<<< HEAD fll=======2 [BIf.2 master D ZHIEN, =======F1>>>>>>> feature Z|g]
= feature DZAYNENR , MIEBEHFRNBFNMEXAIILEINS, ALHRPEEEL NN TH
=

hello world !
This is master branch.

WA wq REFEL
NHAFEL R, FEERA git add BizXHEIMIFEFK, RRXEFPREHER.

"' git add helloworld.md

SARRHIA git commit, TEBHAIECOHIAN G, BIRNGEHSRMABMAIENEHIRIETHK

$ git commit
[master eOcafd3] Merge branch 'feature’

{8 git log T5—graph iEIMAYSH S, FJLAEE R&BEE2NERI D2 & FHITiE,

$ git log --pretty=oneline --graph

*  5719cfe6dcc9ea7588a980ab2bcbb95af45ef7e5 (HEAD -> master) Merge branch 'feature'

A\

| * c7687eea3e5730e47062e32abe17e3c84e928acc (feature) Modify helloworld.md in feature branch.
* | 85d92eb800f2d0f8adadf279142ef0e5120f2148 Modify helloworld.md in master branch.
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1.4 Git ElfEREEERLR

1EFA1F TortoiseGit 4§ Git EXNIRIEEIBELE—IR

1.4.1 GliE Git B

1. R TortoiseGit BIE—1 Git 8, BREIB— 1k, AEZNMELTEBLIE—
BZ9.9it A3, git SUHIERE TortoiseGit BRI Git GEEFRTERISUGE, INEXXHEEAR
WTR=E, Git BESBHEHRIINE KM R ARSI THRIBIIF.

Bf® > Data(D:) > workspacel > GitLearning

-~

BFR = EHE
git 2020/5/19 9:57
2. £ LM@Y GitLearning LA EGHE, B “Git Create repository here...” , B
OK B,
£ D\workspace1\GitLearning1 - Git Init - TortoiseGit X

[[] Make it Bare (No working directories)

If you plan to work inside this folder, leave this unchecked. Typicaly a bare repo
can only have changes 'pushed’ to it. (By convention, a bare repo folder should
have a name that ends with ".git")

Git BERIZIFZ R, INENHREREE— I EBEFAE, X2 TortoiseGit AASRIRIANY
HIRSIIFRE, e, HRIRE. X2ER Git BITARAEN—=, TTLENEEIX
IR, T Git ST H TR git status AREEEFXHFIRTE .

FEfE » Data (Dv) » workspacel

s
=R EAHE
% Gitlearning 2020/5/19 9:57

ZautlEERY.git XX, ELTMIZIIAE, FFHE TortoiseGit 7£.git MHRA LR ¥ —LE
1, Bz EEEe R Git 8%,
1.4.2 IBMEHEAHE Git BF

£ GitLeaning XX T, FHICEARBIE— G, BMAUTHSA:

This is a Git repository.
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EBf% > Data(D:) > workspacel *> GitLearning

£

EFR fEprHEE
.git 2020/5/1910:15
= readme.txt 2020/5/19 10:14

M EERTLAEMMEL, readme.txt [&BH Git B, FEAZXHERSBEMAPKSITIR,
m Git sp1T A, HBEFEMA git status BEEXMHRE, FEENENHEEH Git EE,

FEX k=R AE, EE “Git Commit” .

=5(V) >
HERFATE(0) >
SERIRP) >
[RISF(E)

B ST (F)..

HERE(P)

FEREREETTE(S)

BiE EaE() Ctrl+Z
Git GUI Here

Git Bash Here

FETARR(G) >

¥ _Git Sync...

Git Commit -> "master”...

“* TortoiseGit

FER(W)

EER)

ERENRES, RUNTAE, HE Message EEFRAIRRES, Ba Commit,
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4 D:\workspace1\GitLearning - Commit - TortoiseGit - O X
Commit to: master [I new branch

Message:
9

FiEreadne Dt | O

1/15
Amend Last Commit
[ set author date| , 2020/ 5/19 [+ | [10:26:13 =
Set author - wjjl <wjjl@huawei.com> | Add Signed-off-by
Changes made (double-click on file for diff):
Check: All None Unversioned Files
Path Extension  Status Lines added Lines removed
Not Versioned Files
| =] readme.txt .txt | 1 Unknown
Show Unversioned Fies 1 files selected, 1 files total
[[] Do not autoselect submodules View Patch>>
Show Whole Project
[] Message only 4 Commit |v Cancel Help

Commit Zf5, readme.txt BEERFAMEE, HEEERLELFE—1REBIRE, FRFIZX
HERZ Git BEPRISRITMRA, TortoiseGit B9 Commit ##{EIhEE, HLZEIEdr<SiTAAY
git add #1 git commit S EHE T —HC,

;8% > Data (D:) » workspacel * GitLearning >

o

ZFR ErzEHA
.git 2020/5/19 10:29
2| readme.txt 2020/5/19 10:14

1.4.3 BERLRRICHE

NECERELB 7 —IXER (readme.txt ) , HBRIXMAEI—EHE, HINRMEIC
SRR EMER T HANS . §H TortoiseGit AILAH BB BRI ELIRRICH
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HUAWEI
Y Pull..
& Fetch...
& Push...
Q& Diff
€, Diff with previous version
|E Show log | 2
B 2 == Show Reflog
HERTIENE 2 *. Browse References
SERIR(P) ?| @ Daemon
BISA(E) 17 Revision graph
BEN (... * Repo-browser
FERA(P) = Check for modifications
HERAEEAT(S) Tty Rebase...
ot
i ERE () Ctrl+z | & Stash changes
Git GUI Here %y Bisect start
Git Bash Here & Resolve...
ETRARG) > | M) Revert...
¥ Git Sync... { Cleanup...
& Git Commit -> "master”... % Switch/Checkout...
o TortoiseGitl 1 > Y Merge...
FRW) > P Create Branch...
T Create Tag...
. = Export...

ERENAERERTHRRERICE, EESH=TXE:
1. NEERCRM—LEMNRETR, SERERE. BRAMRRER.
2. MNEPREERICRANEREREITRBE TR
3. ERIGEFRIMBZICRATS RIEKAIN
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<7

$ 197

& D:\workspace1\GitLearning - Log Messages - TortoiseGit

— O X
master From: ‘2020/ 5/19 v‘ To: ‘2020/ 5/19 VH,{ Autl ‘Authnr Emai v 4 &
Graph Actions Message Author Date

Working tree changes
) + [T ifreadme.ba . wijl 2020/5/19 10:26:13 1
SHA-1: 38155818c647ae8459TbecBl4a5064602b48bbE T
9
= ﬁﬁreadme.txtﬁﬁ#
Path Extension Status  Lines added Lines removed
|j readme.bxt .txt Added 1 0 3

A naddad 4 daletnd A vmnleend

Show Whole Project |,J - : |
it
[]All Branches fer paths

Showing 1 revision(s), from revision 30f55010 to revision 30f55010 - 1 revision(s) selected, 0 fie(s) selected; line: 1(+) 0(-)
Llmme mmm il

Help

Refresh Statistics Walk Behaviour |v View |v OK
Al LAERE L GIHERICRIRERRZ A . I2Z(EE . SHAT FiH1TiFE,
144 8D

HAEA TortoiseGit BIE—NE A feature 9337, FE LEFMIE—LEINEE,
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Y pull.
 Fetch...
& Push...
&, Diff
S, Diff with previous version
== Showlog
== Show Reflog
BE(V) >
Browse References
AEETERCL > e Daemon
SEFIEP) b i
12 Revision graph
RIZT(E)
Repo-browser
BESHEE(F)... 1= Check for modifications
£ERE(D) 1™ Rebase...
FLRLEAEE(S) &a Stash changes
BiH E&E(L) Crl+Z | 4, Bisect start
Git GUI Here
& Resolve...
Git Bash Here
) Revert...
FEFHETR(G) >| 4 Cleanup..
# Git Sync... % Switch/Checkout...
™ Git Commit -> "master”... Y Merge...
FEW) > | T Create Tag...
= Export...
EHE(R) Lo
=+ Add..

ERHENRES, WMADZER feature, FH4AIE “Switch to new branch” , XtFEIE T 5
xZE, MEERBIIED IR feature 537,

2" D\workspace1\GitLearning - Create Branch - TortoiseGit X
MName
Branch | feature | 1 ‘
Base On

(@ HEAD (master)

() Branch master
O Tag
() Commit

Options

Track [ IForce Switch to new branch|

Description

BJLAEEIGREEEF “Git Commit” FEIRHIZE “feature” , BRHEITIENDZ=Z feature
DY,
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BE(V) >
HEEAR(0)
SSEIHIR(P) >
RISF(E)

N

BESMSHE(F)...

FERE(P)

FEREEREETU(S)

B Eaa((U) Ctrl+Z
Git GUI Here

Git Bash Here

EFHERIR(G) >

¥ Git Sync...

@ Git Commit ->[[feature™- |

“** TortoiseGit >

(W) >
EHR)

1£ feature DX TEZSE T EIZE helloworld.md 324, KERIFIERIINEE, FIEZZ Git B,
RS RAVRIEER R ZBIVNENBRURIE, EEE, REERUT.

EBH& > Data (D:) > workspacel > GitLearning

o~

EIR Es HEA

.git 2020/5/19 11:20
@) helloworld.md 2020/5/1911:17
| readme.txt 2020/5/19 10:14

145 5HHSX
£ feature DX TRRINEEF ARG, BHZEHEITE ( master ) 537,
1. {EH TortoiseGit ¥§9 22 [E] master P2
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TR

HUAWEI
Y Pull.
& Fetch...
4 Push..
A, Diff
& Diff with previous version
== Show log
=+ Show Reflog
EE(V) >
Browse References
= ©) > ‘ Daemon
SHBIR(P >
b T2 Revision graph
BIFT(E)
Repo-browser
BIENHEE(F)... "= Check for modifications
$ETE(P) " Rebase...
SRS AE(S) & Stash changes
B EREU) Ctrl+Z | 4, Bisect start
Git GUI Here
& Resolve...
Git Bash Here
) Revert...
EFREIRG) > 4 Clean up...
¥ Git Sync... % Switch/Checkout...| 2
@ Git Commit -> "master”... T Merge...
b i TDTTDiSEGitl 1 ¥ Create Branch...
SE(W) T Create Tag...
= Export...
BIE(R) S
+ Add..
' D:\workspace1\GitLearning - Switch/Checkout - TortoiseGit *
Switch To
(@ Branch 1 h
O Tag
() Commit
Option

[[] Create New Branch

[] Overwrite working tree changes (force)

Track

Override branch if exists

2

A LARE TE= BB MIREER] T Z 81 master D3ZAVRE, HEFRE readme.txt,

Branch_master

[IMerge

| OK | Cancel Help

EBf& > Data(D:) » workspacel » GitLearning

s

BIR

.git
5] readme.txt

R HH

2020/5/19 11:26
2020/5/19 10:14
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2. &3t feature P,

Y Pull.

+ Fetch...

4 Push...

&, Diff

& Diff with previous version

== Showlog

== Show Reflog
EE(V) >

Browse References

HFTTR(O0) >

0 Daemon
SEERP) > iy

P2 Revision graph
RIFT(E)

Repo-browser

BEN (). 1= Check for modifications
) /" Rebase...
FERLHEETT () @'a Stash changes
tEusEe=(0)] Crl+Z | &, Bisect start
Git GUI Here

& Resolve...
Git Bash Here

) Revert...
ETFIERIR(G) >| 4 Clean up...

* Git Sync... % Switch/Checkout...

@ Git Commit -> "master”...

#* TortoiseGit > P Create Branch...

EE(W) >| T Create Tag..
=y Export...
EiER) d po
=+ Add..
ARERNRAEPERESANND X feature, AFRE OKo
&° D:\workspace1\GitLearning - Merge - TortoiseGit >
From
- i :
OTag
) Commit
Option
[]5quash [IMessages 20
[INo Fast Forward [] Fast Forward Only
[INo Commit
Strategy ~

Merge Message

<Auto Generated by Git>

ITE master D TIETEHRELET helloworld.md X4, XIFE feature D2 6N
%,
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1.4.6 FRIR PSS
Bl feature 9332F0 master 93291, {FH TortoiseGit H1T/HEE/ER o
1. t0#a% feature 932, F3F helloworld.md SR ITIERFIER Git BF . 1EXERE
To
| hellowerld.md - iB=%

ICE(F #EEE(E) fEILO) =EEN  E#EIH)
Hello World !
This is feature branch.

2. t#a%) master 937, FHXT helloworld.md XHHITIEKFIRA Git BFE . 1EXEARABI
To
mj helloworld.md - i0=#&

MEF RE]E HH0) EEN EHH)
Hello World !
This is master branch.

3. f£ master 9 EE N feature 9%,
Merge BYSIRF4HZR,

£ D\workspaceal1\GitLearning - Git Command Progress - Torto... — O X
o (.

git.exe merge feature

Auto-merging helloworld.md

CONFLICT (content): Merge conflict in helloworld.md

Automatic merge failed; fix conflicts and then commit the result.

git did not exit cleanly (exit code 1) (125 ms @ 2028/5/19 11:43:1@)

Resolve |v Abort
4. RIS,
=i “Resolve” , SBHIATRME. BEmEIIE T F=4Hhs=RAI14F,
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£ D:\workspace1\GitLearning - Resolve - TortoiseGit — O X
Path Extension

& helloworld.md .md

Select/deselect al Reminder: Commit your change after resolve

WHzXt, SLATRE. 12 feature DZAIXHAR, 2 BHAIHNX, tBFE master o
THINHAR. 3 2REEIMNEEHENRS, RAFEHRRT, SERNBSFHEFH.
73 EaHNAENERE, s EATEER “Mark as resolved” , AAFERAED

# | = | HEAD - TortoiseGitMerge - o X
o
I A ) nd e, ; # A Previous difierence § Next confict [ Q.l 9 |5 Compare whitespaces w :‘? H =
e ! o Mt differs Sin) = . O Ignare whitespace changes T -
Save Reload opy Paste Find Goto Markas o . ft Use ‘theirs' | Show inline | Infine diff | Regex View Wrap
N Enable Edit] Line resolved W textblock~ Whitespaces| % Ignore all whitespace changes | diff |word-wise Filter - nents Bars+ Lines B
Edit Navigate Blocks Whitespaces Diff View
HEAD

MERGE_HEAD (feature)
1 Hello-World- | 1Hello-World- |

#2This is -master branch.
3

#2This-is- feature-branch.]
3

‘ Merged - helloworld.md

2 Hello-World- |

12
3

Left View: ASCI ~CRLE ~Tobd  -1/+1 RightView: ASCH = CRLE "Tobd * -1/+1 Botlom View: ASCIl * CRLF ~Tabd ~ -1/11

For Help.press E1. Scroll horizontally with Cil-Scrolbebe

BEXMRTAKEARE, =F “Git Commit” , RMHTERE, <& “Commit” Z3E]
a, MRFBRT , feature HZRLINEN master Do
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1=

F F26]

& D:\workspace1\GitLearning - Commit - TortoiseGit

Commit to: master new branch
Message:

Merge branch °feature’

# Conflicts:

# helloworld.md

[JAmend Last Commit

5/1

Set author date 2020/ 5/19 [+ | [13:49:05

Set author wijl <wjjl@huawei.com>

| Add Signed-offby

Changes made (double-click on file for diff):

Check: All None Versioned Modified Files
Path Extension  Status Lines added Lines removed
[“] ] helloworld.md .md Modified 1 1
Show Unversioned Fies 1 files selected, 1 files total
[ 1Do not autoselect submodules View Patch>>
Show Whole Project
[[IMessage only ¥ Commit |v Cancel Help

MRERALICREATLIEL, feature DZEAN

T master 9.

a2 Di\workspace1\GitLearning - Log Messages - TortoiseGit — ] x
master From: |2020,f 5/19 v| To: |2020,f 519~ || & Aud ‘ Author Emai ~ ~| 4 &
Graph Actions Message Author Date ~
Working tree changes
ﬂ 52 Merge branch 'feature’  wijjl 2020/5/19 13:49:10
il ==l TEfeature 3 B ¥helowo... wijl 2020/5/19 11:52:00
@ TEmasterss T i eitheloworld.md...  wijl 2020/5/19 11:52:55
@ [EliEheloworld. md{& ¥ wijl 2020/5/19 11:51:02 v

SHA-1: 3de3ffcSeabbbddllb2ae313dbb5448cBa346330
* Merge branch 'feature'

# Conflicts:

# helloworld.md

& A featuresS =2

Path Extension  Status Lines added  Lines removed
Diff with parent 1: 6b66aded

<) heloworld.md .md Modified 0 1
Diff with parent 2: 02405905

« | heloworld.md .md Modified 1 2

Showing 9 revision(s), from revision 30f55010 to revision 3de3ffc5 - 1 revision(s)
P Ead P mdHAd A Ailabad A oemmbemnd A

selected, 1 fie(s) selected; ne: 1(+) 3(-)

Show Whole Project
] Al Branches

B

Fiter paths

Help

Refresh Statistics. Walk Behaviour |w View

| oK
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LR ESLE

2.1 SCEEN 4R

FRAMER Git T AINMEF A, EE— Git ZRECEBRFIREFAEARNCIRERINE
o FEA=MARBITE (CodeHub ) , REHBEMEFAENET Git HEXRBIEERS, 2
BERTE2ER. RR/NREE . 9XZFRIP/&H. E&RE. STRSZFHEN=RBE
[, SERREFAEEEIGNE. 20%HA. KBRASEIE. £2HEH YN,
ASLIIEIE SiE#E H1T CodeHub ERIRIE, NEREBIEESES:

® {f CodeHub Bl BEE

* Kith Git CEHEXSEIZIZECE

e Aith Git BENTIZCEEHME

2.1.1 SCEG PR
AT
1. IMEHES: SIBEATWSHIZIAL
2. 1£ CodeHub IR EE
3. {#M Git ST A NEUAM Git CESIEIECENRE: RE. #HiX. B
4. {§H TortoiseGit SLHLAM Git BESIECENRKE: FRE. #HiX. B

2.2 WS ESR
1. ERE RIS INE
PIRERPFIAERS, REEHAFH BT ESIMERATUER DevCloud 5.
DevCloud EEEAHFIAIE . BIGHLIES. SHE TEN—KNRIFETS,

CodeHub REFAMLIBIEETIRE, NEEFAZREET Git FIELBIEERS, 8/EK
arefE. T&. 832, #EX. . §F 9%, Code Review FINEE,

MRFREBEM, BIERUTESBEHT
1) ENEEELEAE [ AIZEM ] https://www.huaweicloud.com/
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$ 28]

#&792 =23 Q SEE . W 8= s g}

~
o) XTenz=- BFEm MR BRSE-  ERUER - B =9m v ARk v FRE - TS5BS

i

@

. i 2
AZAGTRWERENA49TT/E

REBETN RS, RASH=IFIL

=

2) EEPAER, FiEfT [ERIAIE]

° iR, WEMAEAT

SRR

L=y=H (TR SO BHIES)
.

1 EEmERFEE

3) EE [PAWKS ] IAE, BFEN#ET [ 33IALE ]
SEEINE

TAASEZNEESRRE, BER8ESRUL
2ANEHAISSRINEBNEA RIS, RINEHEAISESMEONMESZIS

3T HRE, B SRR THRES v
EXER
8 =&NE IR SR
DR © nxssmy . ik, MESNES, £ Az, BERBREELN, TRSHSNEREER
@ s ERERETRE, WERAE. TR
W eEmeE
& e ESREEN >
@ EAgETE
_/‘l Il o= N
FIL e b, semmmense. swsme. mpowse, e, A0Tsms. &0 =3 K

SERINE * PIAEEEGEE

MAINIESEELEE

0O MRTREBRATETESANE, FESEEMRT R EEARMEE, hiStRemRTEER.

wxEa
8 =SNE FSAEEET  (BDRISSARIAIE)
n L CRTESREREAE; e

O T C 2 SETEARERSHEES. EHS. o
TRES

@

W Esmem

) $RATRINE  (BIRISSRIAIE)

W R = LSS AT ST EIR TR, >
2 BENBRETERREIE, TSR,

& s TEES

gk
SN

INIESERE, SEH4BEmRRE I 2K o
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2. 700 SSH ZRZIIBIEE RS i%
1) ¥TFF Gitbash EFiw, 1§ SSH A ~/.ssh/id_rsa.pub”RIRNBSFTEDHR, W TEFZR.

$ cat ~/.ssh/id_rsa.pub #4N id_rsa.pub AF

ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABGQDKVEG8tcNEYWShdTQrtw51ZF6Hpynj2gxUAGEBovdhHAORSXfD
pumtKe88pRTqWk08gtoaVK54niNOBEE4jSP73nKdsajCoXlrnaVC/TBTxW+plRFoAk+DSYJEKWLK/aBk7sjDW
sLiZmU2z0MOifx/Vn5tyyc5JC+lijZfuHX4r11P03DfrXXn21fYfcXFXyvDrA9ojFIxgX0Xuc53vo 1 nUcsng+hqQuXxf
RLe/mT4nQesS81BD3TAYOvV5UUDVj60CAMW2ZqULCl6Yez/OvLWT2h9r4y2zG1DEOhhyDxXM++Z5HIE+q
A11BKUFGPFQCIL2BINFRuTPag9dBAfeMhAjOVHW30pPEWK+BCZgVyH/SQ4tu9xr3WGx)MmjaoQ+VOOl/
u8B70KI4iw4rOAYekvOHvVFdXIfl3a9qJjdx+v1vkLOlss7wsqVpf6tX51AzglfZzsNWMOKx1KksbVGAXACKONsHX
DxyogXxvQ1h/Vmh4pZoTAwfLhpBNcvejLvblic= wijj1@huawei.com

S ARy SSH ZANE, #HARBEIEEER
https://devcloud.huaweicloud.com/codehub/home, EEF“I& EFRAY SSH Z55A" 1L EHIH N SSH
FIREERE, #1TRM,

HA SSH ZiASIEE, BT

7 M, MAyesEE

Gigit, EEANSETER, R IDESH-Git

2) BN SSH BB RHBH TR0, *M LASHRY SSH ZEAS . HSnHR, BEH
E'BIE, SNTFERR.

RINSSHEREE

EEREE R, SRR SE TEREEE

B RERENES (e

3) ZEt, BERKEW 7 SSH &8, EoJLARELgE HTTPS 15,

3. 188 HTTPS 23

HTTPS Z52MER HTTPS thXFIIBIEERS IR ERFIE, RASEAZEFEIB—H.
WFEEN, EBREBIT:

1) HEANRIBIEEER, BHISBROHTTPS 2477, B RHTTPS 2SR HE. BFEE
'fjlﬂgﬁ ﬁg o

&
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$30R

Bl / MARE | RBRE | HTTPSEIREE

ERiaE ’ HTTPSERSEE
KBIEE v
MEEBISH HTTPSER, BEE FAETEE
SSHEIRER
HTTPS=EEERE
RAFE: hw51788186/hw51788186
% : FE kR
BTAEEE

2) fERERREH, BE “EK7 , BNEINTENEME .. HEhfEE, EMRERRRE

=i “RF7 BIES.

ERiEs ’ HTTPSERSERE
KB v
MEEBIEH HTTPSER, BEE FARTEE
SSHERER
HTTPS=iEEE
RAFE: hw51788186/hw51788186
% : FE kR

W ASEA-SREHER

Bl | TARE | [EEE / HTTPSEISEE

BALE > HTTPSZEESEIE
K v
WEEEIS HTTPSER, SIS Fasmas
SSHERERE
HTTPSESER

AFE: hwb1788186/hwo1788186

EREFINSEHEME, BS HTTPS ERSESEiiE- R ER, = $HE

- oh @

= A ES:

BREREHAE (AEFESH) 0 (STERSERAR)

i

3) FXBMEREZKTT HTTPS ZEiDiRE . AJLATE CodeHub BIE— PN EET .
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2.3 CodeHub (i3 G EEIiE

2.3.1 EIEIH
RIBEENIRKEFRENE, RESEE— 0E.
1. R ERL

1) iAid https://devcloud.huaweicloud.com/home, #A DevCloud ERH ., EEA LEHRY
Xigf, TR IERE “Eit-It=m” .

"ownm | pen O@EES VY EW I EESR S SRS
Aty

45 Hi—
‘M

A

2. #h## Scrum IRH

1) BEHERA AKX FHFEIE"1%H.
2) B Scrum RFr, #EEE Scrum iR,
3) ESMBRMImMERIA.

HEmE

MEZ=R

Scrum

BEENITTATE, StEFESE

it
pat
=
m
%
2

4) BE'MHE'R, #AIBILETEP,


https://devcloud.huaweicloud.com/home
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]
]
o
HoOH
=]
a
m

mFma

—_— - Br S
2it- Backiog Wtni | [N v @ BRFFE TS B E
16 WA Took B i Pt Sy

Elt, ZEKFBE—INEBFLNE. TRIE SRS, SIUEERMERBNRPEEHH
Z2mE, FHEANZIBITEX,

— Hello, a
; FRETRE =
& mERE
28 ScumiEH  REEE
= FERE =
=m EEsE £ eastnsia L=t L
ag
w1

+ FRsE

2.3.2 BIECHIBE

InBelEsemfs, BaEziE FEITRIEeENEE,
1. REUCBEERE
FERHANIMB TF=E, BERPECE > RBEE", IRERBEE IRE.

(FEE S fgEEsAEfn Mk wiki 3R 1=

& Zit kS

(AW

SEEERAERESFRFEE—IE, BrgEzRE, SERE", SN UBEE"R
Ho

FramE

%_E‘H ScrumIiE SREE
i mE&E iR fERmEE R iviy3
[feasliemmtas ke e e st wiki Sz 2020/06/19 i oy
2. FREEHEEIRRBCE
1) =artm “EERE” iR, EF “EEmE
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33}

EFEE IfE (6 Bk Wil wiki

AtE  HikeE

AFER EESE (GIT|LFS)

N\
EEEHEOE

Xy RE

SiEE v
Y CEsye
st

2) BMABEEESMR. BREERERE “HE”

 REECESR:

BATE, HFRTRIEFL, SREcIesmETR

ik

EEEEASORE

i%iEgitignore:

ERIBRIRE SR gitignore

ZERl:
EHIan B EfEFRE WebBit
REST APIRS £555 ARMG4
BRIRE:
AFmERARRRCE @
FEFERREADMES {4
E50HF
HGH

Elt, BELRF T —ITMRBECE.

EEZEALAR ) 500 T

Android RS
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B 1 Scumi e ESEE
Q B R cemsmssHER  @eE
BEEER EL] 2FEURL AHER BESE (GIT|LFS) flEE i e
ScrumDev E3% =] SSH | HTTPS 0 0.09M | 0.00M 2020/05/19 16:21:49 GMT+0.
N -+
KB EERBE— 1B README.md X4,
ScrumDev
glEE: BIEERSE: 2020/05/19 16:21:49 GMT+08:00 EIFEHEE: 2020/05/19 16:21:43 GMT+08.00

b Lis % HRGEE SFHER REIE KEXTEIR SRSt it i

master v Q HE s 14
SscrumDev : M EHEE
[ README.md [ README.md 15388

WE, JUNEAEERZECRE, #ITSAPRFRT

2.4 it Git BESIZIEGERE

ART5ER Git 851750 TortoiseGit EIF.AREANLIAM Git BESEECENERIL
BB =R, #EX. BJf.

2.4.1 Git S THEERT
2.4.1.1 g

1. BANRIBEE, i “=iE/ T &, S% SSH seiEttht (BaJLAFER HTTPS TefEih
ft, AFMHERSSH) o

= “ &hr Q&EtAtmEN v Scrum1 v

(G&eE IfF fopestm  ME Wikl 3 gl
1A / Scrumi / {XIBIEE / ScrumDe KiBieE
ScrumDev & SERE T
Bl fBlaeadia): 2020/05/19 16:21:49 GMT+08:00 M ESAAa): 2020/05/19 1

FASSHRME ©
X /X FE SHER ERIE  XEITHR et RS

e

git@codehub.devcloud.cn-north-4.huaweicloud.com:Scrum1( | &

master v Q RS me Ttk

T&E
o+
ScrumDev b !

) READMI
[ README.md ) README.md

2. TEIRERINEFTITH git bash, %A git clone s 1T E,

$ git clone git@codehub.devcloud.cn-north-4.huaweicloud.com:Scrum100005/ScrumDev.git
Cloning into 'ScrumDeV'...

remote: Enumerating objects: 3, done.

remote: Counting objects: 100% (3/3), done.

remote: Total 3 (delta 0), reused 0 (delta 0)

Receiving objects: 100% (3/3), done.
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git clone aF A LAE B MU FEINS A4 REZREE, RRAMIHTRNEZTR. N TFEHAYIGHS
RN EIRTECER A PC AY MyDir 34X, FHESHAERT, NbXHXZIRAMINSIT
BREOESER.

$ git clone git@codehub.devcloud.cn-north-4.huaweicloud.com:Scrum100005/ScrumDev.git MyDir
BENMEAS, JUEIIRECEEERES T A PC,
$ U HEENMEAS
total 1
drwxr-xr-x 1 wWX111111 1049089 0 5 B 19 16:51 ScrumDev/

2.4.1.2 #Ei1X

BNEA IS8, FHEXIITECE. 1BI0— helloworld.py 314,
$ vim helloworld.py
WMAMTARE (BFE8R i FEULFEREA ) , FEAwg REFRL.
print("Hello World !")
5645 helloworld.py I2XZIA B,
$ git add helloworld.py
$ git commit -m "add helloworld.py"
B{EMA qit push #EXEITECE.
$ git push
Enumerating objects: 4, done.
Counting objects: 100% (4/4), done.
Delta compression using up to 8 threads
Compressing objects: 100% (2/2), done.
Writing objects: 100% (3/3), 301 bytes | 301.00 KiB/s, done.
Total 3 (delta 0), reused 0 (delta 0), pack-reused O
To codehub.devcloud.cn-north-4.huaweicloud.com:Scrum100005/ScrumDev.git
e8ca831.44391be master -> master
IR e E, aILAER) helloworld.py I BEREHEX EKT o
ScrumDev
BliEE: hws1788186 BilEEetial: 2020/05/19 16:21:49 GMT+08:00 EIRSEEEIAE: 2020/05/19 17:21:31 GMT+08:00
E b3 RE SHEK EENE KB THEIR ST pi=edic o i=4
master v Q g il Bt
ScrumDev X SRR s
0 README md [0 README.md 1/EdRi
[ helloworld py [ helloworld py 3TERET
2.4.1.3 EFf

BIEMEES—BFAAR B, 18T helloworld.py X4, HfEXRTiZiZCE. BIIFE
¥ B BUENEHFEITH . F—BFRKARFZNALBIEREEIES— N CEFREN

$ git clone git@codehub.devcloud.cn-north-4.huaweicloud.com:Scrum100005/ScrumDev.git ScrumDev_B
$ cd Scrumbev_B/
$ vim helloworld.py
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BRI AE, REFERE.

print ("Hello World \nI'm xxx")

FRXHEERY helloworld.py 1IRREIAMMERE, FHEXFITECE.

$ git add helloworld.py
$ git commit -m "Modify helloworld.py by developer B"

$ git push

MEHNFEEA git pull S5 SEFEAR B BIENEFHEIARH G ZE,

$ cd ../ScrumDev #HN ScrumDve A E FERRES(HSE
$ git pull #EFAM DT

remote: Enumerating objects: 5, done.
remote: Counting objects: 100% (5/5), done.
remote: Compressing objects: 100% (2/2), done.
remote: Total 3 (delta 0), reused 0 (delta 0)
Unpacking objects: 100% (3/3), 306 bytes | 12.00 KiB/s, done.
From codehub.devcloud.cn-north-4.huaweicloud.com:Scrum100005/ScrumDev
44391be..c618432 master -> origin/master
Updating 44391be..c618432
Fast-forward
helloworld.py | 2 +-
1 file changed, 1 insertion(+), 1 deletion(-)

FIFF helloworld.py X4, AJLIERINBEEEREMHRFFRAR B IZBERIRE.

$ vim helloworld.py
print("Hello world !\nI'm xxx") #HIFFE, helloworld.py BISIHERZE

2.4.2 Git Bz RERER T
HOVSE=E . HEXFOEFFAVRIE, F TortoiseGit EFIRIE—iE,
2421 g

1. BN ERE, _F “TE/ T #&E, S% SSH seEihit,
2. R RAESRE, B “Git Clone” o
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A

=55(V)
HEEEAE(0)
SERKIEP) >
RIET(E)

N

BEM (). .

FERE(P)

FEREEREETTU(S)

BGE MkE(U) Ctrl+Z
Git GUI Here

Git Bash Here

FEFIRERLIR(G) >

+ GitClone...

Git Create repository here...
“** TortoiseGit

HE(W)

EBHR)
EEHE O, ARG EREXHFEMIE, RIARNEFEERINTZCEZIRERE .
RiERE OKo

Clone Existing Repository

URL ‘ 1-north-4.huaweicloud. com:Scrum100005/ScrumDev.git V| Browse... |w
1 | Directory: ‘ D:\workspace1\ScrumDev | Browse. ..

[l Depth - Recursive [ Clone into Bare Repo [INo Checkout

[1Branch [] Origin Name CJLrs

Load Putty Key
From SVN Repository

["]From SVN Repository

Trunk: | Tunk Tags:  tags e branches
From: 0 Username:
2 oK Cancel Help

A LIERIRZ CEEEWs R,

» [KEERE » Data (Dv) » workspacel

s

14}

ﬁ_\l

# Gitlearning

o ScrumDev
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» |HEERE » Data (DY) » workspacel » ScrumDev
=R
P git
. #) README.md
2.4.2.2 #Ei1x
HANEAMIIE—LIieE, FHEXIITZCE., 1EIN— helloworld.py SHRFEMIGRITH

Hbo

» [WEERE » Data (Dv) » workspacel » ScrumDev

s

=

it
| helloworld.py
5 README.md

XHERBN T
print("Hello World !")

¥ helloworld.py 1232 EIARM G E ({BXAVRIEE 1.3.2.2 EENE, WAFBER) . nE
“Commit” f[5, RWHINTHRE . BiERE “Push” , BIESEEXIITECRE.

'

42" D:\workspace1\ScrumDev - Git Command Progress - Tortois...  — a X

°© ¢

[master 1d84edb] ¥EZZhelloworld.pyZEIFHEEEE
Date: Tue May 19 18:14:21 2020 +B800

1 file changed, 1 insertion(+)

create mode 100644 helloworld.py

Success (188 ms @ 2020/5/19 18:14:46)

Push... v Abort
WMNRAAE BMEXEIIRIZ G, AJLARTE “Close” Xifl. 2 BREXHEXGHEIERFE “Push” ,
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Y Pull.
& Fetch...
& Diff
&, Diff with previous version
== Show log
= Show Reflog
BE(V) >
Browse References
HFFATR(0) >
‘ Daemon
SEEIRIR(P) b2 v
P2 Revision graph
RIET(E)
Repo-browser
BiEMSHE(F)... “= Check for modifications
FERE(P) 1", Rebase...
FEREERR(S) @a Stash changes
Bl EaE(U) Ctrl+Z 4y Bisect start
Git GUI Here
& Resolve...
Git Bash Here
) Revert...
EFHRTIRG) > 4 Clean up...
“¥ Git Sync... % Switch/Checkout...
 Git Commit -> "master"... Y Merge...
|‘f°" TDFtDiSEGitl ¥ Create Branch...
(W) > T Create Tag...
= Export...
EER) i P
4+ Add..

SRR mEE OK BIF .
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AR

£ D\workspaceT\ScrumDev - Push - TortoiseGit x
Ref
[]Push all branches
Local: ‘master V| 3
Remote: ‘master V| |Z|
Destination
@ Remote: origin ~ | Manage
() Arbitrary URL:
Options
Force: May discard I:‘ known changes I:‘ unknown Changes
[Incude Tags
Autoload Putty Key
[]Set upstream/track remote branch
[] Always push to the selected remote archive for this local branch
[] Atways push to the selected remote branch for this local branch
Recurse submodule None “
OK Cancel Help
FIFRTIRIB G E, AILAEZ helloworld.py {4 BEMHEX FRT .
ScrumDev
BIFZE: hw51788186 | GIERIIE: 2020/05/19 16.21:49 GMT+08.00  SHEESFE(E: 2020/05/19 18.20.24 GMT+08.00
W fE WA ANER EBRME £BTHR essuet SoRs 8
master v Q HE A FIEk
ScrumDev X S
[y README.Md [ README.md 2NEHET
O hellowerld.py | O helloworld.py 3d5TERED

2423 EFf

REMAEER—ZHEAR B, 1887 helloworld.py 30, FHiEXITiZECE. HI1E
%% B YIENEHFHEIAM, B—BAEAIFNTUBEIEAEIZS— N ECEFREN . X
ih PC {#F3 TortoiseGit SefEIRtE G ZEEI ScrumDev_B 343K,
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" Git clone - TortoiseGit

X
Clone Existing Repository
URL | [] n-north-4.huaweicloud.com:Scrum100005/ScrumDev.git | Browse... |w
| Directory: ‘ D:\wiorkspace1\ScrumDev_B ‘ Browse...
[ Depth 1 Recursive ] Clone into Bare Repo [INo Checkout
[1Branch [] Origin Name []LFs
Load Putty Key
From SVN Repository
[1From SVN Repository
Trunk:  trunk Tags: |tags Branch: branches
From: 0 Username:
1% helloworld.py EEKRHIATHRE
print("Hello World '\nI'm xxx")
BB EHY helloworld.py IRRZZIAMEZE, BHEXEIZZCE.
& D:\workspace1\ScrumDev_B - Commit - TortoiseGit - [m} X
Commit to: master [Inew branch
Message:
#2Thelloworld ay X R &’ D:\workspaceT\ScrumDev_B - Git Command Progress - Tort... - O x

o e

[[]Amend Last Commt

[ set author date 2020/ 519 [~ | [19:00:27 =
Set author wjjl <wijl@huawei.com> ‘ Ad |[master dd478e8] {EfZhelloworld.py3ift
Date: Tue May 19 19:0@:27 2020 +0808@
1 file changed, 1 insertion(+), 1 deletion(-)
Changes made (double-click on file for diff):
Check:  All None Versioned Modified | [Success (250 ms @ 2820/5/19 19:00:59)
Path Extension  Status Lines added  Lines removed
[ helloworld.py .py Modified 1 1
‘ Push... ‘v 2 Abort
‘ T
Show Unversioned Fies 1 files selected, 1 fies total
[1Do not autoselect submodules View Patch>>

Show Whole Project
[ Message only 1 Commit |v Cancel Help

MEBEAIFZEEMA TortoiseGit FHEAR B BUEKXEFHEIARM Git BF . EHNRL GItE
EEFRTERISZ 43K .
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» KEERE » Data (Iv) » workspacel » ScrumDew

Fat

=i

it
o helloworld.py
) README.md

EXHR=ALER, mdF “GitSync” .

N

=55(V)
HEF7324(0)
STEKIR(P) >
RIZT(E)

AV

BEMSHFE(F)...

FARE(P)

FEREEREER U(S)

BiE MER(U) Ctrl+Z
Git GUI Here

Git Bash Here

ETiRERR(G) >

¥ Git Sync...

 Git Commit -> "master”...

“** TortoiseGit

(W) >
EHER)
EREMNRED, 8% “Pull” , AEETEOENEHAETE,
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& D\workspaceT\ScrumDev - Git Synchronization - TortoiseGit - | X
Local Branch: master ~| | ... | Remote Branch: master V|
Remote |Ij origin v| Manage
Autoload Putty Key []Force
Graph Actions Message Author Date

0 commits ahead "origin/master”

H 4 ¢ M 4Out Commits

Pull |v Push v Submodule Update |v Apply Patch Emai Patch

Show log Commit Stash changes |v

0 commits ahead "origin/master” A2
$T7F helloworld.py X4, FIUBFINECETHRTEAR B IEREIIRTS.

e

| helloworld.py - i
STHHF) REE(E) TERN(0) EE(V) EBEI(H)
print("Hello World '\nl'm xxx")




S

HOAWE HCIP-Datacom-Network Automation Developer SCIGHES AR FE 4R

Gitflow T{ERIEsCE

3.1LEHE=
MERXNELRFI T At Git BENERNIRIE, LRSS CodeHub FimiZGEHITRRER—L
B, SLiETF A Git BIERANFFENESR .. —NEEMN Git TERE, sEa3UES

MBS DEF A Git TIERERBEENS R, SRS TRERE
EEMEBETA .

Gitflow TERIZR—f Git TERE, —RATEEXEIE., ALisSEEBT—
5, Lk Gitflow TERRIZE. MREEESZFS):

® t4E Gitflow TIERIE
e LB Gitflow TIERIE

3.1.1 Gitflow T{ERFE

Gitflow E—FMLRIEIERINRE, —RATEEXREME, EAFENSZHE— 1R
WRTFAE, FEXAXZEHAHEHITRE, Gitflow T{FERETEMR.

v0.1 vD.2 v1.0

~1a Y 4

\l

O

/
Release \ 9
/

Develop —% o 4
Ny

i

Master

N

l/

Feature

4 df\lJ/

4
¥

Feature

TERK
master 9% :
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79, RISTEHMRA, —E2 ready to deploy IR, FESHEARERE commit, 2
B MNHEMDZ merge ., ERBEUH, IMDIEMAFBLZRF, REHPED
LARRE

hotfix 933z :
M master DZHIENIGAHEE D>, FIFRA—% XS bug. bug BREFES A master
DXFHT EFHRRRAS, XMEKEFERRTEAN develop 532,

develop 9% :
M master DZHRIENNIF A D2, AFINEEERK . SRMBEARMHEIT—1 Release RIS,
FAFAEER. EFMi.

release 937 :
ImEBEERY A E, FM develop 7332 EHIER— release 5337, {HIATEZRISD ZHRIFIIN
BEEBHERI TN AT . release DT &M, FTLANHRIRY AR Z EHBVINEEARBEBNNEIX
MExE, P92 RiH Bug iBE. MHEEMMNEECHEBABINES . S0 EHEITIEES
SR T, release DX EFHE master DXHDE—MRASHTEF Tag; Hb, XLEM release
DXFHAMENE R @EFE develop 532,

feature 9% :

FREFERIMFEDZ, KD 22 develop 937, HFHINEESTAAT, S develop D2, #f
INEEIR RN AEIES master 93X H,

3.2 KIS MR

3.2.1 LBAF

BRIREEERAEEN ICT 28T, ZHAMS LT, RARARFA—IIRIRAIINEE. ST
WMizInge, {REET — feature P2, FHEXEIRECE, HENAARERFRIZINEE.
SERiZINEEE, (RIGTIEES A develop 937, HEIE— release DHITEM . KT
[&, 1R release 3ZE N master 352F develop B2 . &ffa, (REAEE— 1 HBIFHY
BIAMRARR AT — bug, ATHERIXNIE, (RETF master DZEIEET—" hotfix 532,
EXNMPZIEET bug, ABIEXEIAICEE AN master 932K develop 937,

3.2.2 SR
AL :

1. MR —MUIEEE, LA master DX AEMEIEE develop 932, {EARIIEBARIRIEE
o

2. TECERIARM, LA develop D2 HEMEIE featureA Hx2, HIEXIIZZECE.
3. 7£ featureA DA IRIAINEEE, HIXRITIECRE.
4. ¥§ featureA DX G develop %,
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5. TEARMIEEFT develop 937, FLALLAERGIEE release-v1 937, HIEXEITIZCE,
6. 7 release-v1 /T —LEMEAMNIIE, FEXEITECE.

7. release-vl X TIE=KE, BESAN master 93, FHH master 3T LR, &
release-vl DZHEN develop 537,

8. EFiAHE master 932#0 develop 93, FHETF master 5L EIEE hotfix 5,
9. £ hotfix #1T bug {ETIE. 5ERfE, 1§ hotfix D HEXEITIZC %,
10. 45 hotfix DX &N master 932, FT EFE . ¥5 hotfix S & A develop 932

3.3 SCIGTR{E
ARILIBIT Git apSITETIRIE,
1. 7£ CodeHub BIE— NI EE ., FHLA master D2 A EMEIEE develop 537, XME
EFAESRNIBAEIZCE, (FEEFANRRINGEEREX N ECELF A,

CodeHub SIS EERE 2.3 HTEANA, EER. WTE, 27 CodeHub GBI T—1
£ GitflowPractice B2 CZE -

GitflowPractice
e BUEEAIE): 2020105120 16:03:47 GMT+08:00 | ENAESTELIE): 2020105120 16:03:47 GMT+08:00
Xt /X W AFHER RIE FERTEIR el= o 12AFReE eE
master v | Q mE Fase xitt
GitflowPractice km o e s
[ README.md ) RERERE & s Initial commit
N 2 4N\
LA master EAfEIE develop £3%,
GitflowPractice Bl chuaDE | | o m
GHE: WWSTTESTEE | GHERRTIA: 2020105720 160347 GUT+0800 | MEGESEN: 2020005720 160347 GMT+08100
it | FE AR mERE  XWIHE  eRWit RS R s
AETIT cTuEsmSeenEEaTIR a
(]
s axux ety B 2n
aster EENN
FEi) 5
FET: master v @
P e N
FEETO RS develop

WMETECEELZBE T master 92F develop £,
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GitflowPractice Bl v CloudIDE o« vm
L0 s H CURAE: 202000520 16.03.47 GMT+08.00 ITERREYE): 202000520 16.03.47 GMT+08.00
b 7", BE aFAE RS XEELIFA eRfit 10 a8
BEIE cqussnssenanzTon a
-]
rer MEEE "
gevelop 6cTona0e  Ini nt 25HERS v &

A Git TEREEREFTRX—LHIRF

Master

Develop

2. (FIEISEiE CERMERIANE, FHHELL develop D HEMBIE featureA 2 FARBITIR
MBERI A, AT /IMNERR LS SIRIRNEENTTA, R4 featureA DXHEXTITIZC
B,

$ git clone git@codehub.devcloud.cn-north-

. 4.huaweicloud.com:Scruml00005/GitflowPractice.git #RRITIECERIARM
- $ git checkout -b develop origin/develop #ZA B2 develop 53 ZFHIRIRITFESIZ origin/develop
$ git checkout -b featureA #LA develop 9z HETHEIEE featureA 937
' $ git push -u origin featureA #$& featureA DIEXETIECE
XAHMRAIARE Git BEEEEIHE develop. featureA. master =937,
$ git branch HEEDZ
develop
* featureA
master
HEIEECERRFEEX=ADX.
GitflowPractice % Fork: 0 CloudIDE o G
tlge: flEeatia): 2020/05/20 16:03:47 GMT+08:00 RTEHHETE: 2020/05/20 16:53:12 GMT+08:00

X b25-3 & BHER RLRSIE REXTEIR et RS eN

BEFIT conmsemrensssTeR Q
(-]
HESWH [ [ TN () o
master TN 6c7bb30c - Initial commit 5455
featureA 6c7bb30c - Initial commit 545544 ® ¥ &
develop 6c7bb30c - Initial commit 5453 ERl ® ¥ &

A Git TEREEREFTRX—EHIRF


mailto:git@codehub.devcloud.cn-north-4.huaweicloud.com:Scrum100005/GitflowPractice.git
mailto:git@codehub.devcloud.cn-north-4.huaweicloud.com:Scrum100005/GitflowPractice.git
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Master

\

Develop

FeatureA

3. BIE(RTE featureA DSUAINPRIRINGE, FANTBFIE— trafficControl.py X4k FRIRIR
eI ., . ARG, (RISEMEXEITECE.

$ touch trafficControl.py #3118 trafficControl.py 3214

$ git add trafficControl.py #HRIIEIEEX

$ git commit -m "add traffic control function" #23ZR Git BFF, -m kIR NS SR ARANETRYE
BAA.

$ git push HEXRIIECE

A Git TR EIRERX—H#8(E.

Master

Develop

FeatureA —

4. F—HRERBRRMBEFATH T, MESBHLBEAN develop 532, ATIRIERE
8, MEEHMAFTRARHT code review, PTLAURAE CodeHub I T EFHHIF, FEE
HittFF RN RBEITHH,

GitflowPractice % Fork: 0 CloudIDE o g

BlERE: BIERETIS): 2020/05/20 16:03:47 GMT+08:00 BTEFREE: 2020/05/20 17:14:14 GMT+08:00

X HE O FE ||adER| HENR  XBEIEE  eRRit TR RE

EFHER 2

BHE0) EA&#0)  BXA0) K0

HIERGABBRS R, EARARSHER, TR Ea N ER U RREH S AR,
AL SEEET R,
HEENIRERE, TELLERE AR ER AT R IR PR .
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SSH =CI§

1.1 LRE=
HOBME—S CE12800 18, &IE IP Hhiit)9 192.168.56.100/24 , MEEERE Bt
A, MEURESRIBCE NN B E SR EEFI T TN

1.1.1 LIS HFR

ALIR(RIGELE Paramiko IRIRRIE TS %, (£ SSH ERIEEIRESLMECE B SFTP
RENHEH .

1.1.2 SLIIMRIER

CE12800 Pythonft#5

=

AEWFREF—EMEZIREF Python RIFME=FEEE . A+ Python fHEIREHAIM
PC,

1.BcE& CE12800,

<HUAWEI>system-view immediately

Enter system view, return user view with return command.
[HUAWEI]sysname CE1

[CE1]interface Vlanif 1

[CE1-Vlanif1]ip add 192.168.56.100 24

[CE1-Vlanif1]quit

2 IAEATIATE .

BRAM CMD B ANE CE1 AEEH
C:\Users\XXX>ping 192.168.56.100

IE7E Ping 192.168.56.100 Bf 32 FTHHIEIE:

RE 192.168.56.100 RIEIS: F75=32 AiE=3ms TTL=255
kB 192.168.56.100 BIEIS: F75=32 AfE=3ms TTL=255
B 192.168.56.100 HIEIE: FT=32 Afja=2ms TTL=255
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kB 192.168.56.100 MIEIS: F15=32 AfE=4ms TTL=255
192.168.56.100 A9 Ping FitEE:

HIER: BERIX =4, EBK =4, EX =0 (0% =%),
HIRITEERYfEIHATIE (AR 0 BB )

B8 =2ms, &K =4ms, FtY = 3ms

BRI o

1.2 Paramiko SSH ZE[+i185%
Paramiko 2 Python SIEIFANY SSH 8tR, EXiEOSsE AMERmMEE, FIULHREH
RS OHAT. THERETLE.
ABILL RSA FIFHAES 2/ B2 P A Python Paramiko SSH ES SRS S AR EITTE .

1.2.1 BeERIS
RS SRiREE
1. EREIR4E STelnet: FEEESIE IP, f#4E STelent IHAE, RBMFRMA.
2. RBRF: SIEAHBAAHN SSH AR, RERSERILALSR.
3. BN FINEFHERI AP SELAER.
EPRHEE:
1. BIEEART: AMBAERLAHRIRAL
2. 485 Python {3,
3. GEERINITE,

1.2.2 B EcE
ZAHh Python BIA{ER SSH EFI8%E1, EEELMERE LEIZE SSH K FIF S Stelnet If

BE,
IR 1 (FREIRZSRIHAY STelnet THRERELE VTY AR RE,

[SSH Server] stelnet server enable

[SSH Server] user-interface vty 0 4

[SSH Server-ui-vty0-4] authentication-mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] user privilege level 3
[SSH Server-ui-vty0-4] quit

LI 2 1EiRSSIHEIBAMARF python, BAFIMABERA, HEBERAFKRSHX.

[SSH Server] aaa

[SSH Server-aaa] local-user python password irreversible-cipher Huawei12#$
[SSH Server-aaa] local-user python user-group manage-ug

[SSH Server-aaa] local-user python service-type ssh
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[SSH Server-aaa] quit
T 3 ERSSEIRCIE SSH AP, HEEIMEAIIRS A

[SSH Server] ssh user python
[SSH Server] ssh user python authentication-type rsa
[SSH Server] ssh user python service-type stelnet

LI 4 ZEFiR{EA Git Bash 832 RSA %S, FHSRHEREN.

AEREROERTRME.

exampleuser@exampleuser MINGW64 ~

$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/c/Users/exampleuser/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /c/Users/exampleuser/.ssh/id_rsa
Your public key has been saved in /c/Users/exampleuser/.ssh/id_rsa.pub

ETRRH.

$ cat /c/Users/exampleuser/.ssh/id_rsa.pub
IR 5 SSH IRSBEEIFINALE, FHIEABEHELEF.

[SSH Server] rsa peer-public-key rsa01 encoding-type openssh
[SSH Server-rsa-public-key] public-key-code begin

[SSH Server-rsa-public-key-rsa-key-code] ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABgQDWLRx8MmuNs500dRemhFHdDbBmxco8Bp+wyqwaGuHJZBCjy
FQV6AB+ezu5t0eWE3mw571ZfgmvR+M|BcliZv/x3l180UMLcQKIKslYQDtvfUCZd+za1suXAPB/dyPKMhYPAzS
DA7K+xqCWImU3q06vxHEPLMV4A5IX54rKtBnK92fWjl9ACU+ak0ZIHxbKwOFn1trOGJBazcInEsSODKGwkTTq
Jdu9+5hI5NxXTSbM3an53805ZbCU18xPy57g7MZC89vbdsag/uvQmFkL)3arts/Om2R7fhRO2EU/SNPmMVy+
gDEdwZEVdubdq)InW+8zzVkPGlnb2oH5hwH78KsklbxbOfEfmGROmMS1ZAi3ZHUGCEEjuFZona3+5Z0Un20P
xfXwvoljVDusbYcugJH0o9Ssurz05GzVuamQZlcO2JYY6FhtLUAIMtXGQ80MpTjBOlcprkAZCib8agYOtVQNTZ7
iBOg2EcBNO9UTyMz7sh8RtrBDj445r+XPaDES8LmpDRKHMk=

[SSH Server-rsa-public-key-rsa-key-code] public-key-code end
[SSH Server-key-code] peer-public-key end
[SSH Server] ssh user python assign rsa-key rsa01

$I2 6 HREHISIT Python tF3, SSH ERRSSE,

1.2.3 ZERAPNIETESR

Python FIZAERE paramiko #&HREFR CE1, 11T display current-configuration, FiaHEIE
AE-

T 1 ZERRD:

import paramiko
import time

ssh = paramiko.SSHClient()
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ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())

ssh.connect(hostname="'192.168.56.100',port=22,username="'python',key_filename=r'C:\Users\exampleuse
r\.ssh\id_rsa')

cli = ssh.invoke_shell()
cli.send('screen-length 0 temporary\n')
cli.send('display cu\n')

time.sleep(3)

dis_cu = cli.recv(999999).decode()
print(dis_cu)

ssh.close()

IR 2 fwmiRENIT:

- Jupyter paramiko_ssh st F28=1717 (S2FE) o Logout
File Edit View Insert Cell Kernel Widgets Help I ‘Pythcni} (o]
EHEESE SRR CF=E ML M

In [1]: import paramiko
import time
ssh = paramiko. SSHClient ()
ssh. set_missing_host_key_policy (paramiko. AutoAddPalicy())
ssh. commect thostname=" 192. 188, 56. 100", username="python’ , key_filename=r’ C:\Users\exampleuser'. sshiid rea’)
cli = ssh. invoke_shell ()
cli. send(’ screen-length 0 temporaryin’ )
cli. send(’ display culn’)
time. sleep (3)
dis_cu = cli.recv(399999). decode ()
print (dis_eu)
ssh. close ()

IR 3 HER:

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is 2020-05-12 11:04:56.

<SSH Server>screen-length O temporary
Info: The configuration takes effect on the current user terminal interface only.
<SSH Server>display cu
ISoftware Version V200R005C10SPC607B607
ILast configuration was updated at 2020-05-12 10:46:40+00:00
ILast configuration was saved at 2020-05-12 10:46:42+00:00
#
sysname SSH Server
#
device board 17 board-type CE-MPUB
device board 1 board-type CE-LPUE
#
rsa peer-public-key rsa01 encoding-type openssh

public-key-code begin

ssh-rsa

AAAAB3NzaC1yc2EAAAADAQABAAABgQDWLRx8MmuNs500dRemhFHdDbBmxco8Bp+wyqwaGuH)
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ZBCjyFQV6AB+ezu5t0eWE3mw571ZfgmvR+MjBcliZv/x3180UMLcQKIKslYQDtvfUCZd+za1suXAPB/d
yPKMhYPAzSDA7K+xqCWImU3g06vxHEPLMV4AS5IX54rKtBnK92fWjl9ACU+ak0ZIHxbKwOFn1tr0GJBaz
cINES9DKGWKTTqJdu9+5hI5NxXTSbM3an53805ZbCU18xPy57g7MZC89vbdsag/uvQmFkL)3arts/Om2
R7fhR92EU/SNPmVy+gDEdwZEVdubdqg)InW+8zzVkPGlnb2oH5hwH78KsklbxbOfEfmGROMS1ZAi3ZHUG
CEEjuFZona3+5Z0Un20PxfXwvoljVDusbYcugJHo9Ssurz05GzVuamQZlcO2JYY6FhtLUAIMtXGQ80Mp
TjBOlcprkAZCib8agYOtVQNTZ7iBOg2EcBNOUTYyMz7sh8RtrBDj445r+XPaDESLmpDRKHMk= rsa-key

public-key-code end
peer-public-key end
#
aaa

local-user python password irreversible-cipher
$1¢$'&*WWaA2L3$iU"YI"YIVIFKK=_E%)H ({;pWU!Zr6]NO<LyLS,0%
local-user python service-type ssh
local-user python user-group manage-ug
#
authentication-scheme default
#
authorization-scheme default
#
accounting-scheme default
#
domain default
#
domain default_admin
#
interface Vlanif1
ip address 192.168.56.100 255.255.255.0
#
interface MEth0/0/0
undo shutdown
#
interface GE1/0/0
undo shutdown
#
interface GE1/0/1
undo shutdown
#
interface GE1/0/2
shutdown
#
interface GE1/0/3
shutdown
#
interface GE1/0/4
shutdown
#
interface GE1/0/5
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shutdown
#
interface GE1/0/6
shutdown
#
interface GE1/0/7
shutdown
#
interface GE1/0/8
shutdown
#
interface GE1/0/9
shutdown
#
interface NULLO
#
stelnet server enable
ssh user python
ssh user python authentication-type rsa
ssh user python assign rsa-key rsa01
ssh user python service-type stelnet
ssh authorization-type default root
#

ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr aes256_cbc aes128_cbc
3des_cbc

#
ssh server dh-exchange min-len 1024
#

ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr aes256_cbc aes128_cbc
3des_cbc

#

user-interface con 0

#

user-interface vty 0 4
authentication-mode aaa
user privilege level 3
protocol inbound ssh

#

vm-manager

#

return

<SSH Server>

1.2.4 {CRORET

IR 1 SAER

import paramiko
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{ import time

SRR PESE(FEARY paramiko F time FAMER . MNSSEZEIER, BILL pip
install paramiko #HT&REE,

AREDEENE Paramiko {EAZFIRIIVERRINGE, HIMNE RS SSHClient RREIFRZERY
AutoAddPolicy. connect. invoke_shell [ close Z& /5%, B Paramiko HUA&EiEES#E
http://docs.paramiko.org/,

Python EUALEIRRIZIRFHITEIRERES, EER paramiko MG A XECE i SAHERI AL
=185 SSH N AR HE S LEZRERRTRAE LAY, ATLUER time &R TR sleep /5
ERANNEERERF

IR 2 Lk SSH %
{5/ Paramiko SSHClient() 3Lt SSH X35 . ABIMK(ELS ssho

ssh = paramiko.SSHClient()

TR 3 aiREERINEN
BNFFFEST ssh EZIABEBMIA yes Tk no H1THHIA

ssh.set_missing_host_key_policy(paramiko.client.AutoAddPolicy())

IR 4 3B SSH SiREE

BRY SSH ARS32879 192.168.56.100, FIFZ python, key_filename 1§ EZ ik AitA9FASE
X4, LSRR TRPIAILE.

ssh.connect(hostname="'192.168.56.100',username="'python' key_filename=r'C:\Users\exampleuser\.ssh\id
_rsa')

TS THXERAE

SSH #ig&f5, {#F Python BIZRE SSH Server MIAMTIES -

iEFH invoke_shell()T{E%S cli. invoke_shell ({ERRITH—IREHR] shell R1E. ZRIEN—
MBAEBIE channel, E371f SSH RIH&ERZE L,

cli = ssh.invoke_shell()

{8 send )L SITo

Screen-length 0 temporary ERZEVED R, —XtimHBEIREd<S . display cu /9
display current-configuration 485, {EFRERYFIES .

time.sleep () IR BEE/FATE) () o

cli.send('screen-length 0 temporary\n')
cli.send('display cu\n')

time.sleep(3)

£ 6 #MEY channel BIREE
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invoke_shell()B& I T—" channe :ZEEE . ttEIFFERYM NG LANIIZEEERELL
channel 1, FATTLGREUXA channel FERBEE, E7E! Python fmiEsE.

dis_cu = cli.recv(999999).decode()
print (dis_cu)

iR clirecv(), AAFSfER decode()iHITXIERED, &EWELS dis_cu.
recv(999999){EFZIEUL channel FHYEIE, EUBRHFR K= 999999 bytes,
decode () 75 EERRLUEEMRIDIETUARD bytes XIR, FRAIRISEINA utf-8,
FEISERR S ERE, SARBIRTENEIRmE:
Info: The max number of VTY users is 5, the number of current VTY users online is 2, and total number
of terminal users online is 3.

The current login time is 2019-11-05 16:43:26.

The last login time is 2019-11-05 16:43:09 from 192.168.56.1 through SSH.
<CE1>screen-length 0 temporary
Info: The configuration takes effect on the current user terminal interface only.
<CE1>display cu
ISoftware Version V200R005C10SPC607B607
ILast configuration was updated at 2019-11-05 14:33:28+00:00

#

BNERIT:

ninfo: The max number of VTY users is 5, the number of current VTY users online is 2, and total number
of terminal users online is 3.\r\n The current login time is 2019-11-05 16:45:34.\r\n The last

login time is 2019-11-05 16:43:26 from 192.168.56.1 through SSH.\r\n<CE1>screen-length 0
temporary\r\ninfo: The configuration takes effect on the current user terminal interface

only. \r\n<CE1>display cu\r\n!Software Version V200R005C10SPC607B607\r\n!Last configuration was
updated at 2019-11-05 14:33:28+00:00\r\n#

LRT XKIEERE

ssh close()

B close() XIAARIRIEERE . RE vty EEHERR, ERITHAEFTZXRAIL SSH=
iﬁo

1.3 Paramiko SFTP S{44&%6

SFTP ( SSH File Transfer Protocol ) — MRS ERIMY, EI77E SSH tMYXAIERZ
_to

ZAFILA RSA FHIFIANEA RN B ZEFimf$EA Python Paramiko SFTP _HEF T ES4RIELEID

=o

1.3.1 BB

ARS5eRimAYECE |
1. BEBIR%E SFTP: FiEBEIE IP, (FH8E SFTP
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2. EcERIF: I SSH AR, BtERRSSEEAMAILESL VA sftp B8
3. BeBRA: HRINERPIRERRINBHSECLEER

4. GERIGIE: BE LERIXUYE

ERimIECE:

1. SUEBESART: ARHbAERL N IAFIFATA

2. #R5 Python i3

3. R BETEHANG

1.3.2 B EcE
Zth Python BIZA{ER SFTP M {&EkiET, BEFHLEIRE LI SFTP IKFPFIFE SFTP I

BEo
SIE 1 (EHBY SFTP BRSSERINAL,
[SFTP Server] sftp server enable
LB 2 QIEFF python HEEIANEXEANRS XL

[SFTP Server] ssh user python

[SFTP Server] ssh user python authentication-type rsa
[SFTP Server] ssh user python service-type sftp

[SFTP Server] ssh user python sftp-directory cfcard:
[SFTP Server] ssh authorization-type default root

I8 3 ZPik(EA Git Bash G RSA Z4EXT, FHISAAEN,

exampleuser@exampleuser MINGW64 ~

$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/c/Users/exampleuser/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /c/Users/exampleuser/.ssh/id_rsa
Your public key has been saved in /c/Users/exampleuser/.ssh/id_rsa.pub

BETRRINFEN

$ cat /c/Users/exampleuser/.ssh/id_rsa.pub
T4 RS[IFFINSEFINAE, FEABEHELEF.

[SFTP Server] rsa peer-public-key rsa01 encoding-type openssh
[SFTP Server-rsa-public-key] public-key-code begin

[SFTP Server-rsa-public-key-rsa-key-code] ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABgQDWLRx8MmuNs500dRemhFHdDbBmxco8Bp+wyqwaGuHJZBCjy
FQV6AB+ezu5t0eWE3mw571ZfgmvR+MjBcliZv/x3180UMLCQKIKslYQDtvfUCZd+za1suXAPB/dyPKMhYPAZzS
DA7K+xqCWImU3q06vxHEPLMV4AS5IX54rKtBnK92fWjl9ACU+ak0ZIHxbKwOFN1tr0GJBazcInEsODKGwWKTTq
Jdu9+5hI5NxXTSbM3an53805ZbCU18xPy57g7MZC89vbdsag/uvQmFkL)3arts/Om2R7fhRO2EU/SNPmVy+
gDEdwZEVdubdqgJInW+8zzVkPGlnb2oH5hwH78KsklbxbOfEfmGROmMS1ZAi3ZHUGCEEjuFZona3+5Z0Un20P
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xfXwvoljVDusbYcugJH09Ssurz05GzVuamQZlcO2JYY6FhtLUAIMtXGQ80MpTjBOlcprkAZCib8agYOtVQNTZ7
iBOg2EcBNO9UTyMz7sh8RtrBDj445r+XPaDESLmpDRKHMk=

[SFTP Server-rsa-public-key-rsa-key-code] public-key-code end
[SFTP Server-key-code] peer-public-key end
[SFTP Server] ssh user python assign rsa-key rsa01

LI 5 EFIRHSHIZIT Python 8, SFTP ZERRSS ST HIEFITH .

1.3.3 BEMABFN=ITE
Python fiIZASiEA paramiko &HRER CE1, TEIRBEESYE “vrpcfg.cfg”, A LERE
N4 “test.cfg”,

TR =B

import paramiko
key=paramiko.RSAKey.from_private_key_file(r'C:\Users\exampleuser\.ssh\id_rsa')
tran = paramiko.Transport(('192.168.56.100', 22))
tran.connect(username="python’, pkey=key)

sftp = paramiko.SFTPClient.from_transport(tran)
local_path=r'C:\Users\exampleuser\.ssh\vrptest.cfg'

remote_path="/vrpcfg.cfg'

sftp.get(remote_path, local_path)

sftp.put(local_path,’/test.cfg’)

tran.close()

IR 2 fwRiFEHNIT:

~ Jupyter paramiko_ssh g rEm=1717 (REEEE) A Logout
File Edit View Insert Cell Kernel Widgets Help oE & \Pythms o]
B+ = @B+ W C » B v| =

In [11]: import paramiko
key=paramiko. RSAKey. from private_key_file(r’ C:\lsers'exampleuser. ssh\id rsa )
tran = paramiko. Transport (" 192, 168. 56. 1007, 22))
tran. connest(username=" python’, pkey=key)
sftp = paramiko. SFTPClient. from_transport (tran)
local_path=r’ C:‘Users'exampleuser\. ssh\vrptest. cfg’
remote_path=" fvrpefe. ofg
sftp. get {remote_path, local_path)
sftp. put (local_path, ' /test.cofg )
tran. closs ()

T3 ERWIE:

EFIRAMIEEIRE T (AfFIF: C\Users\exampleuser\.ssh\vrptest.cfg ) 3%/ FEBIS (4
vrptest.cfg
| vrptest.cfg 2020/5/13 17:17 CFG 37t 3 KB

ARG =R dir a5 EE, RINIRS LIERMEESS test.cfg.
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1.3.4 (ISR

LR BAER

import paramiko

S AREBIEPES(FEAR paramiko &R, WNRGHELEIERR, TILA pip install
paramiko TR,

AR SFTP I RIX =K REAEXT5E: Transport 25, Key handling 2§, SFTPClient 2%,
Transport XETFELAMUSIERE, BIISIEERE,

Key handling 22 FBFEAMLEESANIR

SFTPClient Z5FF 62 SFTP SiEEEFHHIITIRIESHEIE

IR 2 G5 RSA BEXIS
SEENE Fim At RSA FATESE, THIELS key,

key=paramiko.RSAKey.from_private_key_file(r'C:\Users\exampleuser\.ssh\id_rsa')

$I 3 soENLLIERE, BHY SSH IRSSEEY 192.168.56.100, #HRF 22

| tran = paramiko.Transport(('192.168.56.100', 22))

LR 4 37 SSH RIEERE, FIFEJ python, pkey IEERSANR, LAZAS U TRFIAIL

tran.connect(username="python’, pkey=key)

LB, 5 WNTFHORIEERECIE SFTP Bi&, W& sftp

sftp = paramiko.SFTPClient.from_transport(tran)

FIR 6 REAEFINTHIER

local_path=r'C:\Users\exampleuser\.ssh\vrptest.cfg'
remote_path="'/vrpcfg.cfg'

¥ “vrpcfg.cfg” EBapAA vrptest.cfg.
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TR T T TEIRE

sftp.get(remote_path, local_path)

IR 8 T HIERME

sftp.put(local_path,’/test.cfg’)

LR 9 XAEER

tran.close()

1.4 BEI
NEHKNFE(ER SSH BfFZ RS EE i EWTsCI?



S

HUAWE] HCIP-Datacom-Network Automation Developer S35 SFAf ;20|

SNMP Bzt &5CiE

2 AdbB
2.1 LS =
HONBEMBE—E CE128001%%, SIE IP bt} 192.168.56.100/24, BJLA SSH imfe&kt. I
B SNMP BLERIA snmp.txt X, BERHESBIMUIHIA, BEEHTIRE SNMP BLE, ABUI
Ei8% SNMP 8.,
2.1.1 e BiR
o EiR open M IHEEERIERISIE
e E4E paramiko BRI SSH BEFIRERLIE
o  E4E pysnmp WEEIRE SNMP (EERIT5E

2.1.2 SLIRIRE S

CE12800 Pythonf{#

=

ALIFREF—BMEIRE Python HFNE=FREE,
1.EC& CE12800,

<HUAWEI>system-view immediately

Enter system view, return user view with return command.
[HUAWEI]sysname CE1

[CE1]interface Vlanif 1

[CE1-Vlanif1]ip add 192.168.56.100 24

[CE1-Vlanif1]quit

2 BIERTIA T
SR CMD EONAAE CE1 BIEE M.

C:\Users\XXX>ping 192.168.56.100
IEfE Ping 192.168.56.100 BB 32 FTRIIE:
SkE 192.168.56.100 MIEIS: FT5=32 AJ[E=3ms TTL=255
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%H8 192.168.56.100 HIEIS: F5=32 Afja=3ms TTL=255
B8 192.168.56.100 HIEIS: ==15=32 HJj&=2ms TTL=255
%H8 192.168.56.100 HIEIS: F5=32 Afja=4ms TTL=255
192.168.56.100 Y Ping FitHEE:
HiIEE: BRX =4, BRI =4, EX =0 (0% EX%),
FIRITFERYE AT E) (LAZRD 9 R A5):
&M =2ms, &K =4ms, 8 =3ms
EBRIN
3.18%% CE1 526k SSH E2&, AP python, Z5R5 Huaweil2#$, (5% 1.2.2)
4./52& SNMP BIZA, snmp.txt 314,

SNMPv3 ECB A+ SNMP FBF4E admin, ZF8 Huawei@123, SSEEHIAIT:

snmp-agent usm-user v3 admin group dc-admin
snmp-agen usm v3 admin au sha

Huawei@123

Huawei@123

snmp-a usm-user v3 admin pr aes128
Huawei@123

Huawei@123

snmp-agent trap source ME0/0/0

snmp-agent mib-view included nt iso
snmp-agent mib-view included rd iso
snmp-agent mib-view included wt iso
snmp-agent mib-view included iso-view iso
snmp-agent group v3 dc-admin privacy read-view rd write-view wt notify-view nt

2.2 BeEREY
1. STRECIGIME R .
iEF paramiko E[HRE .
B open FTFFAMISZMH snmp.txt, £5& paramiko BLEIRE .
iEF pysnmp @iTi% % SNMP (SESRENENZ -

A wN

2.3 ERAIEHNEITES

TR =R

import paramiko
import time
from pysnmp.hlapi import *

H#ITHAE R
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ip ='192.168.56.100"
username="'python'
password='Huawei12#$'

#SSH BIfRE

ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.client.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)
print(ip+' login succesfully')

#TFH—" channel, BWAEE

cli = ssh.invoke_shell()

clisend('N\n")

time.sleep(0.5)

cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

H#IRNZRGE
cli.send('system-view immediately\n')
time.sleep(0.5)

HBATIEI A E — N SR ERT snmp.txt, B SSH 1Bi&
f = open(‘'snmp.txt','r")
snmp_config_list = f.readlines()
for i in snmp_config_list:
cli.send(i)

time.sleep(0.5)

#3237 SNMP HUiEiE
UdpTransportTarget((ip,161))
g = getCmd(SnmpEngine(),

#HREUR BRI ENZ
UsmUserData('admin','Huawei@123','Huawei@123',authProtocol=usmHMACSHAAuthProtocol,privProtoc
ol=usmAesCfb128Protocol),
UdpTransportTarget((ip, 161)),
ContextData(),
ObjectType(Objectldentity ('SNMPv2-MIB','sysName',0)))
errorindication, errorStatus, errorindex, varBinds =next(g)
for i in varBinds:
print (i)
print (str(i).split('=")[1].strip())

dis_this = cli.recv(999999).decode() #BEBRIAREITFE
print (dis_this)
#RASTE

ssh.close()
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A1EJEX 2o /4=
IR 2 miFEEIT:
' jupyter Untitled Last Checkpoint: 6 /M43 (unsaved changes) F Logout
File Edit View Insert Cell Kemel Help Trusted | Python 3
Run Code b
In [43]: | import paramiko

import time
from pysnmp. hlapi import *

ip = ' 192. 168. 56. 100
username
password= Huaw:

ssh = paramiko. client. SSHClient ()
szh. set_missing_host_key_policy (paramike. client. AutoAddPolicy ())
zzh. connect (hostname=ip, port=22, username=username, password=password)

print (ip¥ login succesfully’)
¢li = ssh. invoke_shell ()
cli.send (' N\n')

time. sleep (0. 5)

cli. send (' screen-length 0 temporary'n’)
time. sleep (0. 5)

cli.send (' system—view immediately\n’)
time. sleep (0. 5)

for 1 in snmp_config list:
cli. send (1)

tima slaanif 51

IR 3 HER:

192.168.56.100 login succesfully
SNMPv2-MIB::sysName.0 = CE1

CE1

Warning: The initial password poses security risks.

The password needs to be changed. Change now? [Y/N]:N

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is 2019-11-05 19:43:51.

The last login time is 2019-11-05 19:43:07 from 192.168.56.1 through SSH.

<CE1>screen-length 0 temporary

Info: The configuration takes effect on the current user terminal interface only.

<CE1>system-view immediately

Enter system view, return user view with return command.

[CE1]snmp-agent usm-user v3 admin group dc-admin

[CE1]snmp-agen usm v3 admin authentication-mode sha

Please configure the authentication password (8-255)

Enter Password:

Confirm Password:
Warning: The privacy and authentication passwords are the same, which is insecure. It is recommended
that the privacy and authentication passwords be different.

[CE1]snmp-a usm-user v3 admin privacy-mode aes128

Please configure the privacy password (8-255)

Enter Password:

Confirm Password:
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Warning: The privacy and authentication passwords are the same, which is insecure. It is recommended
that the privacy and authentication passwords be different.

[CE1]snmp-agent trap source Vlanif 1

[CE1]snmp-agent mib-view included nt iso

[CE1]snmp-agent mib-view included rd iso

[CE1]snmp-agent mib-view included wt iso

[CE1]snmp-agent mib-view included iso-view iso

[CE1]snmp-agent group v3 dc-admin privacy read-view rd write-view wt notify-view nt
[CE1]

2.4 AR

L1 SNER

import paramiko
import time

from pysnmp.hlapi import *

SATEMERRIFREER . NRIKEZEE pysnmp, {RATLUER pip install pysnmp %45,
pysnmp FIF3REY snmp (B8 . AEDEBENEBRE SNMP B9 Get HiEALBREUEEER, B
Z pysnmp {SE152% http://snmplabs.com/pysnmp/.

LR 2 BEHigE

#ITEHEE

ip ='192.168.56.100"
username='python'
password='"Huawei12#$'

BlEZE3E=E ip, username, password FBFZ7x SSH £l AFRZFZERL,

#SSH BFHRE

ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.client.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)
print(ip+' login succesfully')

iEF paramiko EfgE, EREAINEREIEAL IP ik login successfully:
192.168.56.100 login succesfully

IR 3 TFF SSH @l

FIFF SSH @&, HITEMECE .

#¥TF—" channel, BAEE
cli = ssh.invoke_shell()
cli.send('N\n")

time.sleep(0.5)

cli.send('screen-length 0 temporary\n')



http://snmplabs.com/pysnmp/
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time.sleep(0.5)

#IHNRFE
cli.send('system-view immediately\n')
time.sleep(0.5)

I8 invoke_shell()3JFF SSH @& . HTEUEEIREE D FEMFEARFMNEHS . HUTHSE
fB9 0.5 7, 18 CLI XEZZANT:

<CE1>screen-length 0 temporary

Info: The configuration takes effect on the current user terminal interface only.

<CE1>system-view immediately

Enter system view, return user view with return command.

FIR 4 EEIRE SNMP

B EIRE SNMP {58, SNMP FIF% admin, %85 Huawei@123, IAIERR, SHA, privacy
mode AES128,

HFITIRENAME E—N SR ERY snmp.txt, A SSH iBi&E
f = open(‘'snmp.txt','r")
snmp_config_list = f.readlines()
for i in snmp_config_list:
cli.send(i)
time.sleep(0.5)

B Python WE&HRY open BRZY, SEEY snmp.txt SEFZEFIRMIELZ snmp_config_list,
{58 for IEIMZENE TS, BA SSH BB,
CLI X B30T

[CE1]snmp-agent usm-user v3 admin group dc-admin
[CE1]snmp-agen usm v3 admin authentication-mode sha
Please configure the authentication password (8-255)
Enter Password:

Confirm Password:

Warning: The privacy and authentication passwords are the same, which is insecure. It is recommended
that the privacy and authentication passwords be different.

[CE1]snmp-a usm-user v3 admin privacy-mode aes128
Please configure the privacy password (8-255)

Enter Password:

Confirm Password:

Warning: The privacy and authentication passwords are the same, which is insecure. It is recommended
that the privacy and authentication passwords be different.

[CE1]snmp-agent trap source Vlanif 1

[CE1]snmp-agent mib-view included nt iso

[CE1]snmp-agent mib-view included rd iso

[CE1]snmp-agent mib-view included wt iso

[CE1]snmp-agent mib-view included iso-view iso

[CE1]snmp-agent group v3 dc-admin privacy read-view rd write-view wt notify-view nt
[CE1]
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LI 5 #Z7 R R0 SNMP s

#3237 SNMP BYiEiE
UdpTransportTarget((ip,161))

iEF pysnmp 289 UdpTransportTarget(), 2¥EEER IP FlixOS

BHZSHMTIESE http://snmplabs.com/pysnmp/docs/api-reference.html#synchronous-
snmp,

H$IR 6 SNMP GET i5kiEIE

Bid pysnmp BYSEIN SNMP B9 GET I2{/EXEUEFEE.

g = getCmd(SnmpEngine(),

UsmuUserData('admin','Huawei@123','Huawei@123',authProtocol=usmHMACSHAAuthProtocol,privProtoc
ol=usmAesCfb128Protocol),

UdpTransportTarget((ip, 161)),
ContextData(),
ObjectType(Objectldentity ('SNMPv2-MIB','sysName',0)))

iEF getCmd ()SET SNMP B9 GET #&/E, MH{ELS g,

® UsmUserData 9 SNMP FIF{ER, 8#& SNMP FIFRE. B8, MNEEFHAIER.
B SNMP BeERIF—.

® UdpTransportTarget AEHIEEE .
® ContextData HFELERT, XBHFREFAZ.

ObjectType AEIFAIIZEE MIB (IR, AILAERXREMR, tWaJLUER OID, XEBEEARY
IREFR.
£ 791RERI MIB (SERTLAEY
http://support.huawei.com/onlinetoolsweb/infoM/index.do?domain=1&lang=zh&topicTyp
e=mib &if,

HEIEIFA MIB JIRIEFZTRS SNMPv2-MIB,

== g =t B FEIRE MIB
=N CloudEngine 12800 =
hi A * CloudEngine 12800 V200R019C00 hd
FET SNMPv2-MIB

Sl RESFTEMIB

MREFR HREN 501D YRy FREEMIB3Z{%
RFC1907&% TSNMPv2-MIB. &MIBEET
SNMPv2ECii BT S Y.
R

iso({).‘nrgG).dod(G].imernetﬁ ).mgmt(2).mib-2
(1).system(1)


http://snmplabs.com/pysnmp/docs/api-reference.html#synchronous-snmp
http://snmplabs.com/pysnmp/docs/api-reference.html#synchronous-snmp
http://support.huawei.com/onlinetoolsweb/infoM/index.do?domain=1&lang=zh&topicType=mib
http://support.huawei.com/onlinetoolsweb/infoM/index.do?domain=1&lang=zh&topicType=mib
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BRXIFRF sysName.,
%E? sysname

i

S H=EAEMIB

WIREFR TREX ¥ZoID put S FREMIB3 4
ToseEafBiEs. MREESFA, MkEssE 13612115 BT SNMPv2-MIB
=V o= h

errorindication, errorStatus, errorlndex, varBinds = next(g)

£lI#2Z 2 errorindication, errorStatus, errorindex, varBinds F3F3XEX next(g)HIREIZE .

http://snmplabs com/pysnmp/docs/hlapi/asyncore/sync/manager/cmdgen/getcmd.html,
ALIHEXNTZES,

fields: = errorIndication (str) — True value indicates SNMP engine
error.
» errorStatus (st) — True value indicates SNMP PDU error.
» errorIndex (int) — Non-zero value refers to varBinds
[errorIndex-1]
= varBinds (fuple) — A sequence of ObjectType class instances
representing MIB variables returned in SNMP response.

Erh varBinds 37tH, B35 SNMP ZiaiREREE

LR T REUREENSZ

RLIE SNMP response £, P BEENZ.

for i in varBinds:
print (i)
print (str(i).split('=")[1].strip())

varBinds ToAEHRE(EE -
SNMPv2-MIB::sysName.0 = CE1
EISHEEES MIB 3. MIB WS ID, REAZ2ENS.

{ERZFER split 7 strip 53%, RERRMENS.

£ 8 XHRIE

dis_this = cli.recv(999999).decode() #BEBERIAREITIE
print (dis_this)
#RARIE

ssh.close()

BE SSH BExXaIE, Ea*AsiE.



http://snmplabs.com/pysnmp/docs/hlapi/asyncore/sync/manager/cmdgen/getcmd.html
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2.5 BEI

1. AR EEENZHEMRE, HEEMIZFER?
2. IRMNEEIHERE, WMUIRES SNMP EifRER?
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NETCONF Eg& 516

2hpAdEE

3.1 LB =
HOSME—S CE12800 %%, ST IP ftlit)g 192.168.56.100/24, ©JLA SSH iig&fk., 5
TRRERIEY SSH FABEEXNEASHIOM, MESEKET NETCONF MIHgE NAEE -

3.1.1 e BFR
e  FiR paramiko EAMHX
o E4Z ncclient EXFHE

3.1.2 SLRIREES

CE12800 Pythonf{#

=

ALIFREF—BMEIRE Python HFNE=REE,
1.EC& CE12800,

<HUAWEI>system-view immediately

Enter system view, return user view with return command.
[HUAWEI]sysname CE1

[CE1]interface Vlanif 1

[CE1-Vlanif1]ip add 192.168.56.100 24

[CE1-Vlanif1]quit

2 38NEEAME

BRAM CMD BONKANE CE1 BIEBH .
C:\Users\XXX>ping 192.168.56.100

IE7E Ping 192.168.56.100 Bf 32 FTHHIEIE:

RE 192.168.56.100 IEIS: F75=32 AJE=3ms TTL=255
KB 192.168.56.100 KIEIE: F15=32 Bid=3ms TTL=255
kE 192.168.56.100 MIEIE: F15=32 BJiE=2ms TTL=255
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%H8 192.168.56.100 HIEIS: F5=32 Afja=4ms TTL=255
192.168.56.100 Y Ping FitHEE:

HIEE: Ek% =4, BEK =4, F% =0 (0% E%),
HRITIEAY SIS E) (A= S BAMN):

B =2ms, &< =4ms, Y = 3ms
ZEBREI
3.18%% CE1 526k SSH E2&, AP python, Z5E5 Huaweil2#$, (5% 1.2.2)
4.8 NETCONF TRECERMIAS, netconf.txt 3X{&,

652 netconf P, FAFPER netconf, ZER3 Huaweil12#$. TEERIAN:

system-view immediately

aaa

local-user netconf password irreversible-cipher Huawei12#$
local-user netconf service-type ssh

local-user netconf level 3

quit

ssh user netconf authentication-type password
ssh user netconf service-type snetconf
snetconf server enable

netconf

protocol inbound ssh port 830

quit

32 BcERR

1. SERSEIRIMRES

2. & paramiko BHiRE .
3. M open FIHAMIIE netconf.txt, 455 paramiko 5TAkIREE NETCONF EC&

4. @R ncclient @13 NETCONF B2E1R G1/0/2 #0., H IP btk 192.168.2.1/24, #HiA
{589 Config by NETCONF,

3.3 TEABI =TS

IR =R

-*- coding: utf-8 -*-
from ncclient import manager
from ncclient import operations
import paramiko
import time

HBESH
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E3II

ip ='192.168.56.100'

ssh_user = 'python'

ssh_password = 'Huawei12#$'
netconf_port = '830"'

netconf_user = 'netconf’
netconf_password = 'Huawei12#$'
filename='netconf.txt'

#TENZE ssh, FATECEIRE NETCONF
class ssh():
def ssh_connect(ip,username,password):

ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.client.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)
print(ip+' login succesfully')
return ssh

def ssh_config(file,ip,username,password):
a = ssh.ssh_connect(ip,username,password)
cli = a.invoke_shell()
cli.send('N\n")
time.sleep(0.5)
cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

f = open(file,'r")

config_list = f.readlines()

for i in config_list:
cli.send(i)
time.sleep(0.5)

dis_this = cli.recv(999999).decode()
print (dis_this)
a.close()

#TE M BRZE] huawei_connect, FBF3E37 NETCONF &
def huawei_connect(host, port, user, password):
return manager.connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={'"name": "huawei"},
allow_agent = False,
look_for_keys = False)

#NETCONF &i%X XML #iE, ECEig&iE0 IP itk
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CREATE_INTERFACE = "'<config>

<ethernet xmlns="http://www.huawei.com/netconf/vrp" content-version="1.0" format-
version="1.0">

<ethernetlfs>
<ethernetlf operation="merge">
<ifName>GE1/0/2</ifName>
<|2Enable>disable</I2Enable>
</ethernetIf>
</ethernetlfs>
</ethernet>
<ifm xmlns="http://www.huawei.com/netconf/vrp" content-version="1.0" format-version="1.0">
<interfaces>
<interface operation="merge">
<ifName>GE1/0/2</ifName>
<ifDescr>Config by NETCONF</ifDescr>
<ifmAm4>
<am4CfgAddrs>
<am4CfgAddr operation="create">
<subnetMask>255.255.255.0</subnetMask>
<addrType>main</addrType>
<iflpAddr>192.168.2.1</iflpAddr>
</am4CfgAddr>
</am4CfgAddrs>
</ifmAm4>
</interface>
</interfaces>
</ifm>
</config>""

#ERE, IRFHIT

if _name__=="'__main_"
ssh.ssh_config(filename,ip,ssh_user,ssh_password)
m = huawei_connect(ip,netconf_port,netconf_user,netconf_password)

m.edit_config(target="running',config=CREATE_INTERFACE)

LI, 2 fwmiRENIT:
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$33W

) Jupyter HCIP-NETCONFZLEL Last Checkpoint: 3 /Mtdi (autosaved)
File Edit View Insert Cell Kemel Help

Run Code v

In [21]: # :

from ncclient import manager

from ncclient import operations

import paramiko

import time

HEESE

ip = ' 192. 168. 56. 100°

ssh_user = 'python’

ssh_password = "Huaweil2#§’

netconf_port = ' 830°

netconf_user = 'netconf’

netconf_password = ' Huaweil2#%

filename= netconf. txt’

HE K Eech, FFEEFENET

class ssh{):

def ssh_connect (ip, username, password) :
zsh = paramiko. client. SSHClient ()
ssh. set_missing host_key_policy (paramike. client. AutoAddPolicy ()
ssh. connect (hostname=ip, port=22, username=username, password=password)
print (ip¥ login succesfully’)
return ssh
def ssh_config(file, ip, username, password) :
a = ssh. ssh_connect (ip, username, password)
cli = a. invoke_shell()
cli.zend (' Wn' )
time. sleep(D. 3)
cli.send(’ screen-length 0 temporary'n')
time. sleep (0. 3)
f = open(file,'r')
config_list = f.readlines()
for i in config list:
cli. send (i)
time. sleep (0. 3)
dis_this = cli.recv(399939). decode ()
print (dis_this)
a. close ()
28 3 HHER:
s
JRIFLER

192.168.56.100 login succesfully

Warning: The initial password poses security risks.
The password needs to be changed. Change now? [Y/N]:N

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number

of terminal users online is 2.
The current login time is 2019-11-06 13:08:58.

The last login time is 2019-11-06 11:48:16 from 192.168.56.1 through SSH.

<CE1>screen-length 0 temporary

Info: The configuration takes effect on the current user terminal interface only.

<CE1>system-view immediately
Enter system view, return user view with return command.
[CE1]aaa

[CE1-aaa]local-user netconf password irreversible-cipher Huawei12#$

Info: A new user is added.
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[CE1-aaa]local-user netconf service-type ssh
[CE1-aaa]local-user netconf level 3
[CET1-aaa]quit

[CE1]ssh user netconf authentication-type password
[CE1]ssh user netconf service-type snetconf
[CE1]snetconf server enable

Info: The SNETCONF server is already started.
[CE1]netconf

[CE1-netconf]protocol inbound ssh port 830
Info: The ssh port 830 service is already started.
[CE1-netconf]quit

[CET]

BifinE CE1 EEEER:

[CE1]interface GE 1/0/2
[CE1-GE1/0/2]display this
#
interface GE1/0/2
undo portswitch
description Config by NETCONF
shutdown
ip address 192.168.2.1 255.255.255.0
#
return
[CE1-GE1/0/2]

NETCONF EeE& &R0,

3.4 (CISRET

IR 1 SAER

-*- coding: utf-8 -*-
from ncclient import manager
from ncclient import operations
import paramiko

import time

SNFKHETERRIFIBREIR . WNRIRB %I ncclient, {RATLAER pip install neclient 23%.

ncclient 2 python B9 NETCONF Iggt&EIR . ARET5EE A ncclient manager 1 operation
B75 ELAERZFIZZE NETCONF, B2 ncclient (SEiES%E
https://ncclient.readthedocs.io/en/latest/,

L], 2 ENREBHES

HRESH
ip ='192.168.56.100'
ssh_user = 'python'



https://ncclient.readthedocs.io/en/latest/
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ssh_|

password = 'Huaweil12#$'

netconf_port = '830"'

netconf_user = 'netconf
netconf_password = 'Huawei12#$'
filename='netconf.txt'

NBSWRIZEINSE, PBIHEN IP. SSH FBF. SSH 23, NETCONF ig0.

NETCONF FBFP4%Z. NETCONF ZRBFIAMSIHS .

£IR 3

SeRkig & NETCONF ft&

{#F8 paramiko #0 open At netconf.txt BLEMIADSKIXEI CE1 £, ANZE=HIFEHZEE
%, BEEREER.

#EMNZE ssh, FIFHECEIRT NETCONF
class ssh():

FRBAZEE A ssh, KRB EWNGE (REL ), ssh_connect()F ssh_config(), D BIAFEL
SSH EZF N AIXEE .

def ssh_connect(ip,username,password):
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.client.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)
print(ip+' login succesfully')
return ssh

ssh

HrhE W EB—Ni% ssh_connect(ip,username,password) , #IAN="2%{9 SSH #Y IP.

FFPZFZ8 ., tEREETEE paramiko B9/50%, IFHARBRESEIHETD.

def ssh_config(file,ip,username,password):
a = ssh.ssh_connect(ip,username,password)#iEF ssh_connect IH#{E%5 a
cli = a.invoke_shell()
cli.send('N\n")
time.sleep(0.5)
cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

f = open(file,'r')

config_list = f.readlines()

for i in config_list:
cli.send(i)
time.sleep(0.5)

dis_this = cli.recv(999999).decode()
print (dis_this)
a.close()

ssh

Hi%2

£ N57% ssh_config(file,ip,username,password) . EXANSE D5, BEX
=, SSHEY IP. FHPAF =L,
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Hrh ssh_config ()i@idiER ssh_connect()iEERIZREBAXEEMS . £ open REHT
FFAHE netconf.txt 14, FITEA SSH Bi& ., REEENIRENXEERE, XFAKE.

S0 A 3237 NETCONF %

#TE N FRE huawei_connect, FIF3E3Z NETCONF %%
def huawei_connect(host, port, user, password):
return manager.connect(host=host,

port=port,
username=user,
password=password,
hostkey_verify = False,
device_params={'"name'": "huawei"},
allow_agent = False,
look_for_keys = False)

TE M EHEL huawei_connect(host, port, user, password) . EREGAIINSE NETCONF
M9 IP. i%O. NETCONF FHRPZF1Z18 ., REURIE] ncclient B9 manager.connect B9753%
Manager.connect YEFB 23237 NETCONF i&E# . 288 RFC4741 X, EH device_params
JFHERGZERMNER . OILABCE S huawei 3E huaweiyang, £ BIRTRL IETF YANG %€
J9H9 YANG 58!,

$IE 5 HEE XML ECE X4

SELEHEM ( NETCONF Schema API £% ), 15i& XML EeEX 14,
https://support.huawei.com/enterprise/zh/switches/cloudengine-12800-pid-7542409

#NETCONF &% XML #4E, ECEig&EREEO IP btk
CREATE_INTERFACE = "'<config>
<ethernet xmlns="http://www.huawei.com/netconf/vrp" content-version="1.0" format-
version="1.0">
<ethernetlfs>
<ethernetlf operation="merge">
<ifName>GE1/0/2</ifName>
<|2Enable>disable</I2Enable>
</ethernetIf>
</ethernetl|fs>
</ethernet>
<ifm xmlns="http://www.huawei.com/netconf/vrp" content-version="1.0" format-version="1.0">
<interfaces>
<interface operation="merge">
<ifName>GE1/0/2</ifName>
<ifDescr>Config by NETCONF</ifDescr>
<ifmAma4>
<am4CfgAddrs>
<am4CfgAddr operation="create">
<subnetMask>255.255.255.0</subnetMask>
<addrType>main</addrType>
<iflpAddr>192.168.2.1</iflpAddr>
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</am4CfgAddr>
</am4CfgAddrs>
</ifmAm4>
</interface>
</interfaces>
</fifm>
</config>""

NETCONF i@ XML XHEREEERE . XML 2—FIEEEBRINAIEI, aTLI<>FREHRE
EBAHIE. T2 NETCONF SiEEEHNE. BEE. BIFEINSE. 38 XML EBEEX
HHEERNNERRIEEINEE.

NETCONF EAIZ{ERHE get-config. get. edit-config. copy-config. delete-config.

lock. unlock. close-session # kill session, FIRIABFIRIIRI(EESE S edit-config, XN E
{K operation @149 merge, FEHUIRBEPIEXFEHAFENBREE, NRBIREIERZ
eIz, tNEBRSURFEIER

NETCONF REEN AT EAESEHBNENR . AT ESEXAZEO GE 1/0/2 B9 L2 IhgE, X3
&< undo portswitch, #AS1EEX description {SE3 Config by NETCONF, FREEEEO
IP b3t 192.168.2.1/24,

LR’ 6 ETERY

#ERE, IRFHRAT

if _name__ =='_main_"
ssh.ssh_config(filename,ip,ssh_user,ssh_password)
m = huawei_connect(ip,netconf_port,netconf_user,netconf_password)
m.edit_config(target="running',config=CREATE_INTERFACE)

BITERH

B 51T ssh.ssh_config(filename,ip,ssh_user,ssh_password) , A ssh Z2& ssh_config /5
%o MASHALRE 2 PENLE,

FRIEH1T huawei_connect(ip,netconf_port,netconf_user,netconf_password) (B8 m. A
NETCONF 24{, #37 NETCONF &z,

4T m.edit_config(target="running',config=CREATE_INTERFACE) , &% 5 #3i&hY
XML BeEMHEIEIT edit_config 755 &IZEEE running BB 4. IIFE(Re]LABFRZEISUE
SR, RRERII TR,

3.5 BE

1. BHAEER if 0T REL?
2. NETCONF AJLA get I{ERT LATIEIRFEEF0 SNMP BHARX3F?
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4 BoE M 4XIELsElR

4.1 LR E=
SATIVEESARERE (K601 6 ), HT EFOLNRELSE, NEBSERtRs
FAREWRETLL, FHHRELER.

4.1.1 L HFR
o E4E difflib SLEIN AR LL ik
o  ERIFNIFRIATIBEIE
e  EiR paramiko FEEISE

4.1.2 LNIMEHES

CE12800 Python{tH3

=

AL FEEF—AMBZIZEF Python mFME=FEEIE,
1.BcE& CE12800,

<HUAWEI>system-view immediately

Enter system view, return user view with return command.
[HUAWEI]sysname CE1

[CE1]interface Vlanif 1

[CE1-Vlanif1]ip add 192.168.56.100 24

[CE1-Vlanif1]quit

2 BGIERIATE

BRAM CMD FOMKANE CE1 FEBH.
C:\Users\XXX>ping 192.168.56.100

IE7E Ping 192.168.56.100 Bf 32 FTHHIEIE:

SkE 192.168.56.100 MIEIS: FT5=32 AJ[E=3ms TTL=255
SkE 192.168.56.100 MIEIS: FT5=32 AJ[E=3ms TTL=255
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B 192.168.56.100 HIEIE: FT5=32 A[E=2ms TTL=255
&H 192.168.56.100 KIEIE: FT15=32 AF[E=4ms TTL=255
192.168.56.100 B9 Ping FiHEE:
HIEE: BEkX =4, BRI =4, F%X =0 (0% EX%),
FIRITIERYEITAYE) (AZRD I EA):
B =2ms, &< =4ms, Y = 3ms
EEEBREI
3.18%% CE1 525k SSH E2&, A4 python, ZFRS Huaweil2#$, (8% 1.2.2)

4.2 TECIBFhzITER

L1 =ERD:

-*- coding: utf-8 -*-
import paramiko
import time
import difflib
import re

#HREER

ip ='192.168.56.100'
username='python'
password='"Huawei12#$'

#TE X RHERENHAECE

def get_config(ip,username,password):
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)
print(ip+' login succesfully')

cli = ssh.invoke_shell()

cli.send('N\n")

time.sleep(0.5)

cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

cli.send('display cu\n')

time.sleep(2)

dis_cu = cli.recv(999999).decode()
return (dis_cu)
ssh.close()

#EMEE ssh_config, SHIABNIRE




S

HUAWEI

HCIP-Datacom-Network Automation Developer S35 SFAf

40

def ssh_config(file,ip,username,password):
ssh = paramiko.client.SSHClient()

ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)

print(ip+' login succesfully')

cli = ssh.invoke_shell()

cli.send('N\n")

time.sleep(0.5)

cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

f = open(file,'r")

config_list = f.readlines()

for i in config_list:
cli.send(i)
time.sleep(0.5)

dis_this = cli.recv(999999).decode()
#print (dis_this)
ssh.close()

#AH get_config (&5 output
output = get_config(ip,username,password)
#print (output)

#EUELNIE, FERENRERNGREEREES
config = re.findall(r'(<CE1>display cu[\d\D]+<CE1>$)',output)
#print (config)

#HRTFECE R A file
with open(r'D:\Config\file1','w') as f:
f.writelines(config[0])

#8A ssh_config, ¥ netconf.txt BEBEB NS
ssh_config('netconf.txt',ip,username,password)

#EIRIZENEE, REZIAMEN file2
output = get_config(ip,username,password)
config = re.findall(r'(<CE1>display cu[\d\D]+<CE1>$)',output)

with open(r'D:\Config\file2','w') as f:
f.writelines(config[0])

#ECENIEL
d = difflib.Htm(Diff()
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#7E MR ENZEUUY
def read_file(filename):
try:
with open(filename,'r") as f:
return f.readlines()
except IOError:
print('%s FRLENZIZHE' % filename)
sys.exit(1)

#EM FE compare_files, MECEXILY, FRESEA result.html
def compare_files(file1,file2,out_file):

file1_content = read_file(file1)

file2_content = read_file(file2)

d = difflib.HtmLDiff()

result = d.make_file(file1_content,file2_content)

with open(r'D:\Config\result.html','w') as f:

f.writelines(result)
print ()

#1EF compare_files
compare_files(r'D:\Config\file1',r'D:\Config\file2',r'D:\Config\result.html')

LI, 2 wmFT:

Ju pyter mﬁiﬁtb Last Checkpoint: 1 /MB35 (autosaved) ﬁ
File Edit View Insert Cell Kemel Help Trusted |
Run Code v
In [11: # —¥- coding: utf-8 -

import paramiko
import time
import difflib
import re

R EEE

ip = ’192. 168. 56. 100°
username=' python’
password= Huaweil2£§’

REX BERRLSEE
def get_config(ip, username, password) :
ssh = paramiko. client. SSHClient ()
ssh. set_missing_host_key_policy (paramiko. AutoAddPelicy ()
ash. connect (hostname=ip, por: username=username, password=password)
print (ip+ login succesfully’)

cli = ssh. invoke_shell()

cli. send (" N\n' )

time. sleep (0. 5)

cli. send (' screen—length 0 temporary'n')
time. sleep (0. 3)

cli.send(’ display cu\n')

time. sleep(2)

ST 3 mHER:

PRIRLER:
192.168.56.100 login successfully

192.168.56.100 login successfully
192.168.56.100 login successfully
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BR TR E A ORI ST
Data (:) » Config

M

kY

H

[] filel
| ] file2
2 result.html

$TFF html SZf4:

<CEl>display cu

ISofsware Versien V200R005C10SPCEATREDT

ILast configuration was updated at 2019-11-06 20:03:18+00:00 by SYSTEM automatically
ILast configuration was saved at 2015-11-06 01:39:44+00:00

&

sysname CE1

£

device board 17 board-type CE-MFUB

device board 1 board-type CZ-LEUZ

£

azs

local-user python password irreversible-cipher $lc$cYpPW3'A2T$t.+@L>0;3, igRBE\TurN:4VsP|LeKsjBTR/]~x_>$
local-user python service— type ssh

local-user python level 3

£

suthentication-scheme default

4.3 {CABRE

IR 1 SAER

=

1<CEl>display cu

Pl

3!Sofsware Version V200R005C10SPCE07BE07

4

S5{!Last configuration was updated at 2013-11-08 20:07:07+00:00 by
5

7|!Last configuration was saved at 2013-11-06 01:39:44+00:00
g

Sig

10

1 cEL

13)

13l

14

15jdevice board 17 board-type CE-MFUB
14|

17jdevice board 1 board-type CEI-LEUE

1
198

21laaa

23| local-user python password irreversible-cipher $1c$cYpPW3'RaTs

24
25 local-user python service— type ssh

local-user python level 3

local-user neteont

ble-cipher $1cSEWGIALISLI
local-user netconf service-type ssh
local-user netconf level 3

£

suthentication-schems default

-*- coding: utf-8 -*-
import paramiko
import time
import difflib
import re

SATHAERRIFRAERER,, IIRKBERISER pip install [ERE] &%
ARZEHIh difflib BERFTF LI AL o re BERAIFERIENRIANIRLUE

i —%

TR 2 BENRESHTE

HREER

ip ='192.168.56.100'
username="'python'
passwordz'HuaweH 2#$'

NTENIZEISH, 93 8FEH IP. SSH FBF. SSH %13,

T, 3 ENEE get_config()

TEMXERE get_config(), AFRENRBHRIECE

| HE N FHRI AR
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def get_config(ip,username,password):
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)
print(ip+' login succesfully')

cli = ssh.invoke_shell()

cli.send('N\n")

time.sleep(0.5)

cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

cli.send('display cu\n")

time.sleep(2)

dis_cu = cli.recv(999999).decode()
return (dis_cu)
ssh.close()

get_config(ip,username,password) ¥, WASH IP, AFRZMZEE ., RERIER
paramlko g, 4T display current-configuration WEEISREIREE . REEEIRES
BIR[El, B paramiko J5iE#ETEE Paramiko BfHRELN .

£ 4 M ssh_config() REL
TEX ssh_config( )R, BFBEERRAXEIZS.

#ENEH ssh_config, EHABSNIESE

def ssh_config(file,ip,username,password):
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh.connect(hostname=ip,port=22,username=username,password=password)
print(ip+' login succesfully')

cli = ssh.invoke_shell()
cli.send('N\n")
time.sleep(0.5)
cli.send('screen-length 0 temporary\n')
time.sleep(0.5)
#IZEY file 34, BIHFHEITBENIRE

f = open(file,'r")
config_list = f.readlines()
for i in config_list:

cli.send(i)

time.sleep(0.5)

dis_this = cli.recv(999999).decode()
# print (dis_this)
ssh.close()
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4.4 FBEHR
1. A ARREREE T =% 192.168.56.100 login successfully, BIERHA?
2. REFIMABED TR, WLttt aILAKIL?

3. REYUUEHNIFREFEREXHMHETEENIL? REUIUBEMS I EEEEATRIECE X
%2
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gRPC infEEGfcECIE

5.1 LE=
HNTMBE—& CE1280018%, SIE IP bl 192.168.56.100, EA4EHkER, FTESLH
Fimi@Eid gRPC AAIRSZ S EIHFREIZENHBIEE -

5.1.1 L3 B4R
o ZEIRHEN proto X4
o EFiE gRPC IREBIHABRS
o EiE gRPC EFIRIEHRS

5.1.2 SLINIRE SR

K

=
=]

FFIRfLEE | | RS

CE12800 Python{ti3

]

(ERE SR EENMNEES TS . BERIRMRSIRCIBIIERRS .
BEAIEEER ( SSH 338 ),

1.1%%& CE1 58h% SSH Ec&, FAF% python, %5 Huaweil2#$,

2 ECEIRSBEIENIE 192.168.56.100/24

3.Juypter Notebook aEH{thimiEes L BIFER™ Python X4, D EIMEFimFIIRSIR.

5.2 ic BRI
1. 4R5.proto 14, EX gRPCiERFINMNAIBRSZFNS %
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2. fRYE proto AR E FimAlkSS imAY Python {83,
3. SRS,
4. WEEFRREE,

EENTRA

5.3.1 #g5.proto {4

syntax = "proto3";
package get_config;
// The get_config service definition.
service get_config {
// RPC i53RANNE L
rpc Login_info (Request) returns (Reply) {}
}
// The request message containing the login information.
message Request {
string host = 1;
string username = 2;
string password = 3;
}
// The response message containing the string reply.
message Reply {
string message = 1;

}

{R71F /9 get_config.proto &= .

f£.proto HEHTEN T get_config fRSS . 1EKT5i% Login_info(), MIAZS# Request B&=

PNERFEERISH host, username [ password, IR[BIZ2# Reply BE&—

message.

5.3.2 &£ E FinfliR S5 in{ LG

2% https://grpc.io/docs/tutorials/basic/python/, &% grpcio-tools FH={TERLIEHS .

CMD 7£.proto MHFFEERMITN T a < :

C:\Users\Richard\HCIP\gRPC>python -m grpc_tools.protoc -I./ --python_out=. --
grpc_python_out=. ./get_config.proto

HITIER BN E FimtliRSS inf A :
gRPC
= get config.proto
get canfig pb2.py
get config_pb2 grpc.py

BEH
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5.3.3 IrSSEims AT

from concurrent import futures
import time

import grpc

import get_config_pb2

import get_config_pb2_grpc
import paramiko

class Display_Config(get_config_pb2_grpc.get_configServicer):
#JEA paramiko B SR LIRS
def Login_info(self, request, context):
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())

ssh.connect(hostname=request.host, port=22, username=request.username,
password=request.password)

cli = ssh.invoke_shell()

cli.send('N\n")

time.sleep(0.5)

cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

cli.send('display cu\n")

time.sleep(3)

data = cli.recv(999999).decode()
ssh.close()

#IREIEIZNEEER

return get_config_pb2.Reply(message=data)

def serve():
#6Z gRPC ARSS
server = grpc.server(futures.ThreadPoolExecutor(max_workers=10))
#MEXBIBRSHERE gRPC servicer

get_config_pb2_grpc.add_get_configServicer_to_server(Display_Config(),server)

#IEaNRS =R
server.add_insecure_port('localhost:8080')
server.start()
_ONE_DAY_IN_SECONDS =60 * 60 * 24
try:

while True:

time.sleep(_ONE_DAY_IN_SECONDS)
except Keyboardinterrupt:

server.stop()
if _name__ =="_main_":
serve()

=17BRSSER, BT,
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5.3.4 BEFimst 243

import grpc
import get_config_pb2
import get_config_pb2_grpc

def run():

#ZEPIRSEBIE stub

connect = grpc.insecure_channel('localhost:8080")

stub = get_config_pb2_grpc.get_configStub(channel=connect)

#1812 stub ARIIRSZIRAY Login_info J5i%

response =
stub.Login_info(get_config_pb2.Request(host='192.168.56.100',username="'python',password="Huawei12#

$)
print (response.message)
if _name__=="_main_":
run()

ETEF, MATESMAIRE P it BFNRO. RESRETREER:
Warning: The initial password poses security risks.
The password needs to be changed. Change now? [Y/N]:N

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is 2020-01-31 15:58:01.
The last login time is 2020-01-31 15:57:20 from 192.168.56.1 through SSH.

<CE1>screen-length 0 temporary
Info: The configuration takes effect on the current user terminal interface only.
<CE1>display cu
ISoftware Version V200R005C10SPC607B607
ILast configuration was updated at 2020-01-31 15:31:54+00:00 by SYSTEM automatically
ILast configuration was saved at 2019-11-06 01:39:44+00:00
#
sysname CE1
#
device board 17 board-type CE-MPUB
device board 1 board-type CE-LPUE
#
aaa

local-user python password irreversible-cipher
$1c$cYpPW3'A21$t.+@L>Q;j,igRBE\EurN:4VsP|LeK%jBTK/]~r_>$

local-user python service-type ssh

local-user python level 3

#

authentication-scheme default

#

authorization-scheme default
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#
accounting-scheme default
#
domain default
#
domain default_admin

#

interface Vlanif1
ip address 192.168.56.100 255.255.255.0

#

interface MEth0/0/0
undo shutdown

#

interface GE1/0/0
undo shutdown

#

interface GE1/0/1
shutdown

#

interface GE1/0/2
shutdown

#

interface GE1/0/3
shutdown

#

interface GE1/0/4
shutdown

#

interface GE1/0/5
shutdown

#

interface GE1/0/6
shutdown

#

interface GE1/0/7
shutdown

#

interface GE1/0/8
shutdown

#

interface GE1/0/9
shutdown

#

interface NULLO

#

snmp-agent

snmp-agent local-engineid 800007DB03707BE82F1330

#
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snmp-agent sys-info version v3

snmp-agent group v3 dc-admin privacy read-view rd write-view wt notify-view nt
#

snmp-agent mib-view included nt iso

snmp-agent mib-view included rd iso

snmp-agent mib-view included wt iso

snmp-agent mib-view included iso-view iso

snmp-agent usm-user v3 admin

snmp-agent usm-user v3 admin group dc-admin

snmp-agent usm-user v3 admin authentication-mode sha
cipher %"\%#FQ]J>Ba"e*F{#/+rx$UUZ2A:BaG>V/LoKc8N0o%DE%N%#

snmp-agent usm-user v3 admin privacy-mode aes128
cipher %"\%#BE;j8L""EE,88ziPA'jJFW5A+EB"uqg'wdaS+Y9$F.%A%#

#

snmp-agent trap source Vlanif1

#

stelnet server enable

ssh authorization-type default aaa
#

ssh server cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr aes256_cbc aes128_cbc
3des_cbc

#
ssh server dh-exchange min-len 1024
#

ssh client cipher aes256_gcm aes128_gcm aes256_ctr aes192_ctr aes128_ctr aes256_cbc aes128_cbc
3des_cbc

#

user-interface con 0

#

user-interface vty 0 4
authentication-mode aaa
user privilege level 3

#

vm-manager

#

return

<CE1>

Process finished with exit code 0

5.4 {CABEEAT
5.4.1 IRS3E:1K15

"5 gRPC fRSSS(CIIE =1
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%—: JAR.proto EXAIIRSS . E£RkEY.py MIHFELRBEARSIM TIRSS, RFEREZIEAAED
7,

B RERSRTELIAITHEERED

F=: 1B17IRS=E

BlZ&F2E Display_Config(), #%i% get_config_pb2_grpc ZEHIEHS%.

class Display_Config(get_config_pb2_grpc.get_configServicer):

TEERE] Login_info XEX T 79 RPC RUIEKFNNTRL o

def Login_info(self, request, context):

Request RIZEHITE protocol buffers FEEN, B host. username #l password =P EtE,
I RHEW = PiRE@EIT kIS EL, B paramiko R, H4T SSH BFHESHE NS
Mg . &EEHEIERE,

#EF paramiko EHZBIRENHBIRCE
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())

ssh.connect(hostname=request.host, port=22, username=request.username,
password=request.password)

cli = ssh.invoke_shell()

cli.send('N\n")

time.sleep(0.5)

cli.send('screen-length 0 temporary\n')
time.sleep(0.5)

cli.send('display cu\n')

time.sleep(3)

data = cli.recv(999999).decode()
ssh.close()

#IRE|IEIZENEEER

return get_config_pb2.Reply(message=data)

BIIEE serve () RELHBIML gRPC BRSS, #EREOAMBHIT.
AT EENARSSEE 8080 w1, E—XRAIRIEIAARRIAIIIFILLIRC . SEFEFinEALIRSS

def serve():
#BI#E gRPC BRSS
server = grpc.server(futures.ThreadPoolExecutor(max_workers=10))
#MEXBIBRSHERE gRPC servicer
get_config_pb2_grpc.add_get_configServicer_to_server(Display_Config(),server)
#EEHARSS =5
server.add_insecure_port('localhost:8080")
server.start()
_ONE_DAY_IN_SECONDS =60 * 60 * 24
try:
while True:
time.sleep(_ONE_DAY_IN_SECONDS)
except Keyboardinterrupt:
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server.stop()
if _name__=="_main__":
serve()

5.4.2 ZFim{CHS
RS gRPC ZFIHITIER P ER:
$— QERER (stub), LUSEDRRRSS.
£ BIERBARSS®
BIRRTFIR (stub), FEFIEREIRSS T .

def run():
#2 FimSLFL stub
connect = grpc.insecure_channel('localhost:8080")
stub = get_config_pb2_grpc.get_configStub(channel=connect)

Bid stub AARSSI®AY Login_info J5i%,
AEPMAZTEEIONNS IP it BFRBEE, AIREISEHEIECE.

response =
stub.Login_info(get_config_pb2.Request(host="192.168.56.100',username="python’,password="Huawei12#
$)

print (response.message)

if _name__=="__main__":
run()

ST ALRPIERREERS SR LT, BERERESEE ik,

5.5 BEIm
gRPC BIIFAL BT A? (RIXBEIEZEI B (FERIA=?
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Telemetry BCE&E3CIE

6.1 LIS AR

HOSME—S CE12800 185, =8 IP fttlit)g 192.168.56.100, AT EIFHIREIRFHREEL
&, MESEKRET Telemetry $5:51TIHA I, REHEX CPU EERIRS IR

6.1.1 SLIG AR

o EiET Telemetry FHS&REH RS IR UIBRE
o ZEiE4J Proto WHFEMRIENITIE

6.1.2 SLIRIRE SR

(EFESe e E B ERSLIGIAE . Al PCI1E4T Python BIABRSS iR ( Attt F
192.168.56.1 ), ATHAHMHEXEIERIIRS iw ( A5 CE1 H#bit)9 192.168.56.100 ),

CE12800 Pythonf{#

=

1.BcE& CE12800,

<HUAWEI>system-view immediately

Enter system view, return user view with return command.
[HUAWEI]sysname CE1

[CE1]interface Vlanif 1

[CE1-Vlanif1]ip add 192.168.56.100 24

[CE1-Vlanif1]quit

2 BGIERNATE

BRAM CMD FONAANE CE1 RIEEMH .,
C:\Users\XXX>ping 192.168.56.100

IE7E Ping 192.168.56.100 Bf 32 FTHIIE:

SkE 192.168.56.100 MIEIS: FT5=32 AF[E=3ms TTL=255
kB 192.168.56.100 MIEIS: FT5=32 AJ[E=3ms TTL=255
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%H8 192.168.56.100 HIEIS: F5=32 Afja=2ms TTL=255
&H 192.168.56.100 KIEIE: FT15=32 AF[E=4ms TTL=255
192.168.56.100 B9 Ping FiHEE:
HIEE: BEkX =4, BRI =4, F%X =0 (0% EX%),
FIRITIERYEITAYE) (AZRD I EA):
B =2ms, &< =4ms, Y = 3ms
EEEBREI
3.18%% CE1 525k SSH E2&, A4 python, ZFRS Huaweil2#$, (8% 1.2.2)

6.2 Bo &R

6.3 fic

1. FBEWER, SeREEIRIRIES.
2. BcEIRTE Telemetry s8I TRIAIAXEE, BEXEAS. HXNRIMEXER.

3. EMTEENIZEXIN AR .proto 3214, (FREX Proto SZ{4AY/ATL: Proto LAY TETS
RERFIEE , HiREREWEPIEARSZ (http://support.huawei.com/enterprise )
HIZER AP IZEMLL (http://support.huawei.com/carrier ), IEZEEMNANSFES R
FRAS o SRR NI N ETRESRBUERI AR ANEY Proto XX {4,) ZRiF proto 4B EIIRS imE
F7Eix.

4. HmERSBIHAEE, BIFEEROREEE.

5. RIE_ EXHURINAR, EEXNAYE A EIEASHI TR .

EUEMEAY

6.3.1 A ECE

RIEAIRI SRS I =EAAE, X L5ERk Telemetry B3I A TUECE -

IR 1 #H Telemetry #E

<CE1> system-view immediately

Enter system view, return user view with return command.
[CE1] telemetry

[CE1-telemetry]

FIB D BEIREEEER

AR GIZE B FreE Dest1, HEIXBFR IP HutlkFg 192.168.56.1, #%[79 20000,

[CE1-telemetry] destination-group Dest1
[CE1-telemetry-destination-group-Dest1] ipv4-address 192.168.56.1 port 20000 protocol grpc no-tls

LB 3 EEREFIENE


http://support.huawei.com/enterprise
http://support.huawei.com/carrier
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SRFECE Telemetry BSTTIIRIFEUERT, FECERIHERRAE, HISTIFRIFR
2o ABIPBIERIELH Sensor1, FIERERFEA CPUER.

[CE1-telemetry] sensor-group Sensor1
[CE1-telemetry-sensor-group-Sensor1] sensor-path huawei-devm:devm/cpulnfos/cpulnfo

TR 4 QEHSITH

BURITIH, SEEFHDIXBEMRIHERERARITREX, STHEHE LIX . IR
¢H Dest1 51&/2884H Sensor1, FRERHEERJI 1000ms,

[CE1-telemetry]subscription Sub1

[CE1-telemetry-subscription-Sub1]destination-group Dest1
[CE1-telemetry-subscription-Sub1]sensor-group Sensor1 sample-interval 1000

Elt, REEFED BMEEEE.

6.3.2 4m1¥ proto /{4

ETRFEM .proto BIBRSZBEXHER gRPC EFiInHIIRSS 2EinAEO . RATLUEE
protocol buffer BI4miESE protoc LAR—MFFKREY gRPC Python 1&43KTR . FRIREEES
LAY protoc FHIZEE gRPC Python &4, BES(EERILISE
https://grpc.io/docs/tutorials/basic/python/,

B, FAiIER run_codegen.py BIARLRIE proto i, iEFEIGERE .proto SN
/protos B, ARIARIE—X%RiE huawei-grpc-dialout.proto. huawei-telemetry.proto #
huawei-devm.proto, WNR(FERIFEZ, nILUZIBHERERIEMN.

"""Generates protocol messages and gRPC stubs."""
from grpc_tools import protoc

protoc.main(

(

"
7

'-./protos’,

'--python_out=.",

'--grpc_python_out=.",

'./protos/huawei-grpc-dialout.proto’, #3Z{4fHg812
)

)
protoc.main(
(
'-|./protos',
'--python_out=.",

'--grpc_python_out=.",
'./protos/huawei-telemetry.proto’,



https://grpc.io/docs/tutorials/basic/python/
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protoc.main(
(
'-|./protos’,
'--python_out=.',

'--grpc_python_out=.",
'./protos/huawei-devm.proto’,

)

FRIFTERRISIE run_codegen.py BR TFARINT Python 32{4:

| run_codegen.py

| huawei_telemetry pb2 grpc.py

| huawei_telemetry pb2.py

| huawei_grpc_dialout pb2 grpc.py
| huawei_grpc_dialout_pb2.py

| huawei_devm_pb2_grpc.py

| huawei_devm_pb2.py

6.3.3 Python IRSFim5SEES

L1 =ERD:

from concurrent import futures

import time

import importlib

import grpc #pip &

import huawei_grpc_dialout_pb2_grpc #run_codegen.py %Efk
import huawei_telemetry_pb2 #run_codegen.py &%

_ONE_DAY_IN_SECONDS = 60 * 60 * 24

def serve():
#BIEE— grpc server IR
server = grpc.server(futures.ThreadPoolExecutor(max_workers=10))
#1041 huawei B9 telemetry HURSIFIRSS
huawei_grpc_dialout_pb2_grpc.add_gRPCDataserviceServicer_to_server(
Telemetry_CPU_Info(), server)
#iI% 8 socket YMfrimC
server.add_insecure_port('192.168.56.1:20000')
#/3E grpc server
server.start()
#ICAEIR AT
try:
while True:
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time.sleep(_ONE_DAY_IN_SECONDS)
except KeyboardInterrupt:
server.stop(0)

#BUEB 4% huawei_grpc_dialout_pb2_grpc 5 Servicer J5i%
class Telemetry_CPU_Info(huawei_grpc_dialout_pb2_grpc.gRPCDataserviceServicer):
def __init__(self):
return

def dataPublish(self, request_iterator, context):
for i in request_iterator:
print (‘#######RAH#H Start #H#BHHHBHHHHHH\N')
telemetry_data = huawei_telemetry_pb2.Telemetry.FromString(i.data)
print (telemetry_data)

for row_data in telemetry_data.data_gpb.row:

print (*----------------- D)
print ('The proto path is :'+telemetry_data.proto_path)
print (*----------------- D)

module_name = telemetry_data.proto_path.split('.") [0]
root_class = telemetry_data.proto_path.split('.")[1]

#oh7SINE telemetry SRENEURAIRIRARIR, A
decode_module = importlib.import_module( module_name+'_pb2')
print (decode_module)
#EMMRIETSE: getattr SRENENSIIEAVERPREIHE, ARLEMENERISTE FromString

decode_func = getattr(decode_module,root_class).FromString

print ('----------- content is ----------- \n')
# Y& row_data Y content FIIAEFEALL AR, Fiad

print (decode_func(row_data.content))

if _name__ =='_main_"

serve()

IR 2 miRsEnT:

IRERIERT, RSRGHERT.
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Run Code A4

from concurrent import futures

import time
import importlib
import grpc #pipEidE
import huawei_grpc_dialout_pbZ_grpc
import huawei_telemetry_pb2

_ONE_DAY_IN_SBECONDS = 60 * 60 * 24

def zerve():
#EIE—ferpc serveriiE

server = grpc. server (futures. ThreadPoolExecutor (max_workers=10))

i Hhuawes Bitelemetry @i IE AT AR5

huawei_grpe_dialout_pb2_srpc. add_sRPCDataserviceServicer_to_server(

Telemetry CPU_Info(), server)
P B rocket BATIR D
server. add_insecure_port (' 192. 168. 56. 1:20000° )
#E &igrpc server
server. start ()
HFE{BET T AT
try:
while True:
time. sleep (_ONE_DAY_IN SECONDS)
except KeyvboardInterrupt:
server. stop (D)

ST 3 HER:

HIESRIERBEIRISFEHEE . APILI—XiEE 5.
HUHHAHHHAINS SCArt HHHHB NS

node_id_str: "CE1"
subscription_id_str: "Sub1"
sensor_path: "huawei-devm:devm/cpulnfos/cpulnfo"
collection_id: 260
collection_start_time: 1580278055740
msg_timestamp: 1580278055824
data_gpb {

row {

timestamp: 1580278055740

content: "*\022\n\020\"\0011\010\201\200\204\010(\006\030Z0K\020\010"

}

row {
timestamp: 1580278055740

content: "*\023\n\021\"\00217\010\201\200\304\010(\006\030Z0K\020\010"

}
collection_end_time: 1580278055740

current_period: 60000
except_desc: "OK"

product_name: "CE12800"
proto_path: "huawei_devm.Devm"

run_codegen. pyAEE
codegen. pyE)
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The proto path is :huawei_devm.Devm
<module 'huawei_devm_pb2' from 'D:\\10 Python Learning\\Telemetry\\huawei_devm_pb2.py">
——————————— content is -----------

cpulnfos {
cpulnfo {

entindex: 16842753
interval: 8
ovloadThreshold: 90
position: "1"
systemCpuUsage: 6
unovloadThreshold: 75

<module 'huawei_devm_pb2' from 'D:\\10 Python Learning\\Telemetry\\huawei_devm_pb2.py'>
----------- content is -----------

cpulnfos {
cpulnfo {

entindex: 17891329
interval: 8
ovloadThreshold: 90
position: "17"
systemCpuUsage: 6
unovloadThreshold: 75

6.4 CADRET

IRSSImAVADISIE FI4RiE proto STHAERLAY Python 3214, run_codegen.py BIABIE AR MES
N, RERSSERE—EONEEZET (FHREFSRRXE ARG,

IR 1 SAER

from concurrent import futures
import time
import importlib

import grpc #pip &=

it
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import huawei_grpc_dialout_pb2_grpc #run_codegen.py &5

import huawei_telemetry_pb2 #run_codegen.py %%

SNFHAERRIFIBIER . MNRISBELRE gRPCIFSE N TSR TIE:
https://grpc.io/docs/tutorials/basic/python/

concurrent.futures {fEF LIRS IRHIZIHIZ/ B A2 .

importlib fEFRENESNER

L2 FEH

if _name__=="'__main__

serve()

BEFREEETERE . ERHFPRFAET serve()o
F£I 3 serve() B
serve() FREZRIRS SRR, HITELRRE . YIF IP IRBEFIRSBIEFSRE,

#ENZE, —X 60*60*24 7>
_ONE_DAY_IN_SECONDS = 60 * 60 * 24

def serve():

#BIEE— grpc server JWHR, RIFHEA 10 &2

server = grpc.server(futures.ThreadPoolExecutor(max_workers=10))

#EAR huawei BY telemetry URSITARSS

huawei_grpc_dialout_pb2_grpc.add_gRPCDataserviceServicer_to_server(
Telemetry_CPU_Info(), server)

#I8E socket MM

server.add_insecure_port('192.168.56.1:20000')

#I3ED grpc server

server.start()

#ILEIR MR T

try:

while True:

time.sleep(_ONE_DAY_IN_SECONDS)

except KeyboardInterrupt:

server.stop(0)

serve () BREIFHESEER futures FBITFIRSZIRIEWER A 10 BIZL&KIZE, FHIREL server,

server = grpc.server(futures.ThreadPoolExecutor(max_workers=10))

#AIEERE huawei_grpc_dialout_pb2_grpc i add_gRPCDataserviceServicer_to_server 75
%o WK Telemetry_CPU_Info()ZETEREEN . ( ILAFTF
huawei_grpc_dialout_pb2_grpc.py X4 EEEIREE )

huawei_grpc_dialout_pb2_grpc.add_gRPCDataserviceServicer_to_server(

Telemetry_CPU_Info(), server)

server()1IZ & EIFAIHBUERNIR O . AHIMERS 192.168.56.1 it SAZHAHE(S -
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server.add_insecure_port('192.168.56.1:20000')

B35 gRPC BRSS . {FF8 While BREITE time.sleep () FTBIPIFEEETT

server.start()
HELIEIA NSO
try:
while True:
time.sleep(_ONE_DAY_IN_SECONDS)
except KeyboardIinterrupt:
server.stop(0)

IR 4 KEY Telemetry £3E

serve()REHiFR T Telemetry_CPU_Info()35, BRWEBREMASCIN Telemtry EHEAIIKENFN
fET . B RERUMIIRENEUE .

#BIJFESEAR K huawei_grpc_dialout_pb2_grpc 5 Servicer 5%
class Telemetry_CPU_Info(huawei_grpc_dialout_pb2_grpc.gRPCDataserviceServicer):
def __init__(self):
return

def dataPublish(self, request_iterator, context):
for i in request_iterator:
print (‘#######RAH#H Start #HBHHHHHHHHH\N')
telemetry_data = huawei_telemetry_pb2.Telemetry.FromString(i.data)
print (telemetry_data)

Telemetry_CPU_Info()4#/%& T huawei_grpc_dialout_pb2_grpc &2 gRPCDataserviceServicer
Fi%, BARAJLAE huawei_grpc_dialout_pb2_grpc.py I4HEE .

class Telemetry_CPU_Info(huawei_grpc_dialout_pb2_grpc.gRPCDataserviceServicer):

F MR LERIEREL dataPublish(self, request_iterator, context) ,
125& Telemetry BUBRSMBINGEEEX . BIMHEXEIRTER “#u###startdt##a#” frr.

for i in request_iterator:
print (‘H######SHH##H start #H#BHHBHH##H#H D)

SRENIRIEURIBIT T2 telemetry_data £, ;T =ULAMEE(FER
huawei_telemetry_pb2.Telemetry 255h9757% FromString, FFE X% request_iterator §1
7Y data B4,

telemetry_data = huawei_telemetry_pb2.Telemetry.FromString(i.data)
print (telemetry_data)

i Telemetry_data #0TF:
HHRHHBRRAAY Start $HABHHHHHAR 1Y

node_id_str: "CE1"

subscription_id_str: "Sub1"

sensor_path: "huawei-devm:devm/cpulnfos/cpulnfo"
collection_id: 260
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collection_start_time: 1580278055740
msg_timestamp: 1580278055824
data_gpb {
row {
timestamp: 1580278055740
content: "*\022\n\020\"\0011\010\201\200\204\010(\006\030Z0K\020\010"
}
row {
timestamp: 1580278055740
content: "*\023\n\021\"\00217\010\201\200\304\010(\006\030Z0K\020\010"
}
}
collection_end_time: 1580278055740
current_period: 60000
except_desc: "OK"
product_name: "CE12800"
proto_path: "huawei_devm.Devm"

LUK Telemetry SSEEHIBRE A node_id. 1] id. AJiEES#, H data_gpb FEEZ
A row, B row FEE timestamp F content, IXEEHA1&M content BREUEETIXIR
B, BEH D,

IR 5 f#7F5 Telemetry R

AFIPEELFEEIREI CPU (SRS AT content FERTXIRE!, FTEIEXIRAY proto AR
ﬁg o

EA—REEHIEFEEZ A row, {FH for BIMEZEUNE,
for row_data in telemetry_data.data_gpb.row:
print ('---=-========---- "
print (‘The proto path is :'+telemetry_data.proto_path)
print ('-----========---- "

BEEIREIEXINAT proto_path, EIRINT:

BIXRIEAREAY proto_path siZSINEARBMER , BE5EA split() FiEE
huawei_devm.Devm %939 huawei_devm 1 Devm B NNZH 8,

module_name = telemetry_data.proto_path.split('.") [0]
root_class = telemetry_data.proto_path.split(.")[1]

#ENFSINEL telemetry SREXEUBHISIRIAELR, ANFIHR9
decode_module = importlib.import_ module( module_name+'_pb2')
print (decode_module)
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{#F3 importlib.import_module ZIZSINFEAER . HMHHERS . AEIPIER

huawei_devm_pb2,

<module 'huawei_devm_pb2' from 'D:\\10 Python Learning\\Telemetry\\huawei_devm_pb2.py'>

#TEMMEIETTE: getattr SRENGIASINEAMERFRIEIEE, BRLEIEAIFFEETSIE FromString

decode_func = getattr(decode_module,root_class).FromString

ENX—1i% decode_func, YEFBESEW huawei_devm EIEHIRRD

print ('----------- content is ----------- \n')
# 4§ row_data i content RRIABERILLTSERED, FHiat

print (decode_func(row_data.content))

REBEZMAIHI content ABWMANEILLSEH,
S TSI EIRBIURY
data_gpb {
row {
timestamp: 1580278055740
content: "*\022\n\020\"\0011\010\201\200\204\010(\006\030Z0K\020\010"
}
row {
timestamp: 1580278055740
content: "*\023\n\021\"\00217\010\201\200\304\010(\006\030Z0K\020\010"
}
}
YR
cpulnfos {
cpulnfo {
entindex: 16842753
interval: 8
ovloadThreshold: 90
position: "1"
systemCpuUsage: 6
unovloadThreshold: 75
}
}
5
cpulnfos {
cpulnfo {
entindex: 17891329
interval: 8
ovloadThreshold: 90
position: "17"
systemCpuUsage: 6
unovloadThreshold: 75
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D BIXTRIFEA row AT content,

6.5 EE

1. data_gpb FAMATNMEE LR, MEEHE?
2. AGIPIREREIEAI DR E— MR AP B HERR, RESAINEMN?
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OPS 5C58

7.1 SCUGR AR

HOSME—S& CE12800 8%, =18 IP #zht)g 192.168.56.100, MAEFEE LKL OPS
( Open Programmability System ) Ihag, EiAFEMRZENBECESUY .

7.1.1 SCIGBFR

o  TRRHTTP ERERIE,
o ZBL5Y OPS ( Open Programmability System ) FF&BES o

7.1.2 SCIOIRIR R
ALREBHINES FTP RSB/ CRERTBR FTP RSBIRE ).

{EFRtEIE B RS SCIRIME . ANSCIOAMY PCIzfT FTP BRSSE: ( AGIttbhEA
192.168.56.1 ), 3ZHEAl0 FTP =i (25 CET Hthtiby 192.168.56.100 ) [E1fRS525 &k
Python A .

CE12800 Pythonft#3

=

1.Bc& CE12800,

<HUAWEI>system-view immediately

Enter system view, return user view with return command.
[HUAWEI]sysname CE1

[CE1]interface Vlanif 1

[CE1-Vlanif1]ip add 192.168.56.100 24

[CE1-Vlanif1]quit

2 3GIERTIATE o
EFRAM CMD B AHTLE CET RIEE T

C:\Users\XXX>ping 192.168.56.100
IE7E Ping 192.168.56.100 B 32 FTHHIEIE:
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SkE 192.168.56.100 HIEIS: FT5=32 Af[E=3ms TTL=255
SkE 192.168.56.100 MIEIE: FT5=32 AJ[E=3ms TTL=255
SkE 192.168.56.100 MIEIS: F5=32 Af[E=2ms TTL=255
SkE 192.168.56.100 MIEIE: FT5=32 AJ[E=4ms TTL=255
192.168.56.100 BY Ping FiHEE

HIER: BERIX =4, EBK =4, EX =0 (0% =%),
HIRITEERYfEIHRTE (AR 0 BB

B =2ms, & =4ms, Y = 3ms

3.3k FTP BE M

<CE1>ftp 192.168.56.1
Trying 192.168.56.1 ...
Press CTRL + K to abort
Connected to 192.168.56.1.
User(192.168.56.1:(none)):

FTP iti@id .

7.2 BcE B

1. PC t4%E OPS BIZ demo.py.
2. 1% Python BIZARZIZIIRH] .
3. KEHIE1T demo.py,

7.3 BcE TR ES

7.3.1 TR

#!/usr/bin/env python
# -*- coding: utf-8 -*-

import traceback
import httplib
import string

# TEMEFE RESTIul API R92E, 1ZZEHREN T —LE75 A SRINITIESZ HTTP EERTAYIRIE . XD THIEN,
FPaILAERER .
# ZEDALUBEREER, ARFAREEN.
class OPSConnection(object):
"""Make an OPS connection instance."""

# WA, EIE— HTTP i,
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def __init_ (self, host, port=80):
self.host = host
self.port = port
self.headers = {
"Content-type": "text/xml",
"Accept": "text/xml"
}

self.conn = None

# XA HTTP &,
def close(self):

"""Close the connection
self.conn.close()

# IR RIRIRIE

def create(self, uri, req_data):
"""Create operation"™"

ret = self.rest_call("POST", uri, req_data)

return ret

# RSB RIRIRIE

def delete(self, uri, req_data):
"""Delete operation"""

ret = self.rest_call("DELETE", uri, req_data)

return ret

# BRIRERIFRE

def get(self, uri, req_data=None):
"""Get operation"""

ret = self.rest_call("GET", uri, req_data)

return ret

# BURBRIRRIE .

def set(self, uri, req_data):
"""Set operation"""

ret = self.rest_call("PUT", uri, req_data)

return ret

# EWEERNAE.
def rest_call(self, method, uri, req_data):
llllllREST Call"""

print('|----------------====m oo request: ----------------ommmommeoo

print('%s %s HTTP/1.1\n' % (method, uri))
if req_data == None:

body = ""
else:

body = req_data




S

HUAWEI

HCIP-Datacom-Network Automation Developer S35 SFAf $£68m

print(body)
if self.conn:
self.conn.close()
self.conn = httplib.HTTPConnection(self.host, self.port)

self.conn.request(method, uri, body, self.headers)
response = self.conn.getresponse()

response.status = httplib.OK # stub code

ret = (response.status, response.reason, response.read())

print('[--------=-=--=m-mm e FESPONSE; ~---mmmmmmmmmmmmmmmmmmmmmmmmemee ")
print("(HTTP/1.1 %s %s\n\n%s' % ret)

g B )
return ret

def clear_startup_info(ops_conn):
# ISERFKBENEEHI URI, URI 9 Resetful API FEEXHEENR, FRNWEENSEREH URI,
# FAPEERIELIRERYS URIHITIEN, KTFIRESIFHI URI BJS3E RESTful API,
uri = "/cfg/clearStartup”

# IBERENBERAS . Z2HAES URI BTN, RERY URI STRARRIERAS .
# FAPREREFRMERR URI IHERABTHITEN, XTFBERABHIENETSE RESTul API,
req_data =\

"'<?xml version="1.0" encoding="UTF-8"?>
<clearStartup>

</clearStartup>

# AT POST #2EIEK . uri # req_data 9iF3K URI FIiERAE . ret BEREEMINANTR,
rsp_data NERAITERFNMNETE, XTIMNEHEISINAISE RESTful APL,

# FPALWRIELIRERINIERED get OBHATIEK, FIANMERIA set()akE create() o
ret, _, rsp_data = ops_conn.create(uri, req_data)
if ret != httplib.OK:

return None

# EXIRBARFEHEERIREL

def get_startup_info(ops_conn):
# IBERRBEEAI URI, URIJ9 Resetful API FIEXHIEENR, FRIEENSRERER URI,
# FAPZERIBELIRERTS URIH1T1EL, XFIREIFAT URI B]SE RESTful API,
uri = "/cfg/startuplinfos/startupinfo"

# IEEASEERAS . ZSPOHAS URI #8XIN, AR URI N ARBEIERAS .
# FAPEZERIBESCIRERL URI SHERWNBHTER, X TFEKABFAIMEXIS3E RESTful API,
req_data =\

<?xml version="1.0" encoding="UTF-8"?>
<startuplInfo>
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</startuplnfo>

# AT GET #4EiER . uri 7l req_data J9iEK URI FIIERAS . ret HIEKREBHINANTIR,
rsp_data AERPITRRGRIMNEYE, XTINEIRFEINTSE RESTIul AP,

# FAPTLWRIBLIRERIIIERED get OV BHTIEK, FIANMERIA set()zkE create() o
ret, _, rsp_data = ops_conn.get(uri, req_data)
if ret != httplib.OK:

return None

return rsp_data

# main () REE XA TR ENTAURIE, AP RIEEIRERHITIER .

def main():

"""The main function.

# host RRIRERINE, 45T RESTful APl J9i8ZMERiERA, BENEYEY localhost”
host = "localhost"
try:

# BB HTTP &R,

ops_conn = OPSConnection(host)

# ERRNARBHEEAIRE

rsp_data = get_startup_info(ops_conn)

rsp_data = clear_startup_info(ops_conn)

rsp_data = get_startup_info(ops_conn)

# XA HTTP iEE:,
ops_conn.close()
return

except:
errinfo = traceback.format_exc()
print(errinfo)
return

if _name__=="__main_":

main()

7.3.2 &S
IR MCHRTE FTP BRSS287F9 demo.pys
THAER ftp Z PR FEILESE o

<CE1>ftp 192.168.56.1
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Trying 192.168.56.1 ...

Press CTRL + K to abort
Connected to 192.168.56.1.

220
User(192.168.56.1:(none)):admin
Enter password:

230

[ftp]lget demo.py

Warning: The file may not transfer correctly in ASCIl mode.
213 5554

200 PORT

150 starting

/ 0% [ 1

\ ’IOO% [***********]

226 Transfer complete.

BRIN &S
7.3.3 151745
I B 2T EECE OPS, AEMHUFEFRF oA NLZEEFE1T Python HIA,

<CE1>ops install file demo.py
<CE1>ops run python demo.py

|[-mmmmmm request: ------------
GET /cfg/startupinfos/startupinfo HTTP/1.1

<?xml version="1.0" encoding="UTF-8"?>
<startuplnfo>
</startuplnfo>

e FESPONSE: ---=========mmmmmmmm oo
HTTP/1.1 200 OK

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply>
<data>
<cfg xmlns="http://www.huawei.com/netconf/vrp" format-version="1.0" content-
version="1.0">
<startuplnfos>
<startuplnfo>

<position>17</position>

<nextStartupFile>cfcard:/vrpcfg.cfg</nextStartupFile>

<configedSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</con
figedSysSoft>

<curSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</curSysSo
ft>

<nextSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</nextSys
Soft>
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<curStartupFile>cfcard:/vrpcfg.cfg</curStartupFile>
<curPatchFile>NULL</curPatchFile>
<nextPatchFile>NULL</nextPatchFile>
<boardInfo>101</boardinfo>
<curPafFile>default</curPafFile>
<nextPafFile>default</nextPafFile>
</startuplnfo>
</startuplnfos>
</cfg>
</data>
</rpc-reply>

e request: ------------ |
POST /cfg/clearStartup HTTP/1.1

<?xml version="1.0" encoding="UTF-8"?>
<clearStartup>
</clearStartup>

e FESPONSE: ---=========mmmmmmmm oo
HTTP/1.1 200 OK

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply>

<ok/>
</rpc-reply>

e request: ------------ |
GET /cfg/startuplnfos/startupinfo HTTP/1.1

<?xml version="1.0" encoding="UTF-8"?>
<startuplnfo>
</startuplnfo>

[=mmmm s FESPONSE: --===== - mmmmmmmm oo
HTTP/1.1 200 OK

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply>
<data>

<cfg xmlns="http://www.huawei.com/netconf/vrp" format-version="1.0" content-

version="1.0">
<startuplnfos>
<startuplnfo>
<position>17</position>
<nextStartupFile>NULL</nextStartupFile>
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<configedSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</con
figedSysSoft>

<curSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</curSysSo
ft>

<nextSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</nextSys
Soft>

<curStartupFile>NULL</curStartupFile>

<curPatchFile>NULL</curPatchFile>

<nextPatchFile>NULL</nextPatchFile>

<boardInfo>101</boardinfo>

<curPafFile>default</curPafFile>

<nextPafFile>default</nextPafFile>

</startuplnfo>
</startuplInfos>
</cfg>
</data>

</rpc-reply>

7.4 (SRR

L1 SAER

#!/usr/bin/env python
-*- coding: utf-8 -*-

import traceback
import httplib
import string

S\ OPS INRERE(EMAVEXER . EALRIBRZAIR LZET, PCEAXERTER

EE
£ 2 main R

RIBAEHRATINE, ST main B

def main():
"""The main function."""

# host ZRIAREELE, 45T RESTful APl JiRBERER, BENEUE N localhost”,
host = "localhost"
try:

# 3B HTTP IER:,

ops_conn = OPSConnection(host)

# ERRNRERRMNERHIEE
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rsp_data = get_startup_info(ops_conn)
rsp_data = clear_startup_info(ops_conn)
rsp_data = get_startup_info(ops_conn)
# X7 HTTP &,

ops_conn.close()

return

except:
errinfo = traceback.format_exc()
print(errinfo)
return
if _name__=="_main_":
main()

main BREEEENAUES host, IRV AMIZITICHIA, 1SEAAMEAY Restful 01,

SRIGMEFR try..except. ik HE . HPES AR OPSConnection(host) 2337 HTTP i&iE, H
MRS get_startup_info(ops_conn) BREGREV Y ENE R EESE,
clear_startup_info(ops_conn) EREUBIR F—IRIZE BB E, get_startup_info(ops_conn) i
HEREERNE S EE BT

&/SVAH ops_conn.close() %] HTTP i&#E,

I 3 OPSConnection()2

# TENIEF RESTful API B92E, ZZRHREMN 7T —LEFRRHATESL HTTP IEREATAYIRMIE . 2B D THIEH,
FFRALAERER

# ZEDEILAEEOAR, ARPAREEN.

class OPSConnection(object):

"""Make an OPS connection instance.

# WAL, SUE— HTTP &,
def __init_ (self, host, port=80):
self.host = host
self.port = port
self.headers = {
"Content-type": "text/xml",
"Accept": "text/xml"

}

self.conn = None

# K HTTP &,
def close(self):

"""Close the connection
self.conn.close()

# BIEBIRBRIRIRIE.
def create(self, uri, req_data):
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"""Create operation
ret = self.rest_call("POST", uri, req_data)
return ret

# MR ERIRERE

def delete(self, uri, req_data):
"""Delete operation
ret = self.rest_call("DELETE", uri, req_data)
return ret

# BEIRERIFERE

def get(self, uri, req_data=None):
"""Get operation"""

ret = self.rest_call("GET", uri, req_data)

return ret

# (EBURERIFRE

def set(self, uri, req_data):
"""Set operation"""

ret = self.rest_call("PUT", uri, req_data)

return ret

# ZEERERSE.
def rest_call(self, method, uri, req_data):
"""REST call""

print('|----==mmmmmm oo request: -------------mmmmememooe

print('%s %s HTTP/1.1\n' % (method, uri))
if req_data == None:
body = ""
else:
body = req_data
print(body)
if self.conn:
self.conn.close()
self.conn = httplib. HTTPConnection(self.host, self.port)

self.conn.request(method, uri, body, self.headers)
response = self.conn.getresponse()

response.status = httplib.OK # stub code

ret = (response.status, response.reason, response.read())

print('|----------------===mmm oo reSponse: --------=----------------

print("(HTTP/1.1 %s %s\n\n%s' % ret)

0 T (s

return ret
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OPSConnection () iR & A tiEFT RESTful APl B9 . 1Z3EhE N T —Le A £k fTEET

HTTP ZEIZATAYRIE ( 83F GET. POST. DELETE. PUT &i8(E ), iZSHTEEN, BT
PABEZFER.

£ 4 get_startup_info() &%

IEERERIVE A RIR BN R B RIENER
def get_startup_info(ops_conn):

# IBERFRBIEEN URI, URI A Resetful APl RENXISIENR, FARANEENREARERI URI,
# FAPEZEIRIBESCIRERIT URI HTIES, XTFIREZHFAY URI TJ&%E RESTful API,
uri = "/cfg/startuplinfos/startupinfo"

R EIRVEREXI AEIRT URI,
BINAGIRGRE 7 :

FeEEE

RGEER

AILATE { CloudEngine XXX RESTful API &% ) {BNET&EIA,

B URI Faid
GET Jcfg/startupinfos/startuplnfo FHESENER.

« ERTR:

<?zml version="1.0" encoding="UTF-8"7>
<startupInfo>

{/startupInfo>

RORIEHIT GET #24E, BrLA URIESJ9/cfg/startupinfos/startupinfo,

# IBEARNBERAS .. ZEPNES URI BRI, RER URI SSRARENERAS .

# FRAPEZERIESCIRERL URI SHERNBSHTER, X TFEKABFAIMERXIS%E RESTful API,
req_data =\

<?xml version="1.0" encoding="UTF-8"?>
<startuplnfo>

</startuplnfo>

ENX req_data AEXHNEKREE . IRENEEX, HEBEKRWN L,

# WAT— GET #2{Ei5K . uri # req_data J9i53kK URI FIiERKAB . ret HiEKRZ
rsp_data AERFITERANNONEE, XFIONEIEIEIAIS% RESTul API,

ERRINRIRIR,

# AP LWRIBSEIRE RITIERED get OV BHTIEM, FIANIEEIA set()akE create() o
ret, _, rsp_data = ops_conn.get(uri, req_data)
if ret != httplib.OK:

return None

return rsp_data

ENIF URI FNiEKE, A ops_conn.get() /53X GET #24E,
FTEHEXARLEE 4get_startup_info() RHEEIIEEEE:

=1=




S

HUAWE] HCIP-Datacom-Network Automation Developer S35 SFAf 76|

[-=mmmmmm e request: ------------
GET /cfg/startuplnfos/startupinfo HTTP/1.1

<?xml version="1.0" encoding="UTF-8"?>
<startuplnfo>
</startuplnfo>

[---- === [€SPONSE; ==============cooeoooeooooeo--
HTTP/1.1 200 OK

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply>
<data>
<cfg xmlns="http://www.huawei.com/netconf/vrp" format-version="1.0" content-
version="1.0">
<startuplnfos>
<startupInfo>
<position>17</position>
<nextStartupFile>cfcard:/vrpcfg.cfg</nextStartupFile>
<configedSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</con
figedSysSoft>
<curSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</curSysSo
ft>
<nextSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</nextSys
Soft>
<curStartupFile>cfcard:/vrpcfg.cfg</curStartupFile>
<curPatchFile>NULL</curPatchFile>
<nextPatchFile>NULL</nextPatchFile>
<boardInfo>101</boardinfo>
<curPafFile>default</curPafFile>
<nextPafFile>default</nextPafFile>
</startuplnfo>
</startuplinfos>
</cfg>
</data>
</rpc-reply>
| s I
AR EIRCE SR T — RS EERE 4 cfeard:/vrpcfg.cfg.

I8 5 clear_startup_info() E#{

LR ERIFRR R BRI RNR BRIECE N .

def clear_startup_info(ops_conn):
# EERFRBEEAI URI, URI A Resetful API FEX IBIEXSR, FARINBEXNREARAI URI,
# FAPERRELIRERYS URIHITIEN, KT IREIFHI URI BJS3% RESTful API,
uri = "/cfg/clearStartup"
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RHESENE, MRMENBRTREINEINRE . FRLAXIRAY URI
"/cfg/clearStartup” .

TRBREEN 4
e URI @R
POST Jcfg/setStartup BE RAEHEREE.
POST Jcfg/deleteStartup ks R BB E S,
POST /cfg/clearStartup BH FRBHKHEE, ReAREEHETT

BRI RNE SR .

# IBEAZNIERAE . ZEHPAES URI BRI, REHI URI MRABHIERAS
# FAIPZERELIRMEMRR URI IHERABTHITIEN, XTFIERABHIELRISE RESTIul AP,
req_data =\

"'<?xml version="1.0" encoding="UTF-8"?>

<clearStartup>

</clearStartup>

TR NSRS BIREC ERIBRIE

3. B TREEEES:
L=t
<?xml version="1.0" encoding="UTF-8"7>
<clearStartup>

¢/clearStartup?

# HIT— POST #2AEiBK, uri #0 req_data 15K URI FIiE KB . ret iEREEEIAYRR,
rsp_data MERPITERSAINLRENE, X TFIMAEIRIEINEIS®E RESTful AP,

# FAPTLWRIELIRERINIERED get OBHATIEK, FIANMERIA set()akE create() o
ret, _, rsp_data = ops_conn.create(uri, req_data)
if ret != httplib.OK:

return None

RIBNEY, SRAECEXIRAY HTTP $24EA POST, &ZF OPSConnection()BRYT5i%, XM
ops_conn.create,
FEREFNT clear_startup_info() RHEBEIUTEIEER:

[=mmmm s request: ------------ |
POST /cfg/clearStartup HTTP/1.1

<?xml version="1.0" encoding="UTF-8"?>
<clearStartup>
</clearStartup>

[=mmmm s FESPONSE: --===== = mmmmmmmm oo
HTTP/1.1 200 OK

<?xml version="1.0" encoding="UTF-8"?>
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<rpc-reply>
<ok/>
</rpc-reply>

e |
HTTP i53kLEE2 POST 12B1E, WBABMECE. HTTP WAL ARIN.
BREERHUT get_startup_info () REILABEIENER

[=mmmm request: ------------
GET /cfg/startuplnfos/startupinfo HTTP/1.1

<?xml version="1.0" encoding="UTF-8"?>
<startupInfo>
</startuplnfo>

e FESPONSE; --====- === mmmm oo
HTTP/1.1 200 OK

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply>
<data>
<cfg xmlns="http://www.huawei.com/netconf/vrp" format-version="1.0" content-
version="1.0">
<startuplnfos>
<startupInfo>
<position>17</position>
<nextStartupFile>NULL</nextStartupFile>
<configedSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</con
figedSysSoft>
<curSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</curSysSo
ft>
<nextSysSoft>cfcard:/VRPV200R005C10SPC607B607D0306_ce12800.cc</nextSys
Soft>
<curStartupFile>NULL</curStartupFile>
<curPatchFile>NULL</curPatchFile>
<nextPatchFile>NULL</nextPatchFile>
<boardInfo>101</boardinfo>
<curPafFile>default</curPafFile>
<nextPafFile>default</nextPafFile>
</startuplinfo>
</startuplnfos>
</cfg>
</data>
</rpc-reply>

e |
A LAER SRiEc & TR EEIECE 4 NULL, {22820
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7.5 BEI

HENA N NEENZEE S ZTP ( Zero Touch Provisioning ). ERIVERRHTE S=EE
%% LB BEIRTSRAN—MBEINERAX G ( BIERFRE. BiEX/E. License X5, #b
T, BENNE ) B9ThEE . BB EU{a{ER OPS LI ZTP?
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8 MR E S HTSEIR

8.1 LG AA

MEEEEFRPERIDGINEFIFERERVE LR . WEATNEEE R IENEFRNIZ
BiROFRIZEREIEE, BiZRS Python JIZN, (£ Scapy EHIMEUEEIRSIHDHT, &

[ERERERE.

8.1.1 LG BFR
o LM RIIERRIECE .
® IE4E Scapy EEHRAVEARER,

8.1.2 SCIINEHS

{5/ CE12800 BN /ESFSLIOIAEE ., AMERUITE: WSIRSIM CE-A &, &%) CE-C, &
CE-B #1 CE-D #4189 10GE 1/0/16 #1 10GE 1/0/17 #pFFRITi2ESRIN6E, BRI AIE
ZiREREE2E ( Python 53 ).

Pythonfti3

L]

= WSS =a 1OGE1/0/17
e 10GE 1/0/17 10GE 1/0/17 = 10GE 1/0/16 10GE 1/0/16 G 10GE 1/0/17 —>

CE-A CE-B CE-D CE-C
1 LRI RGIE
CE12800 iZAZHRIRIIBEM V200R001CO0 WRAEELARHH TSRS, REREPAE S LRI

BE. IHEZEIFSE ( CloudEngineXXX SRR EIES-IIZEIR ) B, G ETHE,
BNAT7E CE12800 {FRITiEE &R INEE .

2.7£ CE-B EcEIRiZRIRINEE

<CE-B>system-view immediately

Enter system view, return user view with return command.

[CE-B]observe-port 2 destination-ip 10.166.231.109 source-ip 10.154.186.102 erspan-id 2
[CE-B]interface 10GE 1/0/17

[CE-B-10GE1/0/17]port-mirroring observe-port 2 both

[CE-B-10GE1/0/17]interface 10GE 1/0/16

[CE-B-10GE1/0/16]port-mirroring observe-port 2 both

[CE-B-10GE1/0/16]quit


https://support.huawei.com/enterprise/zh/doc/EDOC1100062922/ab2940d2
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A5 CE-B BY IP itbiiE 9 10.154.186.102, Python {UHBFR7EREERSHPIEYY 10.166.231.109,
3.17E CE-D EcEImiziE R IIEE o

<CE-D>system-view immediately

Enter system view, return user view with return command.

[CE-D]observe-port 3 destination-ip 10.166.231.109 source-ip 10.154.186.104 erspan-id 3
[CE-D]interface 10GE 1/0/17

[CE-D-10GE1/0/17]port-mirror observe-port 3 both

[CE-D-10GE1/0/17]interface 10GE 1/0/16

[CE-D-10GE1/0/16]port-mirror observe-port 3 both

[CE-D-10GE1/0/16]quit

Zfg7h CE-D B9 IP bl 10.154.186.104, Python {XABFRTEREESEM LA 10.166.231.109,

8.2 Bc RIS

1. PC _E4RE Python BIAN, {$FH Scapy iE, SRS ERFHHEL .
2. CE-A E{#FH ping & telnet CE-C SEAEHIEIRIZ
3. CE-A ping g}, telnet CE-C B9REIRT, 7E PC LHITHIA,

8.3 IR{EZFEF 0 EE(LHT
8.3.1 TE L

-*- coding: utf-8 -*-

from scapy.all import *
from scapy.contrib.erspan import *
import re, paramiko

# GIE=FEL, fFHY CE-B #0 CE-D HUAMISE .
interfaceConnect_CE_B = {
"10GE1/0/17": {"CE-A": "10GE1/0/17"},
"10GE1/0/14": {"CE-C": "10GE1/0/14"},
"10GE1/0/16": {"CE-D": "10GE1/0/16"},

interfaceConnect_CE_D = {
"10GE1/0/16": {"CE-B": "10GE1/0/16"},
"10GE1/0/17": {"CE-C": "10GE1/0/17"},
}

# Bl NetDevice, FBFIMR—NMEE, KEEHEXEER
class NetDevice:
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def __init_ (self, deviceName, devicelp, username, password, interfaceConnect):

self.deviceName = deviceName

self.devicelp = devicelp

self.username = username

self.password = password

self.interfaces = []

self.interfacesConnect = {}

self.macUnderlInterface = {}

self.interfaceMac = {}

try:
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh.connect(hostname=devicelp, username=username, password=password)
cli = ssh.invoke_shell()
cli.send('N\n")
time.sleep(0.5)
# BRXADRE, FaSiTEErI—FRt
cli.send('screen-length 0 temporary\n')
time.sleep(1)

except:
print("SSH EfHRE{HIEE!" format(devicelp))
raise

self.get_interfaces_info(cli)
self.get_mac_under_interface(cli)
self.interfacesConnect = interfaceConnect
ssh.close()

#

# 1EF: RBUSEFEEONE mac itblit, HHRIWEEE self.interfaces
# #0 self.interfaceMac

# S

# cli—— ssh shell 335

#

def get_interfaces_info(self, cli):
cli.send('display interface\n')
time.sleep(15)
interfaces_info = cli.recv(999999).decode()
results = re.findall(r'A(\S+) current state.*\(ifindex', interfaces_info, re.M)
if len(results) > 0:
self.interfaces = results
else:
print(";&EIREEIEO! ")

interface_mac = ["", ""]

lines = interfaces_info.splitlines()
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for i in lines:
result1 = re.search(r'A(\S+) current state.*\(ifindex', i)
if result1:
interface_mac[0] = result1.group(1)

result2 = re.search(r'Hardware address is (\S{4}-\S{4}-\S{4})', i)
if result2:
interface_mac[1] = result2.group(1)
self.interfaceMac[interface_mac[0]] = interface_mac[1]

# * * *

# 1EF: FEVNISSFEOZEIZN mac teit, FHIEEMESR self macUnderInterface
# S

#  cli —— ssh shell 35

#

def get_mac_under_interface(self, cli):
cli.send('display mac-address\n')
time.sleep(3)
mac_address_info = cli.recv(999999).decode()
cli.send('display arp\n')
time.sleep(3)
arp_info = cli.recv(999999).decode()

mac_interface = re.findall(r'A(\S{4}-\S{4}-\S5{4}) \S+ +(\S+) ', mac_address_info, re.M)
if len(mac_interface) > 0:
for i in mac_interface:
if i[1] not in self. macUnderInterface. keys():
self. macUnderInterface[i[1]] = []
self.macUnderInterfacel[i[1]].append(i[0])
else:
if i[0] not in self.macUnderInterface[i[1]]:
self.macUnderInterface[i[1]].append(i[0])
else:
print("MAC it ;@B R ")

arp_interface = re.findall(r' (\S{4}-\S{4}-\S{4}) .*D.* +(\S+)', arp_info, re.M)
if len(arp_interface) > 0:
for i in arp_interface:
if i[1] not in self. macUnderInterface. keys():
self.macUnderInterface[i[1]] = []
self.macUnderInterfacel[i[1]].append(i[0])
else:
if i[0] not in self.macUnderInterface[i[1]]:
self.macUnderInterface[i[1]].append(i[0])
else:
print("ARP RILRA&ISERI. ")
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# « R
# B HIMRNEBRERIRE
# S
# packet_info —— RIS
# RENE:
#  True/False
#

def is_to_device(self, packet_info):
for key in self.interfaceMac.keys():
# MAC HBHEATAER 08e8-4f6e-0516, 08:e8:4f:6€:05:16 XFEFHED, ITE— FEEHaE##1THL
3%
if re.sub(r'[-:]", "", packet_info.get("macDst")) == re.sub(r"[-:]", "",
self.interfaceMac.get(key)):
return True

return False

#
# ER: RN EERANRERIXTEE
# SH:
#  packet_info — IRX(EE
# RENE:
#  True/False
#
def is_from_device(self, packet_info):
for key in self.interfaceMac.keys():
# MAC 4t FTAER 08e8-4f6e-0516, 08:e8:4f:6€:05:16 iXFRFAET, XIEM— FEERBHTLL

L3
if re.sub(r"[-:]", "", packet_info.get("macSrc")) == re.sub(r"[-:]", "",
self.interfaceMac.get(key)):
return True

return False

#

# {EM: FREURAZORMIHISSEED, FHREZIZRE
# ¥

#  packet_info — BI(EE

# IRENE:

#  packet_path

#  [{"CE1": "interfacel"},

# {"CE2": "interface2"}]

# RIS ISR CE1 B interface HAZNIZEE CE2 B9 interface2

#

def in_device_path(self, packet_info):
# RN HImR B RIXRIEERER
packet_path_out = {}
# RN RN EERRIEERER
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packet_path_in = {}

interface = ""

for key in self.macUnderInterface.keys():
macs = self. macUnderlInterface.get(key)
for i in range(len(macs)):

macs[i] = re.sub(r"[-:]", "", macs[i])
if re.sub(r'[-:]", "", packet_info.get("macSrc")) in macs:
interface = key
break
if interface =="":

raise Exception(‘1RXEIRE LEAZINEDO, IRXEE: \n{} .format(packet_info))

if interface not in self.interfacesConnect:
raise Exception("i€&{HE;&BEXimEZE X iRiE(SE format(interface))

for key, value in self.interfacesConnect.get(interface).items():
packet_path_out[key] = value

packet_path_in[self.deviceName] = interface
return [packet_path_out, packet_path_in]

#

# {EM: FEURNHIEORIRESEEO, HROIZERER
# ¥

#  packet_info —— 1RIZ(ER

# RENF:

#  packet_path

#  [{"CE1" "interfacel"},

# {"CE2": "interface2"}]

#  BRIBSIMARIHIRE CE1 B interface1 A HFIiHIEES CE2 BY interface2

#

def out_device_path(self, packet_info):
# RN ARIFRERENERER
packet_path_out = {}
# R EmR EEWRIERER
packet_path_in = {}

interface =

for key in self.macUnderInterface.keys():
macs = self. macUnderInterface.get(key)
for i in range(len(macs)):

macs[i] = re.sub(r"[-:]", "", macs[i])

if re.sub(r'[-:]", "", packet_info.get("macDst")) in macs:
interface = key
break
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if interface ==

raise Exceptlon(ﬂiSZT“ RELHAZEEO, RXER

if interface not in self.interfacesConnect:

: \n{}.format(packet_info))

raise Exception (iR E{HEOiREimEE N TixiEEE " format(interface))

for key, value in self.interfacesConnect.get(interface).items():

packet_path_in[key] = value

packet_path_out[self.deviceName] = interface
return [packet_path_out, packet_path_in]

#

# (EF: FREEHERFREPFBEGRIRT
# 2.

# flwo_info — FEHEREFNREER
# mirror_packets —— FTESIZIRX

# IR[E1E:

# flow_packets — SFEEHHIEFRREEXAEZIEX
#
def get_flow_packets(flow_info, mirror_packets):

flow_packets = []
for packet in mirror_packets:
if packet["ipSrc"] != flow_info["ipSrc"]:
continue
elif packet["ipDst"] != flow_info["ipDst"]:
continue
elif packet["ipProto"] != flow_info["ipProto"]:
continue

if flow_info["ipProto"] == "icmp":
flow_packets.append(packet)
continue

elif flow_info["ipProto"] == "tcp" or flow_info["ipProto"] == "udp":
if flow_info["portSrc"] != "any" and packet["portSrc"] != flow_info["portSrc"]:

continue

elif flow_info["portDst"] != "any" and packet["portDst"] != flow_info["portDst"]:

continue
else:
flow_packets.append(packet)
return flow_packets

#
# EFA: FIMRmNISRRESESE
# S
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# pathl — BRIZRR 1
# path2 — BRIZER2
# R[EE:
#  True/False
#

def is_equal_path(path1, path2):
for i in range(len(path1)):
if path1[i] != path2[i]:
return False
return True

#

# (A BE— M ERRESHEHTERNER

# S

#  path_section —— IRXEEHEMEIERGIREZHEEERARMAY list
# IR[EHE:

# path — REER

#

def integrate_path(path_section):
# £B& path_section FHIESIRRER
path_section_norepetition = []
path_section_norepetition.append(path_section[0])
for k in range(len(path_section)):
flag = False
for h in path_section_norepetition:
if is_equal_path(h, path_section[k]):
flag = True
break
if not flag:
path_section_norepetition.append(path_section[k])
path =[]
path.append(path_section_norepetition[0][0])
path.append(path_section_norepetition[0][1])
del path_section_norepetition[0]
while len(path_section_norepetition) > 0:
last_device = list(path[len(path)-1].keys())[0]
for i in range(len(path_section_norepetition)):
if last_device in path_section_norepetition[i][0]:
path.append(path_section_norepetition[i][0])
path.append(path_section_norepetition[i][1])
del path_section_norepetition[i]
break

if len(path_section_norepetition) == 0:
break

first_device = list(path[0].keys())[0]
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for j in range(len(path_section_norepetition)):
if first_device in path_section_norepetition[j][1]:
path.insert(0, path_section_norepetition[j][1])
path.insert(0, path_section_norepetition[j][0])
del path_section_norepetition[j]
break
return path

#
# {ER: BIRSOBEEFTEN TR
# S
# path — GERNTEEEM list
# RENE:
# None
#
def print_path(path):
path_str=""
i=0
while i < len(path):
if i ==0:

for key, value in path[i].items():

path_str += key + "(" + value + ")"
elif i == len(path) - 1:
for key, value in path[i].items():
path_str +=" ---> (" + value + ")" + key
else:
for key, value in path[i].items():
path_str +=" ---> (" + value + ")" + key
if list(path[i]l.keys())[0] in path[i+1]:
for key, value in path[i+1].items():
path_str +="(" + value + ")"
i+=1
i+=1

print(path_str)

# ER: HEFHTENREER

# B

# flwo_info — FBEHHEERNRSEE
# mirror_packets — FREHBZIRY

# devices —— FTERBIZIEEGRINEE

# IR[ENE:
# None
# nnnnn * kkkkkkkkkk

def path_calc(flow_info, mirror_packets, devices):

# ATREE—RIRXER
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path_section =[]
flow_packets = get_flow_packets(flow_info, mirror_packets)
for packet in flow_packets:
for device in devices:
if device.is_to_device(packet):
path = device.in_device_path(packet)
path_section.append(path)
elif device.is_from_device(packet):
path = device.out_device_path(packet)
path_section.append(path)
path = integrate_path(path_section)
print_path(path)

#
# (B ERAFBARZHTEREIRENATAERER
# B
None
IR[EHE:
flwo_info —— REAITTAHES, EHIL0:
flow_info = {
"ipSrc™: "10.1.12.2",
"ipDst": "192.168.2.2",
"ipProto": "tcp",
"portSrc": 23,
"portDst": "any",

H*

HOH OB OH OH OH OB R OB W

def input_flow_info():
flow_info = {} # FRHEEHTREFZTBIRERTARER
input_str = input("BEWMABITERZNRERTTAER R IP, B IP MY RiROS, BiNiKOS):")
input_list = input_str.split(","
flow_info["ipSrc"] = input_list[0].strip()
flow_info["ipDst"] = input_list[1].strip()
flow_info["ipProto"] = input_list[2].strip()

flow_info["portSrc"] =
flow_info["portDst"] = ""
if flow_info["ipProto"] == "tcp" or flow_info["ipProto"] == "udp":
portSrc = input_list[3].strip()
if portSrc !="any":
flow_info["portSrc"] = int(portSrc)
else:

flow_info["portSrc"] = "any"

portDst = input_list[4].strip()

if portDst != "any":
flow_info["portDst"] = int(portDst)

else:
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flow_info["portDst"] = "any"
return flow_info

#
# {ER: (EF scapy EHINE, FHREMKRGAIWSIRIUER
# S
# None
# IRENE:
#  packinfolist -- 35k, FRHIRGRRANSRIEE
#
def packets_capture():

# {EFE sniff SKEEIRIRE - sniff BY iface SHEIRIESLFRHITIMERNEOIER

mirrorPackets = sniff(filter = 'ip proto 47', iface = 'Realtek 8822CE Wireless LAN 802.11ac PCI-E NIC',
timeout = 30)

# ENZE packinfolist, FFEFR#EENWSIRER
packinfoList = []
grePackets =[]
for packet in mirrorPackets:
if packet.haslayer(GRE):
# FIBT GRE JREBHMUEE = ERSPAN
if packet[GRE].proto == 0x88be:
packinfo = {
"macSrc": "",
"macDst": "",
"ipSrc": ",
"ipDst": "",
"ipProto™: "",
"portSrc": "",
"portDst": "",
}
erspanPack = packet[GRE][1] # ¥KBEY GRE PJ/2HY ERSPAN B3
etherPack = erspanPack[1] # ¥KEY ERSPAN &332 A EHRY Ethernet 1

macSrc = etherPack.src

macDst = etherPack.dst

if etherPack.type != 0x0800:
continue

ipPack = etherPack[1] # ¥KBY Ethernet &32_EERY IP 3R

ipSrc = ipPack.src

ipDst = ipPack.dst

ipProto = ""

# WRZ icmp IR

if ipPack.proto == 1:
ipProto = "icmp"

elif ipPack.proto == 6:
ipProto = "tcp"
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packinfo["portDst"] = ipPack[1].dport
packinfo["portSrc"] = ipPack[1].sport
else:
# XIBFERLME icmp HRIZFD tep IR, FFEBEHENN udp
continue
packinfo["macSrc"] = macSrc
packinfo["macDst"] = macDst
packinfo["ipSrc"] = ipSrc
packinfo["ipDst"] = ipDst
packinfo["ipProto"] = ipProto
if packinfo not in packinfolList:
packinfoList.append(packinfo)
return packinfoList

# FERE
def main():
flow_info = input_flow_info()
packinfoList = packets_capture()
devices =[]
CE_B = NetDevice("CE-B", "10.154.186.102", "python", "Huawei12#$", interfaceConnect_CE_B)
CE_D = NetDevice("CE-D", "10.154.186.104", "python", "Huawei@1234", interfaceConnect_CE_D)
devices.append(CE_B)
devices.append(CE_D)
path_calc(flow_info, packinfoList, devices)

if _name__=="__main__":

main()

8.3.2 IREL
ARELIGMER ping # telnet AT TR SSHRSC . CE-A 10GE 1/0/17 #2 IP itk )9
192.168.2.2, CE-C 10GE 1/0/17 # IP #tbi1t 9 10.1.14.1,
1. CE-A ping CE-C, RIRITEAME PCIEfTRHIA,
2. CE-A telnet CE-C, REIRSTEAMME PCIZfTHIA

8.3.3 IZ{THER
1. M CE-A ping CE-C iRERZ,
icmp echo request 3RIZIZR:

C:\Users\Anaconda3\python.exe D:/pyworkspace/scapy_expriment/mirrorAnalyse.py
IFRAZITERZIRERTAER (R IP,BRY IP MY RIKOS, BA%GS):192.168.2.2, 10.1.14.1, icmp

CE-A(10GE1/0/17) ---> (10GE1/0/17)CE-B(10GE1/0/16) ---> (10GE1/0/16)CE-D(10GE1/0/17) --->
(10GE1/0/17)CE-C

Process finished with exit code 0

icmp echo relpy #R3ZE&1R:
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C:\Users\Anaconda3\python.exe D:/pyworkspace/scapy_expriment/mirrorAnalyse.py
BEMAZTERRIRERTEEEGE IP,BRY IP MY RROS, BRYi%OS):10.1.14.1, 192.168.2.2, icmp

CE-C(10GE1/0/17) ---> (10GE1/0/17)CE-D(10GE1/0/16) ---> (10GE1/0/16)CE-B(10GE1/0/17) --->
(10GE1/0/17)CE-A

Process finished with exit code 0
2. M CE-A telnet CE-C REIRZ,
client 2| server RS IRR:

C:\Users\Anaconda3\python.exe D:/pyworkspace/scapy_expriment/mirrorAnalyse.py
EMAZITEERFEIRERTTEEE (R IP,BRY IP Y RiwOS, Ba%in[S):192.168.2.2, 10.1.14.1, tcp,
any, 23

CE-A(10GE1/0/17) ---> (10GE1/0/17)CE-B(10GE1/0/16) ---> (10GE1/0/16)CE-D(10GE1/0/17) --->
(10GE1/0/17)CE-C

Process finished with exit code 0
server &l client IR &R

C:\Users\Anaconda3\python.exe D:/pyworkspace/scapy_expriment/mirrorAnalyse.py
FRAZITEREINRERTAGER (R IP,BRY IP MY Rk S, BA%iKS):10.1.14.1, 192.168.2.2, tcp, 23,
any

CE-C(10GE1/0/17) ---> (10GE1/0/17)CE-D(10GE1/0/16) ---> (10GE1/0/16)CE-B(10GE1/0/17) --->
(10GE1/0/17)CE-A

Process finished with exit code 0

8.4 {CIRfEHT
ST

WMARER
TAER

me

RERINRE
RIS

HERERE

Frigt

L], SAER
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from scapy.all import *
from scapy.contrib.erspan import *
import re, paramiko

SNHIARFRFER, FAPFEE ssh BRMNKILE, REFRIBXEE . BEit, SAre,
paramiko &R,

J’HHR 2 iE %qﬁ.l_.HI:llu

# GUEE=FEL, fFAY CE-B #0 CE-D HUAMIEE .

interfaceConnect_CE_B = { # Z+7~ CE-B 881 10GE1/0/17 EOXiRE
"10GE1/0/17": {"CE-A": "10GE1/0/17"}, # CE-AZ28H9 10GE1/0/17 =0, LALLSEHE,
"10GE1/0/14": {"CE-C": "10GE1/0/14"},
"10GE1/0/16": {"CE-D": "10GE1/0/16"},

interfaceConnect_CE_D = {
"10GE1/0/16": {"CE-B": "10GE1/0/16"},
"10GE1/0/17": {"CE-C": "10GE1/0/17"},
}

MEERIR ERVEMERFEENESEIMAS, tERERFNFEER.

LR 3 63 NetDevice 2

NetDevice ZEHEN T 6 MRBHEFAIGE, D5I=Z get_interfaces_info,
get_mac_under_interface, is_to_device, is_from_device, in_device_path #[
out_device_path,

1. NetDevice £, FHFXIMNEIREHITHSR

# B NetDevice, ATFHR—MRE, KBEBXER

class NetDevice:

def __init__(self, deviceName, devicelp, username, password, interfaceConnect):

self.deviceName = deviceName

self.devicelp = devicelp

self.username = username

self.password = password

self.interfaces = []

self.interfacesConnect = {}

self.macUnderInterface = {}

self.interfaceMac = {}

try:
ssh = paramiko.client.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh.connect(hostname=devicelp, username=username, password=password)
cli = ssh.invoke_shell()
cli.send('N\n')
time.sleep(0.5)
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# GRXADRE, FaITEEaTLl—FHt
cli.send('screen-length 0 temporary\n')
time.sleep(1)

except:
print("SSH EfHRE{HINEE!" format(devicelp))
raise

self.get_interfaces_info(cli)
self.get_mac_under_interface(cli)
self.interfacesConnect = interfaceConnect
ssh.close()

2. get_interfaces_info F5i% . %A IRENMLZIZEF1ZORY Mac bk,

#

# VEF: SRENRSEFEZEORE mac iblt, H4BIMEEZ! self.interfaces
# #0 self.interfaceMac

# ¥

# cli — ssh shell 345

#

def get_interfaces_info(self, cli):
cli.send('display interface\n')
time.sleep(15)
interfaces_info = cli.recv(999999).decode()
results = re.findall(r'A(\S+) current state.*\(ifindex', interfaces_info, re.M)
if len(results) > 0:
self.interfaces = results
else:
print(";RBERENEEO! )

interface_mac = ["", ""]
lines = interfaces_info.splitlines()
for i in lines:
result1 = re.search(r'A(\S+) current state.*\(ifindex’, i)
if result1:
interface_mac[0] = result1.group(1)

result2 = re.search(r'Hardware address is (\S{4}-\S{4}-\S{4})', i)
if result2:
interface_mac[1] = result2.group(1)
self.interfaceMac[interface_mac[0]] = interface_mac[1]

3. get_mac_under_interface 75i% . %2R REIM Mg &FiEOFIZIRY Mac bk,

# B HFEUNISEIEOZEIZIM mac ibtik, HIEEMEZ self macUnderInterface
# S

#  cli — ssh shell 395

#
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def get_mac_under_interface(self, cli):
cli.send('display mac-address\n')
time.sleep(3)
mac_address_info = cli.recv(999999).decode()
cli.send('display arp\n')
time.sleep(3)
arp_info = cli.recv(999999).decode()

mac_interface = re.findall(r'A(\S{4}-\S{4}-\S{4}) \S+ +(\S+) ', mac_address_info, re.M)
if len(mac_interface) > 0:
for i in mac_interface:
if i[1] not in self.macUnderInterface. keys():
self.macUnderInterface[i[1]] = []
self.macUnderInterfacel[i[1]].append(i[0])
else:
if i[0] not in self.macUnderInterface[i[1]]:
self.macUnderInterface[i[1]].append(i[0])
else:
print("MAC ttititF;8EERIR! ")

arp_interface = re.findall(r' (\S{4}-\S{4}-\S{4}) .*D.* +(\S+)', arp_info, re.M)
if len(arp_interface) > 0:
for i in arp_interface:
if i[1] not in self. macUnderInterface. keys():
self.macUnderInterface[i[1]] = []
self.macUnderInterface[i[1]].append(i[0])
else:
if i[0] not in self. macUnderInterface[i[1]]:
self.macUnderInterface[i[1]].append(i[0])
else:
print("ARP RIUZBMERIT, ")

4. is_to_device 57X, ZI3iAERZBITEARENSBARN SN 2B RRERIRMEZIRE
1Y, EWSSIRMATERI MAC it R R FAMMZIRERT MAC HillE, NTARIZIRNERIXEIA

LR EEHY o

#
# ER: IR B RIEIIRE
# S

# packet_info — IRX(SE
# RENE:

#  True/False

#
def is_to_device(self, packet_info):

for key in self.interfaceMac.keys():
# MAC H#EtIFATRES 08e8-4f6e-0516, 08:e8:4f:6€:05:16 XFFHIETL, IEM— FiLiRBEiRTLL
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if re.sub(r'[-:]", "", packet_info.get("macDst")) == re.sub(r"[-:]", "",
self.interfaceMac.get(key)):
return True

return False

5. is_from_device 3% 1% iAERZRIGERERERFIMN SR EGEMNEAMERELR
HAY. FISEZIRATIR MAC iR BT AMEIRER MAC HEtiE, WEIASIZIRSCZ NS RIES
3=y dunl= 8

#
# ER: ¥R EERANRERIEHE
# S
# packet_info — IRX(EE
# RENE:
#  True/False
#
def is_from_device(self, packet_info):
for key in self.interfaceMac.keys():
# MAC Hb3IERTRER 08e8-4f6e-0516, 08:e8:4f:6€:05:16 IXFEFHIET, WTEUM— FiEHamit1THL

5y
if re.sub(r'[-:]", "", packet_info.get("macSrc")) == re.sub(r"[-:]", "",
self.interfaceMac.get(key)):
return True
return False

6. in_device_path 75i%. ZFERITEWSRIAEZIAMBZZENER, RIEZ2BEXTRE
MAC it &3 MAC it 3RF0 ARP RIFEIZIRMEMNBMEZOF AR NZIZERY, BREEA
WS B ET IR ERIED . MAMEIZEN CE2, WEIREMIRE CET HY GE 1/0/0 &i%
ZJ CE2 B9 GE1/0/2, W in_device_path £it&EHE&{E CE1(GE1/0/0) ---> (GE1/0/2)CE2,

#

# {EF: SREURAZEORIIHIESEED, FHREIZIERE
# S

# packet_info —— BI(EE

# IRENE:

#  packet_path
#  [{"CE1" "interfacel"},
# {"CE2": "interface2"}]
#  RBSIMNIRISE CE1 /Y interfacel NS CE2 BY interface2
#
def in_device_path(self, packet_info):
# RN HImR B RIXRIERER
packet_path_out = {}
# RN ARIRREEWAIBERER
packet_path_in = {}
interface = ""

for key in self.macUnderInterface.keys():
macs = self. macUnderInterface.get(key)
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for i in range(len(macs)):

macs[i] = re.sub(r"[-:]", "", macs[i])
if re.sub(r"[-:]", "", packet_info.get("macSrc")) in macs:
interface = key
break
if interface =="":

raise Exceptlon(ﬂiSU_lﬁ EERARIANEO, IREE: \n{} .format(packet_info))

if interface not in self.interfacesConnect:
raise Exception("I8&E{HEOEBXImEZE M iniZ(SE " format(interface))

for key, value in self.interfacesConnect.get(interface).items():
packet_path_out[key] = value

packet_path_in[self.deviceName] = interface
return [packet_path_out, packet_path_in]

7. out_device_path 5i%. ZRHESITENEAMEZRF AL SZIEXEER, FRIERBEIEXE

89 MAC ittt & MAC HELERFN ARP RIAEIZIRENAMEZ BN EOA LD, BIRE

ﬂﬂ{nluﬁﬁmihﬁ”ﬁ&%&}zﬂ MARLZIRE S CET1, BRI EMNIEE CE1 B9 GE 1/0/0 &
%% CE2 B9 GE1/0/2, M out_device_path £it+&HE&{E CE1(GE1/0/0) --->

(GE1 /0/2)CE2,

#

# {EF: SREURS HEORIRIESEED, FHREIZIERE
# ¥

# packet_info — BIZ(EE

# IRENE:

#  packet_path

#  [{"CE1" "interfacel"},

# {"CE2": "interface2"}]

#  RRMNARIFIEE CE1 BY interfacel R HRIRTIRIESE CE2 HY interface2

#

def out_device_path(self, packet_info):
# RN ARIFRERENEERER
packet_path_out = {}
# RAEIRR EREWAIBEER
packet_path_in = {}

interface = ""

for key in self.macUnderInterface.keys():
macs = self. macUnderInterface.get(key)
for i in range(len(macs)):

macs[i] = re.sub(r"[-:]", "", macs[i])

if re.sub(r'[-:]", "", packet_info.get("macDst")) in macs:
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interface = key
break

if interface =="":

raise Exception (1R ERE LA ZIHZEO, IRXEE: \n{} format(packet_info))

if interface not in self.interfacesConnect:
raise Exception (1B {HEiREXimEE R TimiEE 8 format(interface))

for key, value in self.interfacesConnect.get(interface).items():
packet_path_in[key] = value

packet_path_out[self.deviceName] = interface

return [packet_path_out, packet_path_in]

T4 mARERTAER

input_flow_info 75iZ R mAFBAZTEITERZIRENATAEER, HFHE flow_info 32
SFHiRME,

#
# 1B RO AFPBASEHTEREZIRENATARER
# S
None
RENE:
flwo_info — RERTAHEE, EFIE0:
flow_info = {
"ipSrc": "10.1.12.2",
"ipDst": "192.168.2.2",
"ipProto": "tcp",
"portSrc": 23,
"portDst": "any",

H*

HOH OH OB K H K R K R

def input_flow_info():
flow_info = {} # FRHEEHTREFZTBIRERTARER
input_str = input("EWMABITERENRERTTAER R IP, B IPINY RiROS, BiimOS):")
input_list = input_str.split(","
flow_info["ipSrc"] = input_list[0].strip()
flow_info["ipDst"] = input_Llist[1].strip()
flow_info["ipProto"] = input_list[2].strip()

flow_info["portSrc"] =
flow_info["portDst"] = ""
if flow_info["ipProto"] == "tcp" or flow_info["ipProto"] == "udp":
portSrc = input_list[3].strip()
if portSrc !="any":
flow_info["portSrc"] = int(portSrc)
else:




S

HUAWEI

HCIP-Datacom-Network Automation Developer S35 SFAf $£99m

flow_info["portSrc"] = "any"

portDst = input_list[4].strip()
if portDst != "any":
flow_info["portDst"] = int(portDst)
else:
flow_info["portDst"] = "any"
return flow_info

£IR 5 Scapy il
packets_capture 73i%&{$F Scapy t&HRAY sniff EREUMENERIRSZ, FHEENEITERW SR
TRE MACHBiE, B IP ik, Y, IREROSES, FE packinfolist TEFFIR[E],

EZ scapy IBXBARESEER X,
https://scapy.readthedocs.io/en/latest/introduction.html,

#

# {EF: {6 scapy IBHINE, FHEEWREEGNWSIRXER
# S

# None

# IR[EHE:

#  packinfolist -- 33, FHHEEGRINSIENER

#

def packets_capture():

# {EF sniff SREVBZRE . sniff BY iface SHBIRIBLIRATMEAYEOIEK

mirrorPackets = sniff(filter = 'ip proto 47', iface = 'Realtek 8822CE Wireless LAN 802.11ac PCI-E NIC'
timeout = 30)

# EXZE packinfolist, FFEFRIREEILSIRMER.
packinfoList = []
grePackets =[]
for packet in mirrorPackets:
if packet.haslayer(GRE):
# FIB GRE eEMUEE = ERSPAN
if packet[GRE].proto == 0x88be:
packinfo = {
"macSrc": "",
"macDst": "",
"ipSrc": "",
"ipDst": "",
"ipProto™: "",
"portSrc™: "",
"portDst": "",
}
erspanPack = packet[GRE][1] # ¥XEY GRE FJ/EAY ERSPAN R

etherPack = erspanPack[1] # ¥KEY ERSPAN &2 EHRY Ethernet 1

’



https://scapy.readthedocs.io/en/latest/introduction.html
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macSrc = etherPack.src
macDst = etherPack.dst
if etherPack.type != 0x0800:
continue
ipPack = etherPack[1] # ¥KEY Ethernet IR EERY IP IR
ipSrc = ipPack.src
ipDst = ipPack.dst
ipProto = ""
# W icmp IRX
if ipPack.proto ==
ipProto = "icmp"
elif ipPack.proto ==
ipProto = "tcp"
packinfo["portDst"] = ipPack[1].dport
packinfo["portSrc"] = ipPack[1].sport
else:
# XIBFERLMIE icmp IRICHD tep IR, FEEENN udp
continue
packinfo["macSrc"] = macSrc
packinfo["macDst"] = macDst
packinfo["ipSrc"] = ipSrc
packinfo["ipDst"] = ipDst
packinfo["ipProto"] = ipProto
if packinfo not in packinfolList:
packinfoList.append(packinfo)
return packinfoList

LTI 6 main Bk

main FiETEREEFFHEL, X0 RBLiEREFPMAESEHERFORERTTARE
2, B Scapy #1178, 2EXMNEPFE— P HBIEZEEINEEINREH T, H
EWENN%WE§EW$Mﬁdwm5“E¢Ipmhmkﬁiumiﬁmﬂmm,%ﬁm
WEIRER, ARTERGIEEHISH, TREHREREH M.

def main():
flow_info = input_flow_info()
packinfolist = packets_capture()
devices =[]
CE_B = NetDevice("CE-B", "10.154.186.102", "python", "Huawei12#$", interfaceConnect_CE_B)
CE_D = NetDevice("CE-D", "10.154.186.104", "python", "Huawei@1234", interfaceConnect_CE_D)
devices.append(CE_B)
devices.append(CE_D)
path_calc(flow_info, packinfolist, devices)

if _name__=="__main__

main()
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8.5 BEM

AL BT LRV SZIRIGEREE MAC HEIESMEIRER MAC #IIHER, RIREIREZIZHY
MERFIFEOER, EBIEK MAC ISR ARP RIS RHERNENEOER, FE
HHIRATAIRE, EAMARRSENE, FMBEREHIREMNEIRER MAC HEIEZRF ARP X(E
=2, HAE MAC HBIESRFN ARP RAJRES R LT . BRERAEE BB ERRYTS ERESS
R ERFINERE R EOER
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BHD £ Y > |
HEEMSEEE

( SSH SCI% ) & ==:
AT LAMSEFTBIASCIL{EM SSH BR 2 AR aERE.

{ SNMP BEILECESLE ) SEEZE:
1.EENEH, LR,
2. RJLMERZ %R, 152% ( Python fRizEMt ) HHNETS,

{ NETCONF EgESLIE ) 2EEE:
14EA if _name__ =="'__main__'{EFARHICBHEIEERENNT, HARRAERIT,
2.NETCONF &ifJ3i52 YANG, SNMP EifFRI%&2ZE MIB,

(BeEXHXILLL ) SEER:

1.8& o

2 BFREEBO AR LARIRITRERY R AL, WENBCEFREECEINRGER -
3.5| \RJEIERSCINERTTNAE; 5 NETCONF B ASBERENR S ECE 4 o

{ gRPC iIZfZEIBACESLL ) SEEER:
B

{ Telemetry ECESLIE ) SEEE:
1.2 EIRIT A ISR T gRPC [E45SCIE IS RA01EH

2 RIEESLAIMBNAFRR, IS RIEERLNE R L ELIERK ST . BiE I
SR 2T, FENWERR .

(OPs =Lt ) SEEE:

8% ZTP 2 miReE ( BECESHFHEAN U &) M DHCP BRSSERALIRENIGET IP FISZ4ARSS 25
HUHER, ABEMHIRSSSIRSEEMA (boot.py ), REEITUMIA , MAPTIILZEY]
YR iERINRE, BIANERERA . EEREN M. BCE IP IS,

(MEBREHITLI ) SEER:

WEIRFAERE=BTEREN, UJLUSE=RITEREIRS erspan-id, aalT
observe-port [ observe-port-index ] [ interface interface-type interface-number ]
destination-ip dest-ip-address source-ip source-ip-address [ dscp dscp-value ]

[ erspan-id erspan-id ], erspan-id S¥EIIRAERFIRNY P, AFXOARRBRERSE, B
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BESEERE 0~1023, AJLAFIF erspan-id SRIAEMIREA SR ISR ERIZEOE
Bo MMAFALE, CE-BIniZHRINAEaIBCENT:

<CE-B>system-view immediately

Enter system view, return user view with return command.

[CE-B]observe-port 1 destination-ip 10.166.231.109 source-ip 10.154.186.102 erspan-id 1
[CE-B]observe-port 2 destination-ip 10.166.231.109 source-ip 10.154.186.102 erspan-id 2
[CE-B]observe-port 3 destination-ip 10.166.231.109 source-ip 10.154.186.102 erspan-id 3
[CE-B]observe-port 4 destination-ip 10.166.231.109 source-ip 10.154.186.102 erspan-id 4
[CE-B]interface 10GE 1/0/17

[CE-B-10GE1/0/17] port-mirroring observe-port 1 inbound

[CE-B-10GE1/0/17] port-mirroring observe-port 2 outbound

[CE-B-10GE1/0/17]interface 10GE 1/0/16

[CE-B-10GE1/0/16] port-mirroring observe-port 3 inbound

[CE-B-10GE1/0/16] port-mirroring observe-port 4 outbound

[CE-B-10GE1/0/16]quit

EPITRIITIZEGIRSIHAY erspan-id 5 2, BIAIFAESEIRSIEM CE-B A9 10GE1/0/17
outbound A RE&IEL XA

CE-D Izt2 & INEEBCE , erspan-id ATLABYES 5~8, BAAECERE . FE1RE[Y erspan-id BY
BEEARER, FFLAUET erspan-id thEIEMTE 7 IRNZITHIMEZIRE
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ER

BWRBN=m, REFBFUEFNIZENLNTRLERMERVIR , A XREFHERA 25
FHoTm, BREFIFEATRFTELNUIHIEACBEZA. RIESASZSHEIE , £
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HT~mRAARREMRER , AXEANBRLTERHITEH. BRIFSHAE , AN
FERERES  AXEPNABERRR, EEMEVA AR REE R ER,

HARARBRLF
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HEANLTANREER
IRRFE © £ RBERERLF
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HRINEERNA

HERNERENNABR T FE+ERKEE , BRS-B- W MENFICTEARER |, T&
AV ICTEARZERMIAUE, FAESRFIAUE, TAICTIAME=SRIAIE , B AME—FRICT
( Information and Communications Technology E B BEHFAR ) £ AR INEER,

BREFEICTALERNZEIRHAMNER , LR IANES A IRITLS, SRIBTRIFMER
RA=MAEER, £RNIEBZRICTEE , FEICTHENERBE , BOTFREREML
WAFEFERFINERRE | BHREBFCRRFRICTAS , WBREICTATES

HCIP-Datacom-Network Automation Developer & i T3 5= $08 M & G iF B & M & B3t
FEZFAULARFMFEEKEHNSRIEIN, BIHCIP-Datacom-Network Automation Developer
INEEBR R ARSI MEEF LA A IRIMKN , EZFERALNBERZH TN
FZELEBE. FRMEZLENEED,

KRNEDEBIEITFTULZE , FERTZ] , I L EHBTEHNFLRR !
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ICT Vertical Certification

Huawei Certification

Finance Public Safety
TIICTIAGE
. Intelligent Enterprise
. Big Data Al loT Video Surveillance Communication
Platform and Service
S Kunpeng
Certification GaussDB Application
TaSIRENT Developer
Cloud Computing Cloud Service
Data Center
ICT Infrastructure Storage Intelligent Computing
Certification Security
ICTHIARZHIINE Datacom WLAN SDN
Transmission Access LTE 5G

Huawei Certified ICT Professional
A

Huawei Certified ICT Associate
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X4 HCIP-Datacom-Network Automation Developer IANESE 1232 |, SERA T /#E&R S HCIP-
Datacom-Network Automation Developer Zi{MYF 57 , EFFLE T 4 iMaster NCE Jb @ FF AR
ER AR FKERAIRE,

EEHMRES
AXHEEERATHMFINNEZ AN IRM, REFTESUTHRMBE
e  Python w2 E 7t
o HPSKBEE
e RESTful REESXE
o THR#) iMaster NCE FH7 &

SR T4 15 07

R IT 4B
AXBWAEET EEMETF R EHK.

BEEMET R ELXREEHEEFE T KL N LNE S DevCloud FRRS , REFXEN
EEMHNET, FR, MR, IR —EXNRFFEE. BaiRMENEHERME , EEK
BHROME , ITEHME= KBRS RNFF G R , SR APl Explorer, API Studio, ##.
DevOps FF % IDE 5 SDK EF X '&R , MR ERRER, FR, ERMLLETURN
o

RFEMF A E AT R E KRR T E REXWENE @ HEHOME L @T Bk,

15 A 1t FA

o It A =MKS H KR IAU : https://www.huaweicloud.com/o


https://www.huaweicloud.com/
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o HEEEMMEIFLELLK : https:/developer.huaweicloud.com/resource/network.html , 3REX
BEEZEER.


https://developer.huaweicloud.com/resource/network.html
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RESTful API if fsCE&

= b
1.1 XRE=

iMaster NCE RENEEE, 24, 2N Al ST -4 ME B LEERILT A,
£ SDN MR | HIRFIRE - HWEMERE . A/ TLURERGIZRIL @I O E

SEMCPIEN
AR BT RBRER | BBHERFREEEE A Python requests 3R & % iMaster NCE H A HE
WEEHEA,

1.2.1 ¢4 M5 BH

CloudIDE iMaster NCE
@

L1 -
iMaster NCE

T1.HTTP Request

2.HTTP Response

3.HTTP Request

ASEBAMIEFHNIXNR , CloudIDE F iMaster NCE :
e CloudiDE RHENZREN IR XHE, EE B FERAMIRERENRL,
e iMaster NCE I HEUBF X E# XD RIRFE,
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BIm

1.2.2 LW H R
RS BRMNT
1. BEHEE . ER IDE KB ADERE,
2. Y8 E Python RESTful API ¥ A RHIREE,
3. ERWIE,

1.3 MR ER

1.3.1 IDE %

AETEERBD LEEEAT DevCloud, EALAEMA4ESA CloudIDE ELRHEESIFABT
HEARMIRIZE : https://devcloud.cn-north-

4.huaweicloud.com/codehub/project/68494a8ad06h4eea%alc3f18bel15161/codehub/620653/home,

CloudCampusApiTest-Python

BllEE: hwstaff_453981 BIEREHE: 2020/05/20 09:53:31 GMT+08:00 EiAEFEdEl: 2020/05/20 18:15:27 GMT+08:00

XiF pas-3 T afiEk FER7IZE KB TEIR BESIT fird it

master v | Q HE 7il:S) b

CloudCampusApiTest-Python o EHiRE e

[ README.md 1 README.md s EtET hwstaff_453981
O app-py D app.py 155 EhED hwstafi_453981
D sstppy O setup.py B/hEdEl hwstaff_453981

1.15[9 CodeHub #2#|& , FIEME M= LRBLE,

k= | [l

an Ik =EER

TR S,

o RiBEs 1 o
CodeHub B GEE FHPERE=A
L — Q
oER AEEE xm SEURL A%. CHESE(CIT.
Campus Campus AHERE S5H | HTTPS 0 0.13M | 0.00M


https://devcloud.cn-north-4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/620653/home
https://devcloud.cn-north-4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/620653/home
https://devcloud.cn-north-4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/620653/home
https://devcloud.cn-north-4.huaweicloud.com/home
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F 2R EESE CodeHub 387 , https:/support.huaweicloud.com/codehub/index.html,
2. [ ERBAME Fork ElEH,

CloudCampusApiTest-Python

& kR R

BlEEE: hwsiafl 453981 ‘ BIEEATIE: 2020/05/20 09:53:31 GMT+08:00 | EiFEFEdfEl: 2020/05/20 18:15:27 GMT+08:00
it 3% g AFHER RERFIE SRR IR BEEgEt fieay

master v ‘ Q| m=E fork{lRS &

CloudCampusApiTest-Python 2L ==

AL Campus v

O README.md 0O RE Initial commit

D app.py D oap < EEE ApiTest-Python fix %2, IMAENELE Signed-off-by: h

D setup.py O set sEFEERFEAEHIEE @ fix _Lf&setup py

e I

3.8 CloudIDE BN aJ$T FF 452,

T1 / Campus / {£ESIEE [ ApiTest-Python / i ¥ Tira=4

ApiTest-Python & waRe T ¥ Fork: 0
4.CloudIDE REERAT :

File Edit Selection View Go Debug Terminal Help

HUAWE]

@ EXPLORER app.py
~ APIT BYT.. & @ - I1 "L requests

README.md

nbi_name = "camp
setup.py

nbi_pwd
host =
port =

POST TOKEN_URL
GET_SITES_URL =

post_token_url tt " + host +

headers_post = {'Content-Type": '}

r = requests.post(post_token_url, headers=headers_post, json={ ": nbi_name,

1.3.2 MY
FREMHXEHENBERRNDBEARE  AXXRPFETRRXMEDRE,
DREREEFFPEE S | RIRER R Demo B -


https://support.huaweicloud.com/codehub/index.html
https://devzone.huawei.com/openecosystem/experienceView/campus.html
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FUR

HIEH

BRI DemoifFist

‘9,. 74

=5, 2E v ‘ ERVPNENCETHRE, ERTRERFLRE, WEEdElR
FHTARTEN.

EEnE

BEAFENTEZIHE, AREFIREEE, AEFhEELIR
HHTAPHEN .

o MEERFERLAMIBBAZIEE , EFT CloudIDE FF &K ;
e Demo iRAEA VPN EAXRE | EH FAH# IDE F AR,
PIRARRE TR FREIEE,. IRk, REHE , URESEERER,

B SIEPEEm T
HPEKS:  campus02@tenant.com
EEES:  campus02@north.com
dEmURL:  139.9.213.72:18002

= SaAZdlh4dim

“FHFEMKS AP NCE MEZEZEK,,

“GtEkS ANBEMMAS NCE RENKS, ATEMEAF 1-3 RESRK.
“JbM URL"H iMaster NCE B Fithit , R B4R AT Bk,

‘B ARRBBENDRRNBERED,

it , FEHEZ T
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1.4 4% E Python X5

CloudIDE iMaster NCE
@

L] .
iMaster NCE

1. POST3£EXToken

2. [B]&Token

3. G ET&H‘RH&: \\{I:l !%\

4 @Eiﬁnn n"l_t

45 # Python X735 iMaster NCE RENEUNE. HEAHRENRBAR POST HRREVUALESE
B Token , K€ GET &R ( #% Token ) SREUE 2B ..

1.4.1 % requests 1R

AR FEEE A Python requests B3R, 1Z1T setup.py 1458 &% requests,
Al | i AR A RIE R “Run Python File in Terminal iz 174883,

File Edit Selection View Go Debug Temminal Help

HUAWE]
@ EXPLORER setup.py x
~ CLOUDCAMPUSAPITEST-PYT... import os

app-py
README.md

setup.py

os.system(|"pip3 insta

© Problems »>_ Python x

5d7c9bl/requests-2.23.8-py2.py3-none-any.whl (58 kB)
55.5 MB/s
21.1

1 (126 kB)
126 kB 65.7 MB/s

142 BEXIZEER

fit & iMaster NCE 5 8.,
BEADEMYSH , BfFtaAFRE, BB, P ibitFiEa,
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import requests

# BLEJLE A E R RIba it
nbi_name = "campuso2@north.com"
nbi_pwd ="5aAZ4lh44@"

host ="139.9.213.72"

port = "18002"

1.4.3 JREVE FIAUE

iMaster NCE @3 /2 Ik = & R R\ IAERAENNR. B/ ( Python K18 ) MRS R/REE
FIAEER , BRSIFLIRE — Token MIZHARTE],

REFESEILEMAH iMaster NCE-Campus 7= i LR “RESTful APl FF & 3553 /] AR BIAIE
Z%H URI FiERLF Body H<E 2. flan :

*| iMaster NCE-Campus PSS - = RESTIul APIFREISE - SRFE - BRANIRS
ElErTP Beaders
EE?%]‘R’EH
ATEIRE S sHT
Cigmetait 3xHtoken
= WIRESTFul APIZFE
Clris/ssiigigz s

As =
CIRPS AT RS
%ﬂ;gﬁ =HETE, WIS openAPIET], EEHERtoken, HISTTRILUB IR E/ZF55E— M token,
= WE s
= R AAERRE 221
Dﬁﬁltokan }% D :U] gb
g i e ke .
BT i
o S BRS
- SiCUBHER ML
© i EtEID
+ SRAIISEFEE %.
* Qi AR
+ Po EHETEIE . .
¥ R TACACSHEITEIE ERTTE
* PEmE R
T CEREARTH POST
| SAMETERE
+ PSRRI URI

L S
* %]_‘_ic_al_’_sajg:@ v Jcontroller/v2/ftokens

1.%# POST &R,

4517 URI H“/controller/v2/tokens” , 183K Sk #EH “Content-Type”#“Accept” , Body

“userName” Fl“password”F E% o

# ENEON URI
POST_TOKEN_URL = "/controller/v2/tokens"

# BiE URL # Headers

post_token_url = "https://" + host + ":" + port + POST_TOKEN_URL

headers_post = {'Content-Type': 'application/json’, 'Accept'": 'application/json'}

# REIEXR , HI0 Json AL

r = requests.post(post_token_url, headers=headers_post, json={"userName": nbi_name, "password": nbi_pwd},
verify=False)



https://support.huawei.com/enterprise/zh/network-management-and-analysis-software/imaster-nce-campus-pid-250852420/doc
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BRFEFXIEEER HTTP B4R POST. REBH A requests.post FEXKEBIER,
¥ % requests RIS E XA | https://requests.readthedocs.io/en/master/o

2. 3RERH T ED Token,

AT iMaster NCE 3R [E1#9 Responses

# R token_id

token_id = r.json()['data']['token_id']

print("12. [GetToken Id] ")

print(" [post_token_url] : "+post_token_url)

print(" [token_id] : "+token_id)

MHERRN

1. [Get Token 1d]
[post_token_url] : https://139.9.213.72:18002/controller/v2/tokens
[token_id] : x-

rs5jvy7z47vsum042r2qc9vtag44o9hggohf3uca7z9cliobvvvz86al3s5dvsOaphpck5defw45uqgpid3xdgddmn482kgajutf7vif
$649rw6k5c6r610a5i1g4b5j9c

1.4.4 i53R iMaster NCE 3 RfEE
f#F GET % Ri8 M iMaster NCE-Campus 2 O 3KHUE RS B,
1IREUE RER URI
&Eif) APl FHX R URI,

# ENEOM URI

GET_SITES_URL ="/controller/campus/v3/sites"

2% B GET BERE .
®IE URL 1 Header EE 8. , JEZEfT token_id BTE Header i,

# BLE URL M Headers
get_sites_url = "https://" + host + ":" + port + GET_SITES_URL

headers_get = {'Content-Type': 'application/json’, 'Accept": 'application/json', 'X-AUTH-TOKEN'":token_id}

X-AUTH-TOKEN F B token_ido
3. &# GET #3R.

# REER

r = requests.get(get_sites_url, headers=headers_get, verify=False)

4. SRATE B HH 45 R

# BWRER
print("2. [Get SitesInfo] ")
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print(" [get_sites_url] : "+get_sites_url)
total_records =r.json()['totalRecords']

print(" [total_records] : "+str(total_records))

print(r.text)

MHESERN

2. [Get Sites Info]
[get sites url] : https://139.9.213.72:18002/controller/campus/v3/sites

[total_records] : 1
{"errcode™:"0","errmsg":"","totalRecords":1,"pagelndex":1,"pageSize™:20,"data":[{"id":"95e61c0c-ed50-4683-9fb3-
30dcbfca3c69", "tenantld™:"687fc863-8aaa-4c28-ba3a-
€912a6b52e77","name":"site01","description™:"","type":["AP"1}1}

A &0 iMaster NCE-Campus £ 3 = “stie01"ZE & R “AP”,

1.5 £ RWIUF
& iMaster NCE-Campus BiEE &,
REBIEARR",

PRSP EEW T

HRES: campusl2i@tenant.com
tEks: campus02i@north.com
ALEURL: 139.9.213.72:18002

—_—

=g SanZdlhdd@

Lo [ o

MABRFKSED  TRER.
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MiDERAEEEEX

campus02@tenant.com

KRR

REER K BEFEHRBREER.
HRER

BN BT el | m=erz || mes || omsmsm

® [ wm=s% P it FEgE.

[] site01 AP

B 2%

FOE H1E

ERARKBRHIE R,

BETF R EALUERE W EERIEA iMaster NCE #83< API SEF S & W
1.6 BZE B

Z450# Python X3 F iMaster NCE-Fabric B JLX R E ? @8l HATRE ?
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2 B kEX Tk E M KR

= b
21 XKW E=

HNEREXME (CloudCampus ) BRFAR , NARRNBELNTLEAR | IMFALKE. Al
MR, RbSAHL , WETYER, LSERMATPRERNEXME , FaeTLHT
{L#ea,

AR SIHEF AMMEBIRS M A ( Location Based Service , LBS ) , %R iMaster
NCE-Campus H{ZE RS APl FIEBELS API, &it Wi-Fi BRFLERFR. NRELLFT !

e  X$#E iMaster NCE-Campus Iz B IRS4E0
e 8 iMaster NCE-Campus BV 8B 20O
o  fEHT iMaster NCE-Campus BI{ B $iiE

211 NNEBERSNA
I EBRSS (LBS , Location Based Services ) = RIA &SRB M EMFEARRIREEM R Z HBIHFT
ENVE BB EBRMNEEMNREEHEEERRNEMES.

#7 CloudCampus L BRRS (Wi-Fi AR ) , REET Wi-Fi BUBHIE , A LREFRXEN
LBS NF., FREAUFERKE , iTEBE AN Wi-Fi Lif ( TieXEKER ) LERFES.


https://e.huawei.com/cn/products/network-management-and-analysis-software
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Bo ™,

S ) g
f ‘Mactarn
o i ACtArNCE

— B

Wi-Fi 6 AP Wi-Fi 6 AP Wi-Fi 6 AP

(I ERSF|SEELF|EETURIANERER  XREM , ENSH , FRIWN , AFE
&, RrEEEEE  EHHEE  MERE  BERKRSEENA,

2.1.2 Wi-Fi BRI 48
B Wi-Fi REVERSEEERITH—HEANEMNER , HENVSFEZRET RSSIE5ESH
BEN=ZBNEENE,
BHABRIERSSIEE5REITEHARIFER AP WERE, EEMNAERBE 3N APE, L AP FE D

RRARLIKNE, HHEAUMKEESHBEL =NES/BNMLENLYL),(X2,y2),(x3,y3)... MK
HR(x0,y0)EI = REVEEE 11,12,13... , RARHK(x0,y0) Ky LARHY EERE AL,


https://devzone.huawei.com/apistudio/sample/index.html?id=147&categoryType=campus
https://devzone.huawei.com/apistudio/sample/index.html?id=139&categoryType=campus
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HUAWEI F20m
2.2 KK IR
2.2.1 ¢A ™% BR
iy Cloud AP iMaster NCE BRI
— K 4
: (@) e
iMasHer NCE [
——)
1.GETiERREGHS
E——
2. [N ERRIRTS
——
MEEELE [ wp o
S
3.POSTARIEBHIE
S I
(EEE LR
E— 3.POSTRIEI B EIE
S
AXBEAMITEEMINR , L%, CloudAP, iMaster NCE F{uB M. HFBLUR, CloudAP,

iMaster NCE THHF A EH XAV ERE | BHEERENVNBENARE, NBNAREHEMSE
A4 7= CloudIDE 31T,

222 XKL

AEXRST|MT :

1. BEMEE | HER IDE MK ADRERE,

2. NEEMNATER  mEMEEMNARB,

3. LERWAF : B AXTEE iMaster NCE , WiFE R,



S

- - 1 = 4 =3 E
HUAWEI HCIP-Datacom-Network Automation Developer SE3& 15 F i} 21

23 NEHER

2.3.1IDE H%

TETNTERBE LEAF4 AT DevCloud, BRERALAEALN CloudIDE ELERSFRBT
HEARH#IRIE : https://devcloud.cn-north-
4.huaweicloud.com/codehub/project/68494a8ad06b4eeadalc3f18bel15161/codehub/577707/homeo

CodeLab-LbsRelayDemo-Python FakE TS

BIEEE: hwstafl_453981 BIEEETE]: 2020/02/03 15:54:11 GMT+08:00 EIAEFHEE: 2020/05/13 09:44:40 GMT+08:00

it % R aFiEKR o=tk KB T eI ed= iy b

master v rak=d s Folnn
I
CodelLab-LbsRelayDemo-P... X SERIE] Bl
gltignore .gitignore 1017%A1 hwstaff_453981
README.md README.md 1017FHl hwstaff_453931
app-py app.py 2F &0 hwstaff_453981
properties.conf
requirements properties.conf 2FHi hwstaff_453981
setup.py requirements. et 8Fan hwstaff_453981
setup.py 1007/ hwstaff_453931

1.151R] CodeHub 2% & |, HEME M= ERBLE,

Elplea an Ik =EER EtiRREh

@ AW = 1 ‘ 0.13M

CodsHub P EEH HrEE=E
BEER ARERE el BEURL &#.. CESE(CIT.
Campus Campus AFRE SSH | HTTPS 0 0.13M | 0.00M

EZiR1EES# CodeHub 87 , https://support.huaweicloud.com/codehub/index.html,
2. ENRE Fork Bl FEH , K CloudIDE BN A 4T FF K53,

®W / Campus / fREBIE / Campus / 3T fEtE HBeE

Campus % Fork 0

3.CloudIDE RHERUT :


https://devcloud.cn-north-4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/577707/home
https://devcloud.cn-north-4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/577707/home
https://devcloud.cn-north-4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/577707/home
https://devcloud.cn-north-4.huaweicloud.com/home
https://support.huaweicloud.com/codehub/index.html
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File Edit Selection View Go Debug Teminal Help

EXPLORER setup.py x
4 CODELAB-LBSRELAYDEMO-PYTHON
.gitignore
app.py os.path.abspath )
. o os.system("p -- . F quirements))
1i! properties.conf . : ’
README.md
requirements. txt

setup.py

2.3.2 XA

FREMXBRENBERRNDFER , AXRAFEREXMNEDHE.
DERERMERSN , RIFEKLH Demo B :

(ZX PR

{2 5E 2 Ny Demoifist

‘9 &

saE aeRsE v

EIVPNEACEIRE, ERTEEFHERE, MEEHRLE
EEFTAPHE .

Al

ETAMBACEZEER, ATREGEEERE, AEFESLIR

o MEAKRFEALMEAXERE , SEAT CloudIDE F AR ;
e Demo FiRAMEA VPN EAXRE | EH FAH IDE F XKL,
PORMAR Tk B REES. RERKIFR MK , REHE , AREBHEEFRER,

=¥


https://devzone.huawei.com/openecosystem/experienceView/campus.html
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HERAREPEEmT:

HRES: campus]0@tenant.com
tEEsS: demol5@north.com
JbmEuURL: 139.9.213.72:18002

e uK7T1Lsdg@

—

“HHPEKS" N AP NCE REEFKF,

“GbEESRUBEMNAS NCE XEMKS, AMiEES 1-3 H&,
“Jb[B URL”A iMaster NCE B Fithiit , s “BiE4A% 7 Bkit,

BN AR A ERNDRRNE R D,
B, RRER TR

2ANEEMNMATA

AREFENZAEE — LBS A Demo , FLWMFA iMaster NCE-Campus I Bk S#0

SHMKIRNVBEERELE , HEIEA iMaster NCE-Campus 8 $ API SKIMEH A FE

BARES T,

il
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24.1

2 Cloud AP iMaster NCE BRI
= ( ) ! 5-3
¢ ((2) - =
D n iMaster NCE N
=1 -
- 1 ambBm D ¢
1.GETIE RIS
EEEE——)
2. [ ERERES
C——
RESELR T on

3.POSTR X EHIE
frEHIE HR o
— 3. POSTE EM BHIE

|

|

3 F 4L E R A F iMaster NCE IR ERZANE

e NCE 4mRKHE , EILKRIEFBIMENA.,
e M NCE Kig 1&2 B R MM E TR K

o BEKIFF , NCE KX EHHEE.

o (VBN BN HRIERIE,
NENAFRTRE :

1. &% iMaster NCE-Campus Python SDKo

2. RENERBRREND,

3. REMBNAIRBIEAD,

4. REAFEANRESITRBE,

Z %% iMaster NCE-Campus SDK

REIBLES requirements.txt EEAKEE , TREBWNT :

T RNESRE

CBRHTRIE

X RRHTRIRIE O

certifi >= 14.05.14

Six >=1.10
python_dateutil >=2.5.3
setuptools >=21.0.0
urllib3 >=1.15.1

flask >=1.1.1

requests >=2.22.0

-e git+https://codehub.devcloud.cn-north-
4.huaweicloud.com/campusoooo1/CloudCampusPythonSDK.git@master#egg=cloudcampus
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EZEMERXERERESZE https://devzone.huawei.com/apistudio/sample/campus/apiSdk.html,
setup.py @EZENRE,

import os

requirements = os.path.join(os.path.dirname(
os.path.abspath(__file_)), 'requirements.txt')

os.system("pip3 install --user -r {}".format(requirements))

1217 setup.py ¥ %% SDK ( CloudIDE 7£ setup.py A %8 &5“Run Python File in Terminal”=§
REETET ),

EXPLORER equi setup.py x

4 CAMPUS im t
gitignore requ its = os.path.join(os.path

os.path.abspath(__- F1le ) t')

app.py
L os.system(|"p format(requirements)))

README md

requirements.txt

import os

requirements = os.path.join(os. path dirname(
os.path.abspath(_ file ) r ir 1 xt")

os.system(|" 11 - -r {}".format(requirements))

Downloading https://mirrors.huaweicloud.com/repository/pypi/packages/d2/3d/fa76db83bf75c4f
26b43@e/click-7.1.2-py2.py3-none-any.whl kB)
| NN | :2 k& 14.1 KB/
Collecting Werkzeug>
wnloading http irrors.huaweicloud. com/repository/pypi/packages/cc/94/5f7879a8e88bd68
f71d62e/Werkzeug-1.0. y2.py3-none-any.whl ( kB)

| RN | 20: ko . ME/s
Collecting idna<3
) wnloadlng https://mirrors.huaweicloud.com/repository/pypi/packages/89/e3
dna-2.9-py2.py3-none-any.whl ( PB}

|_| 58 kB 101.2 MB/s

unloadlng http i - o d.com/repository/pypi/packages/bc/a9/@1ffebfb562e
3b&/chardet-3.0.4-py2.py3 y. [ kB)
INNARNRNRN NN nm "B/
Requirement already satisfied: HarPupga+e »=B. / local/lib/python3.6/dist-packages (from Ji
home fuser/e8 -24be-41fa-9f i 1/Campus/requirements.txt (line 6)) (1.1.1)
Installing collected packages: certifi, urllib3, itsdangerous, click, Werkzeug, flask, idna, chardd
dk
Running setup.py develop for cloudcampuspythonsdk

Successfully installed Werkzeug-1.8.1 certifi-2820.4.5.1 chardet-3.0.4 click-7.1.2 cloudcampuspythd
ngerous-1.1.8 requests- .8 urlli 5.
userfibddhcw-machine:

A IREN SDK ESZ“E B R XML >R T,

242 NERBER BN

iMaster NCE-Campus KE#EK , LBS NAFEEHTEBNNE, NERERPREL, 2,
1.7£ properties X4 ( properties.conf ) REIEEE :



https://devzone.huawei.com/apistudio/sample/campus/apiSdk.html
https://devzone.huawei.com/apistudio/sample/campus/apiSdk.html
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[LBS]
validator =
secret = Codelab

validator {E¥ B iMaster NCE-Campus 4 R R B N E it
secret [ERAFNTIESEZE , BT NCE X¥##, 243 “Codelab”
2.8 web N, ANASEMA Flask % (app.py) :

app = Flask(__name__)
@app.route('/', methods=['GET", 'POST'])
def main():
#
#
if __name__=="__main__":
# Flask APP B3)
app.run(
host ="0.0.0.0",
port = 8899
)

3.#1% ValidatorData 3 ( app.py ) :

class ValidatorData:
# TEH iMaster NCE-Campus 4 B #Y validator
validator =""

def __init__(self, validator):
self.validator = validator

4.a R73k B iMaster NCE-Campus BY3E R (app.py ) :

@app.route('/', methods=['GET', 'POST"])
def main():
#1EEY properties.conf X
parser = configparser.ConfigParser()
parser.read("properties.conf")
if request.method =="'GET":

#3R B 3244 Z R HY validator SER KT 12
return json.dumps(ValidatorData(parser.get("LBS", "validator")).__dict__)

B % Flask 55 https://flask.palletsprojects.com/en/1.1.x/o

2.4.3 BT R um BIE AR

iMaster NCE-Campus ¥ Wi-Fi £ix{5 23833 POST £ At , LBS MANBTHRE , HEME
AE (NEEPRESI) .

1.Wi-Fi KipEHiEE=R
BEREPWLIRNVEREXA T JISON R :


https://flask.palletsprojects.com/en/1.1.x/
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{
"data": [
{
"apMac": "4C:FA:CA:D8:23:A0",
"terminallList": [
{
"terminalMac": "88:19:08:F1:88:45",
"rssi": -68,
"timestamp": 1557460789000
1
{
"terminalMac": "90:2E:1C:6A:2A:57",
"rssi": -57,
"timestamp": 1557460789000
}
]
}
1
"secret": "Codelab",
"type": "ApLocation"
}
JsonF B} k)]
apMac KR IRIEA RAPIE Emacitilt,
terminalMac Kimmacit it
rssi LKIREWAPREWI-FIlE 5175 E , #IdBm.,
timestamp EASRAPEN B L iRE B A B,
secret ERFER , AFRERE , AERERE.
Type FIRBIFRR | HaXZFFApLocation,

ATHNEFREFMANA  FSAERMMETREEX>ZIHE

(https://devzone.huawei.com/cn/enterprise/campus/apiDoc.html ),

2. 812 csv X126 ( app.py )

# 3REN Post Request
body = request.get_json()
print(body)# dict &
# BIE L BRI RIAY csv UM
path = str(time.strftime("%Y%m%d-%H%M%S", time.localtime())) + ".csv"
with open(path, 'a', newline=") as f:
csv_write = csv.writer(f)
csv_head = ["terminalMac", "rssi", "timestamp", "apMac", "secret", "type"]
csv_write.writerow(csv_head)



https://devzone.huawei.com/cn/enterprise/campus/apiDoc.html
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3. 4T iMaster NCE-Campus LXHBIEHRZE csv X (app.py )

path = str(time.strftime("%Y%m%d-%H%M%S", time.localtime())) + ".csv"

with open(path, 'a', newline=") as f:
csv_write = csv.writer(f)
# EREIHE
csv_head = ["terminalMac", "rssi", "timestamp
csv_write.writerow(csv_head)
# BT secret FE&
secret = body['secret']
if secret != parser.get("LBS", "secret"):
return "

type = body['type'l
# print(type)

data_list = body['data']
# print(data_list)

# TEINRAT json Bl

for data in data_list:

ap_mac = data['apMac']

# print(ap_mac)

terminal_list = data['terminalList']

# print(terminal_list)

for terminal in terminal_list:
rssi = terminal['rssi']
# print(rssi)
terminal_mac = terminal['terminalMac']
# print(terminal_mac)
timestamp = terminal['timestamp']
# print(timestamp)

, "apMac", "secret", "type"]

csv_write.writerow([terminal_mac, rssi, timestamp, ap_mac, secret, typel)

244 BWAFRES T

iMaster NCE-Campus 24t R ERVIBENW S APl , ATLMER P BE& M2 |, I=RERPMELH

Wi-Fi BRS5. TTRIEMNEFREHXKEELSZR , KMESER.

CloudCampus SDK FF %55 :

http://devzone.huawei.com/apistudio/sample/index.html?id=141&category Type=campus#Python

SDK [B%,
132 API iR ( app.py )

# init api

tenantName ='demois@north.com’

tenantPwd = 'uK7T1Ls4q@"

host ='139.9.213.72'

port = '18002'

config = Configuration(host, port, tenantName, tenantPwd)
api_client = ApiClient(config)



https://devzone.huawei.com/apistudio/sample/index.html?id=139&categoryType=campus
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BEEE |, A tenantName EE“DHEMA "MW L@KS" , HttSBERBERTMABEREE,
LEWIRELE (app.py)
BRARMEZRENEEES , WRANREATNE - EBENE4,

REMBREDENRENSREREE, FAEFKSERXNCERHE , EEHAER. &4l
A site01,

# IRIF Site name &1 siteld

site_api = SiteManagerApi(api_client)

page_index =1

page_size = 20

name = 'siteo1’

site_id = site_api.query_sites(page_index=page_index, page_size=page_size, name=name).data[o].id
print(‘siteld: '+ site_id)

MBS THAFRE (app.py)

# BHAFRES FFAFNREFEEITNER
station_api = StationOpenApiApi(api_client)
try:

model = station_api.query_site_station_info(site_id,1,20)
except ValueErrorase:

print('EXCEPT : '+ str(e))
else:
print('QUERY STATION INFO : SUCCESS")
print(‘response body : '+ str(model))
finally:

print('QUERY STATION INFO END")

2.5 &5 BRIk
L RBITAABN LBS ML iMaster NCE-Campus % B IRZ O M $E |, BT HEM WI-Fi &
IR, LRSI WIi-Fl BPRREE R,

251 BEAFEA

2.5.1.1 BLE SSID

1. FA#A P K 5 & 5% iMaster-NCE.
Bt WA FETRLIZB D o
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MIDfEREEERX
campus10@tenant.com

BF

2HEERBIAFEE> KEE>AP,

BE / R / RRE El #55: site0l 4843 Organization01
R = =0
1 ks =
. SsIDER E i A WA I TEFS mEEEs | 8k
| i

BIEFBIE”, A SSID B, EEMEERAXNNAT , BHT -5

SERELE seREeEETEEEEE0s ()
1 s
srEE ST E
e
AP
* SSIDEH: CloudCampus-LBS
Ttetkas:
A »

SEHA: B 2.4G (wlan-radio 0/0/0) B 5G (wlan-radio 0/071)  HE 5G (wlan-radic 0/0/2)

APTRE:

SE PATEAPEE. B 4% - BRE - 88360 > AP > AP HIENE

1

FEEEA:

SRRE

=
AFERARANNZSINLEERE , 8 & T—F" ; FARANKREZFERE , $HBE"
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ETEE =2F

ssIDiEERiE: (D)

FETREMbitfs): ==

LiTERE(Mbit/s): =1

waREacRE: (O

FEREMbit/s): ==

LFREMbis): ==

sERERRE: ()

FEMDbit/s): =

SHREE

B, SSID BEBLE R, KBTLLERETENE | WHEER.,
2512 i ELXIREA
EDFERARIRE ST HEAFRIN,

TUERF B 3 Bk BN

sREEEE

CloudCampus Configuration Experii
0 a g |m= & Ll
i8R
1y RiE
TR:

iMaster NCE-Campus EESEERESERENEEREES.
EEMELEEE. MERSEE. BRENEE. MiEkE. MEE
Boi. MENEST. SENREESEE. 2R EiEsiesh.
EEEEFANEDO. TESEhTaER.

TEZREHDFESREES TS THESESNETRE. BT
CloudCampusT&iLE, ERLUR T TERE:

1. THEiMaster NCE-CampusiR{ERE . EFEMIFIEILE.

2. iEidiMaster NCE-CampusZEHFTAP ., RN SREEENE
=5

E.

3. SZHEREMME. BELS. =FIME. ISES. lo
ERAEb@mAP, SHEEEHRNAPIERIESMSOKIES, #T=
R ES RN ERSEMIEIE.

EAEE

B E L IRER

iMaster NCE-Campus

PC
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ERH

10) % |

AP-1 PC

AHAL IR EERETENE , REVHRBEBKRM,

2.5.2 Bt i& iMaster NCE X2 5 F
2521 ENESFHNA

£ iMaster NCE-Campus“R&t > RERE > B=FRF > BIE LA THEEHRENE,

1.EAESE I Z“AP Location Data”s

BE=AES
WE b
MRS
e — il AP Location Data e - BRERE - BREE
i
- R A
- AESLL e URL3tst ST
HTTPS ——-EEE---
2 8 HRWR i R, AR UUID BRIRBTE,
fmELE
T AEES
* EESEA, AP Location Data 51F > WIFRE - HIEEE
i
il L <93c729d-70c0-4c0a-a
- S #z URLigtE IR ==
HTTPS EEE

3.EHIKIWIEE CloudIDE I properties.conf T4
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ti! properties.conf

= ft7ddal8a-2b79-4f6a-9 'lfa—aie?ecaase?q
Codelab

filey % fusr/bin/python /home/user/3
/Campus/app.p

Serving Flask app "app™ (lazy loading)
= sironment: production

* Debug mode: off €© We detect local port 8899 is listening Register it to allow external access? X

* Running on http://e.@.8.@: / (Press CTRL+C to quit) .
yes ignore

BITAM Flask MABIEREZET. NEZNAREBREEREFRFELM , CloudIDE 258 Hik
B,

R ifi“yes’/5E CloudIDE & LA HIIBEER,

PORT EXTERNALACCESS P
Register Refresh

Port: 8899 &

Protocol: htl ¥ Duration: 3( v

0K Cancel

/@\E“OK”quﬁg “ACCeSS"o

PORT EXTERNAL ACCESS [

Register Refresh

Port: 8899 (

Protocol: http  Remainder: 30m

Access w Remove

M i“Access” |, # AR ERIM L,
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c @ eypauc-8899-cce-b.f.templink.dev

{"validator™ "f7dda18a-2b79-4f6a-91f0-01e7ecal8e70"}

S5AFRRFE XS RIAY url E#1F] iMaster NCE-Campus 521 , i A BT “Codelab” , B HRE",

IEEE
© EEE
= WiEsET, AP Location Data GTE - EREE - EEEE
fius
* FEEE: ¢93c729d-70c0-4c0a-a =i
T EESL e URLitalE SEEE =5 =
HTTPS https://eypauc-8599 -EEE- 0 sseees [
4 3l S < A=z N
HHIVNHAKD , WRKRES,
EERES | HEELE | SyslogBE | EERFLEE | DNSHEREL | HRESE | B RFEE
© HEE= ()
=it} AP Location Data = HEUSES., BErEE - BERE - BEREnEiT HEERGSEE .
b=74]
* e €93c729d-70c0-4c0a-a E=Eiie o
" RTESLL wE URLitzE ER = e
@ HTTPS BT EYERETEE =2
jmi) MeAETD.

FEFERIEATNA.
2.5.2.2 EEEBIR EE RS

FiE NCE WiEU BN AF , EFBEHE LERS.
1.3 A iMaster NCE-Campus“ ¥ 5> #21% E>HTTP>AP” I H,
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»% IMasternce

SRS Hl #55: sited! ~ {28 Organization01

®
4
AT HTTRL-2
CloudCampus: HBEEERES:

CRERERES:
iEMeshiEEEEE: ()

i - 1

HEERISES:

REEEES:

_HEWIDSEHEES:

HEEEEEES:

LR ERERUERFR” , RERF.

CloudCampus: LiEMEIEES,
FREEREEES:

FiEMeshiziEEE:

HEWIDSEEEEE:

HEEEDEES:

e

253 BEEHIE
BERESE , iMaster NCE-Campus 4535 2T Cloud AP 33 ZEI# Wi-Fi KiREE LIREMNE
M A
1A IRBIRRRAN
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VBRI AN, ERE ST RFBRER#EN csv KX

File Edit Selection View Go Debug Temi

HUAWE]

—1 EXPLORER: CODELAB-LBSRELAY .. ¢ Gl =

» [l sIC

_gitignore
20200509-062315.csv
20200509-062407 .csv
20200509-062541 csv
20200509-062702_csv
20200509-062802_csv
20200509-062838 . csv
20200509-062915 . csv
20200509-063031.csv
app.py

CSV XHRBMT :

setup.py app.py 20200509-063031.csv x  +il testconi
1 terminalMac,rssi,timestamp,apMac,secret, type
,-62,15800805590008 , ,Codelab, ApLocation
,-56,15896805500008 , ,Codelab, ApLocation

,-65,1580805500008, ,Codelab, ApLocation
,-64,15808055980808 , ,Codelab, ApLocation
,-66,1580805590008, ,Codelab, ApLocation

2R EREENMRESIT,
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xShbtli7tmme6c949pfe84bepdahhdjoi7zbxjtmlulrvgb?wilgssfzbzcort7z08g41

QUERY STATION INFO : SUCCESS

response body : {'data’: [{'access_time': 158882287
‘access_type': 1,
‘account®: ‘ed®¥®kg]*
‘auth_type®: 'NOAUTH',
‘channel’: 1,
‘cumulative traffic': @,
‘device name': 'AP7858DE_13°,
‘downward speed”: 3,
‘dual_frequency’: 1,
‘frequency band": 1,
"host_name®: 'HUAWEI nova_2s-d2826d283c’,
‘'mode’: 4,
‘online_status': 2,
‘online time': 294,
‘package loss _rate’:
‘port_index': @,
‘retrans_rate': 37,
‘rssi': -91,
‘send_package speed': 1888888,
'signal noise ratio': 4,
'ssid’: "CloudCampus-LBS®,
"sticky_tags': 1,
"terminal_ip': "1@ 48°,
"terminal _mac’: "E4
‘upward speed': 4,
‘vlan': 3911},

{'access_time': 1588839896,

‘access_type': 1,
‘account®: ‘@g¥¥¥¥g)‘*
‘auth_type': "NOAUTH®,
‘channel’: 1,
‘cumulative traffic’: @,
‘device_name': "AP7@58DE_18",
"downward_speed” :
"dual_frequency’: 1,
'frequency band': 1,

Bt , ATEEMN KRS Ro

2.6 BEBR

RENB| T TE VIR G A 4b 22 2
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3 BEHEXE =5 IAEER

= =13
31X E=

LR EREXME ( CloudCampus ) FERF R , NARAHNELNELER |, MFERHKE. Al
MEBAR , BFEHBG , MEFYER, LESTMMATEEEHNEXME , EETLEF
LH,

AXBFHHESZEFRE=FINENA , FAKLR iMaster NCE-Campus B EE =5 IAIE API ,
XYMREED, HEEEER, HELTLAERSE, AREL2FY

e  X$#E iMaster NCE-Campus BV 58 =5 IAIE#E O,

o HHPBNAPI FXAF L TLRE.

311 HE=FIAUENE
BE=FNEFENATEL Wi-Fi 78, AREEBEE. gk, tlkirSEssad
Wi-Fi R BEBME , MERHEAFEENZAMZNIHEH#THAFIANE , ANERSRE, #E
REHE DR, HEBEINEETHAFEA Wi-Fi FEAMLSE,
AR HFFRERNEAFERMAIALE Portal TWE , AR iMaster NCE-Campus BB=F1A
iE APl , MTISEBUIANIE, it8&. AP oS, THEHERS.


https://e.huawei.com/cn/products/network-management-and-analysis-software
https://devzone.huawei.com/apistudio/sample/index.html?id=145&categoryType=campus
https://devzone.huawei.com/cn/enterprise/campus/apiSolution.html

S

- - i i =1 =
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$£39W

XD {EFHWIFI!
2o
=z
[ =nes
BiES H26F

RE-HBEBNERE Fi-FHRE TR Felle- = S ELF A ERE Ble-—UEew Bi-EEWENERE | Flr-E 2R 2

3.2 KN A

3.2.1 ¢ i BA

iMaster NCE-Campus B=TIAIERNFB

< &

iMaster NCE

Cloud AP
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ALBAMIEEMINR , Lim, CloudAP, iMaster NCE MIZE=FIANEN A, HEFLKiE
CloudAP, iMaster NCE JHHF X B XIEEADEHRE  EEERENVNENANRBE. F=H1A
iE R AR B HEEME A4 N = CloudIDE E1T,

3.22XKPR
INSAL P -3 1l N
1. BREEE ;- R IDE MR DFEIRE,
2. B=HFINENAF X : £ Flask BEREEINENA KB,
3. £RWIF : BIE SSID MAFEA , BIEER,

33NEHER

3.3.1 IDE £&

AETTERBE LESLAT DevCloud, EEALAEALNA CloudIDE AL RZESHAE T
HE AR #4532 : https://devcloud.cn-north-
4.huaweicloud.com/codehub/project/68494a8ad06b4eeadalc3f18bel15161/codehub/578588/home,

CodeLab-ApiAuthDemo-Python

BIEEE: hwstaff_453981 BIEERTR]: 2020/02/06 10:51:06 GMT+08:00 EIREFEIRE: 2020/05/15 16:23:27 GMT+08:00

it 1% i AFtEk A&7 BT 1EIn eEsit R

master v mE  hEs Ak
{
CodeLab-ApiAuthDemo-Pyt... i FERRIF Bl
static static AFET hwstaff_453981
templates templates AR hwstafi_453981
gttignore gitignore 103K hwstafl_453981
README.md
README.md 103FAl hwstaff_453981
app-py
requirements. txt app.py 3FA hwstafl_453981
setup.py requirements. txt 1037A1 nwstafl_453981
setup.py A nwstaff_453981

1.77 7] CodeHub #2#|& , HEME M= LRBLE,


https://devcloud.cn-north-4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/578588/favicon.ico
https://devcloud.cn-north-4.huaweicloud.com/home
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hl.-.-'-.:'m £hn | = ) £ 1S [l uwE s =EEE

SRR,

@ KiBicE 1 ‘ 0.13M

CodeHub *HF@E@ W?ﬂiﬁ%r@

L — Q

CEER HELE i EEURL a.. tEER (GIT...

Campus Campus AFRE SSH | HTTPS 0 0.13M | 0.00M

F 2R EESE CodeHub 387 , https:/support.huaweicloud.com/codehub/index.html,
2.5 TG Fork B¢ FEH , R CloudIDE ED AT 85,

Tl / Campus / f{EBHE / Campus / off

i

Hige=E

Campus

& el T % Fork: 0
3.CloudIDE FEERMT :

HUAWE]

Ij\l EXPLORER setup.py x
~ APIAUTH ¢ o - [import os
> | static
> I templates

File Edit Selection View Go Debug Temminal Help

-gitignore

s t ile xt')
app-py . 5YS ("pip3 : -- . t(r‘equir:*ements}::u
README.md
requirements. bt
setup_py

3.3.2 ETAY

FREMXEHRENBBEBRRODEEE , ARBRAFEHEXMNEDHE,
DRERHFPERAN , PR Demo FA


https://support.huaweicloud.com/codehub/index.html
https://devzone.huawei.com/openecosystem/experienceView/campus.html
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FEEAT
25037 Xt Demoifiz

‘9 14

Bl v

EEHVPNENEETRE, ERTEEFHER, MEEELR
BHTAPHE .

EIAMBEANTEERE, TREGRESE. AETHESLIE
HHTAPIE.

o MEAKRFEALMZEAXRE , EAT CloudIDE F AR ;
e Demo iRAEA VPN EAXRE | EH FAH# IDE F AR,
PIRRIS Tk B4 4Ies, IRERKAHE Mt , athRiE , HAREBHREERER.

HREFEHPEEMT:
HRES: campus10@tenant.com
b@¥ES:  demolS@north.com
fE@URL:  139.9.213.72:18002

=ig: Sky Txe 1 M@

“FHFEKS"HAF NCE MEZERK,,

“JtEKS ABEMMAS NCE REMNKS. AMEEAS 1-3 H]K,
“JbM URL"A iMaster NCE B Fithiit , R B4R AT Bk,

‘B ARRBBENDRFRNBERED,

it , FRERTH
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34 E=FINENRAF .

AEFENZAEE —MAERA Demo , & iMaster NCE-Campus X1 #3281 Wi-Fi B F° Portal
INTIN
AXBREHHEFERERENT :

=

% Cloud AP iMaster NCE BRIl A

— ( . [ 4

- () ' &

iMaster NCE i
1EETHTTP2.0iEE:

2 EEURIEREAP

3 EEMETIESIEE
4RSI

5. EEMRIE=FPortalEHF S RETEEE)
6.iA[alEE =7 Portal Server
THEZFNE
BHEPEANKR. ZHER

- 9RIEAPER,
10.EREHRARAPI ) INEBEEREIR

1B THACABIESISE FREBN
12 EEfEEER

13 EaEEER

14.Portal ServeriBiTHTTPRERISIMNEER

153MIERET, FEERFERENIR Internet

WERRS R EERI =TINEE

e Portal REF|MHIEXNILENE , BEAFERER  BEERER) ;
o i, FHENRRAFEER

e A iMaster NCE API 44 F & im iR

341 KEB B x5
AR A Demo EF Python Flask R &R E.
RBEHWT :
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> B static
> @ templates

.gitignore
app-py

2 README.md

E requirements.txt
setup.py

e static B X TFHE M CSS AR

e templates B FFH HTML I H,

e apppy NEANANTFEZHE,

o setup.py fEN N ZENANKE D,

e requirements.txt FRARXEHR FEEN KB TER,

3.4.2 &% iMaster NCE-Campus SDK
R BES requirements.txt EEAKBE , TEEEWMT :

certifi >= 14.05.14

SiX >=1.10
python_dateutil >= 2.5.3
setuptools >=21.0.0
urllib3 >=1.15.1
flask>=1.1.1

requests >=2.22.0

-e git+https://codehub.devcloud.cn-north-
4.huaweicloud.com/campusoooo1/CloudCampusPythonSDK.git@master#egg=cloudcampus

EZERERXERESESZE hitps://devzone.huawei.com/apistudio/sample/campus/apiSdk.html
setup.py ZERHENRB. AHIREN SDK FSEBRIERXME > BIRTE

import os

requirements = os.path.join(os.path.dirname(
os.path.abspath(__file_)), 'requirements.txt')

os.system("pip3 install --user -r {}".format(requirements))

1E1T setup.py {R#B & % SDK ( CloudIDE 7£ setup.py & # # % “Run Python File in Terminal”=
REE{TE ),


https://devzone.huawei.com/apistudio/sample/campus/apiSdk.html
https://devzone.huawei.com/apistudio/sample/campus/apiSdk.html

HUAWEI
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$EA5 T

setup.py x

requirements = os.path.join(os.path.dirname(
os.path.abs ath( file_ )), @
system|(|” i

Requirement already satisfied, skipping upgrade
pylint) (1.14.9)
ing wrapt~=1.11

Downloading http rs.huaweiclou
515af9fd6cf7dbf1d1793a797 /wrapt-1.12.1.tar.gz (27
Collecting typed-ast 1.4.9; 1mp1pmpnfaf1 n_nam

Downloading http
e2b5e9ff73c2bla

Building wheels for collec
Building wheel for wrapt -setup p
Created wheel for wrapt: filename
B89dc 34e7deF12§9bB§elﬁdddab+bfdjladb+d
Stored in directory
ssfully built wrapt
alling collected packages: isort,
sfully installed astroid-2.4.1 i

RERAH .

3.4.3 T1%R1L APl B Fim

£/ ApiClient 23R40 A{LEH SDK, EEERE LM API AN

NCE-Campus 12 #2389 1P LA Jb @ik B M2,

ycal/1lib/python3 .6

m

st-packa (from astro

efbe88c5Fd371FAcFOcfS5eb3feccdd?

860d447197beb

7498 shal56=4cf/4Bd4efd7/Tfdbe
89+f51b9cb75+3b6

oid, toml, pylint
pylint-2.5.2 toml-0.10.1

& (18002 ) , iMaster

if _name__=="__main___
# init api

tenantName ="' demoas@north.com'

tenantPwd = Sky7xeiMx@"

host ='139.9.213.72'

port ='18002"

config = Configuration(host, port, tenantName, tenantPwd)
api_client = ApiClient(config)

FEBHAEEFTENDERERE -

344 BWTAFER

BITAFEENEREE LEE Flask A , RAIERAFIE

LIHE S,
1.E BB 3 Flask BZA ( app.py )

MREEBMIILNA , &e#ETHAF

app = Flask(__name__)

if _name__=="__main___

# Flask APP B3

app.run(
host="0.0.0.0",
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port=8899

)

2. FEATR 1B R request HEIE S (app.py )

@app.route('/,, methods=['GET','POST']) #FAFMEFZRERMEM HTTP A%
def index():

# MNSEBHBITAT AR API 955

vaddress = request.args.get('uaddress')
umac = request.args.get(‘'umac')

ssid = request.args.get('ssid')

apmac = request.args.get(‘apmac')
node_ip = request.args.get('nodelp’)

SHMNEET DRI NINEL S IP, NEL IR MAC ik, TAIERIREEARY SSID, AL ik
AH AP B9 MAC b1k M iMaster NCE 89 IP 31k,

BEZSBHAERBESETRES,

345 P&
LERPEZNETEHM HTTP 5%,
MRR GET A& , WREIEZFNE ; IR 2 POST 5% , # ARNARE.

if request.method =="'GET":
return render_template('login.html')  #30R HTTP J5347 GET , iR[E login.html TTE
else:
username = request.form.get('username')
# print(username)
password = request.form.get(‘password')
# print(password)
#AKWIRE A KFEE
if username =='123' and password =='123":

# BAF..

o MWMRAFKEERMHTIPEENRN GET , NRE template B & F# login.html I,

e MRHTTP N POST , EAFBMANIKS, EBITN 123, HHITERAFRE,
IOREREFANERINK S HEB7123/123" , FF R E A BT8R BB E.

2. ARARNAIRARF APl , #ANAFEER AR success RE , ATEAF T4EA
(app.py ) o

# IREVRIX API
client_user_manager_api = ClientUserManagerApi(api_client)
# BRA&IRARF
try:
# MEAFEE

user_dto = UserAuthorizationInputDto(device_mac=apmac, terminal_ip_v4=uaddress,
terminal_mac=umac, ssid=ssid, node_ip=node_ip, user_name=username)



https://devzone.huawei.com/cn/enterprise/campus/apiDevelop.html
https://devzone.huawei.com/apistudio/sample/index.html?id=145&categoryType=campus

S

HUAWEI

HCIP-Datacom-Network Automation Developer SE3& 15 F i} F4T T

except ValueError as e:
# HRRE
print(EXCEPT: '+ str(e))
return render_template(‘login.html', err_msg = 'request parameter')

# ARAEN AP HITHMER

auth_output = client_user_manager_api.user_authorization(user_dto)
print(auth_output)

FEAFEER user_dto, 2 APl FMATH HTTP 3R Body ## UserAuthorizationInputDto 9
WS, BEHGETUSEHFHN R RHEI"Python,

AAEARNGER AP, BIARNEI , HEERZE success THE (app.py ) o

time.sleep(3s) #ZFF=MWEHWNLE

query_auth_output = client_user_manager_api.get_authorizationresult(auth_output.psessionid,node_ip)
print(query_auth_output)

# TR IRE error
if query_auth_output.errmsg !='true':
return render_template('login.html', err_msg = 'query auth’)

# BRI EEME success WH

return redirect(url_for('success', uaddress = uaddress, umac=umac, ssid=ssid, apmac=apmac, nodelp=node_ip,
psessionid=auth_output.psessionid, username=username))

WAL AP, E&FESE API Ff.
WMREHKIY , AR RESEER E/success B URL,
4.8 & success T Ho

AFPEREHSE , 15 success WHo

@app.route('/success', methods=['GET', 'POST'])
def success():
if request.method =="'GET":
data = request.url.Istrip(request.base_url)
print(data)
4 BHRE TREBRER

return render_template(‘'success.html', querystring = '/logout' + data)

IR[E145 A 7 template B 5T success.htmlo

346 AF T4

AREFTLRRAATL APL,
1.#R 4T Cookie FRTZM YA P ¥4 (app.py ) »

@app.route('/logout’, methods=['GET', 'POST'])
def logout():
# BTERSH
vaddress = request.args.get(‘uaddress')
umac = request.args.get(‘'umac')



https://devzone.huawei.com/apistudio/sample/index.html?id=145&categoryType=campus
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apmac = request.args.get(‘apmac')
node_ip = request.args.get('nodelp’)
psessionid = request.args.get('psessionid’)
username = request.args.get(‘username')
ssid = request.args.get('ssid')

2. AAAFR T4 AP, HEEOZEXRME (app.py) o

# IREUT 4 API

client_user_manager_api = ClientUserManagerApi(api_client)

# BBEIAF TS

third_user_info = ThirdUserInfoData(device_mac=apmac, terminal_ip_v4=uaddress, terminal_mac=umac,
node_ip=node_ip, psessionid=psessionid, user_name=username)

print(third_user_info)

model = client_user_manager_api.cut_user(CutUserInputDto([third_user_info]))

print(model)
# EHSH EEQIERAE

return redirect(url_for('index', uaddress = uaddress, umac=umac,ssid=ssid,apmac=apmac,nodelp=node_ip))

ClientUserManager IRt HI A - T4 dt@#EDO. H Python &R cut_user , E&RHIESE
APl F i,

3.5 R

ARWLE R EBNE=HFIANERS , ARFTE iMaster NCE-Campus B & Portal TAUEXT
1 BERAPRBTEEARIL,

3.5.1 BEIIAUER A

1LEZ RS
CloudIDE ARi=4T app.py X4

2

m

$ /usr/bin/python /home/u 194deaa-e3bc-4c26-8

¢ app "app” (lazy loading)

* Environment: production

- 0 We detect local port 8899 is listening.Register it to allow external access? X
* Debug mode: off

* Running on http://@.8.8.08:8899/ (Press CTRL+C to quit) yes ignore

2GRS ELAM (K IDE HiR T EE),

Rifi‘yes’ FHEE O A LA HI PORT EXTERNAL ACCESS, # &i“Access’ /a3t A Portal B9 & 5
RHE. EtiwOERIAR 8899,
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PORT EXTERNALACCE .. [>

h o, Z3iu-—531u, o

Register Refresh

Port: 8899 &«

Protocol: http Remainder: 3(

Access W Remove

3.&F Portal EF T E.,

& C @& zbohep-8899-cce-6.If.templink.dev a % @ :

e iMasterNce

TUHE URL 41 https://zbohep-8899-cce-6.1f.templink.dev/o

3.5.2 Eti& Portal TAE XT3

£ iMaster NCE-Campus & Portal TAUEXY 2,

3.5.2.1 Bti& SSID
1.81% SSID,
BEIREEERE , EEREER TESYENE>IE QB E>AP,

+5 iMasterNCE

SSIDERR R BE Es=citl PAIESE nrEs= EEE RlEERA= BiE

an

LEoR.


https://zbohep-8899-cce-6.lf.templink.dev/
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2EF"BIE" , WA SSID B, BEMKXEESFRNNNAT, BHT—5"

SFEE

f
=

* SSIDE|FR: CloudCampus-Auth
Trethas:
ERTE »
EENR H 2.46G (wlan-radio 0/0/0) B 5G (wlan-radio 0/0/1) B 5G (wlan-radio 0/0/2)
APTREE:
RETSAISRSNAPEE, HEUEIAEEEET TFEAPRE. B T - BRE - 88360 - AP > AP RIZIFE,

PSR

Switch @% nternet

Terminal Terminal

—EmE :,:'_o'_f:rmr

3EBLEHA A SSID BAMERIAES R,

WEANEFRN A FRME” , “REHIETE ( Portal TAIE ) "FON” , “REHZE TR TF
BFRYIANIE | “SHEAR R AP | HEIXBRHTTPS
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ISR (v) FomE SNEPortahiE

v IR PSK/PPSKIAE

¢ SR B02.1XGAE
SEHEENE
(PortalihiE):
TIEEEAL: e e e

" e » [ L
ll‘-‘!.'jstf MCE Master NCE PortalfEsS 8 Master NCE
= {.—.‘Ir”rf {.—.‘Ir”rf PortalifsSes
ZFEASAE Q =FaFHAE B

TR El o=
T HTTP

FEEMIeEEH TTPSET, (MariSEE A HTTPSHMY A Portal TOTE

Portal SiAE : ()

* BRLARATHI :

4 B ERRIABATHL
BEBIABATAN M AT ERER , EHNERER T EEPRET IR, RE ACL
BARAN o

IEEER

£ b == ACLES #2iE
=Hi=

EHBIHANENAHHES , FHBMARNGI R, ERFHED (http/https) IR , IR
BEEEH.
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IR
* =R ACL
=
ACLIRS: 6001
* FFI: ®

IP/iiE M im0

zbohep-8899-cc... Any

EE=3

QEREREE  BE T -5, BEEETHE", THK SSID B E,

3.5.2.2 Biti& Portal 70 E X KR

EIE

ZE AR APIHAEERT , AP EERE Portal HXEREE, HAKHKE WI-FI /5 , 1838 Portal

WX REAKIRA P HIAIEER Portal TWE,
1. ®iE Portal T2 HH#EIE R A XEKH SSID,
EXFEFEERHEAN > HARR > Portal WEHIXFR,

Portal AE¥EEFRE

B

[rrd B Pin5Ee TEER i
=

Default EEME EEIIEERRE

BEQIR", EFRREEEN AP, EE Portal TTEHEIE K,

T

A
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T EEH PortalaEHE=5ERE B SR
=t FortalPage

SN 5%

HEEHIm
{ERE s S S I »
RS, AP

{Z=EEcsIDILES:

CloudCampus-Auth

IER R REBXHY SSID,
2. BEX 5 NI RS 25
GRS AR, RIGTEE=HIAE URL £l CloudIDE B3RS BEE KK URL.

X ER R

= ERAT: =T EREAE

* JEE=E API RADIUSHREE
= E—FLAEURL: https://odcelo-8899-cc

RERTNA. BHNERETK.

3.5.3 AF A REARI
EXRREMARE , BHEHAFRI , ®&FPC LWIZEZY |, # AZEXEE PC,



S

- - 1 4 = E
HUAWE HCIP-Datacom-Network Automation Developer SE3& 15 F i} FE 54T

d e

AP-1 PC
BAERRSEWE PC f5 , & Wi-Fi |, EEL—FEBTHR SSID,
PCEAWI-Fi 55 , 3T %EE | HE{EEi | £ BB A X HEN RS 85t

@ Login page x [ (NN
“ C @ zbohep-8899-cce-6.if.templink.dev/?apm ac=40eedd2d5fc08uaddress=10.1,1.2488um ac=081f71293d01 &authType= 108lang=zh_CN&ssid=Q2xvdWRDYWIwdXM.. Yr €

o< iMasternce

“Jser name

Password

MARPSE, B0, 2BE5Login#TEFR (BHPRIAAFBENEBHEHN123") .

o< iMasternNce

123
[-q \

BRI LR AE S B Zh U5 R B BR
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o iMasternNce

Login Success

Logout

B HLogout” , FEHFREIZERITME,

e iMasternNce

Bl , AETWE=ZFALERRER,



S

- - 1 '1""\ =3 E
HUAWEI HCIP-Datacom-Network Automation Developer SE3& 15 F i} %56 7

4 B R BEP OSSR BER

41KEWER
HERHERMBIRFOME ( CloudFabric ) FRRTR , AEFRHEERHEER. SlENERES
T —RBFERORME , BEEULNBEPEREE , MERFCEENEDIRFEFTRE.
AR FHESREFF R Python A4 R iMaster NCE-Fabric B3/ API, SE3 VPC M4
WHEEB. RRBESFEY .
e iMaster NCE-Fabric B M EE A,
e  iMaster NCE-Fabric Web Ul & &l 55,
o M Python AAMEX API Z R FMLE,

411 WEEBNA
W EBMRERET iMaster NCE-Fabric 58 KHIJE[E FF 5 APl BES |, SR B IRIRZFE,

iMaster NCE-Fabric

S

Tenant Tenant

VPC

s

1T:N (
( ) VPC 2
| T:N
Logical Router
T:N

" Logical Switch ‘ \

| 1:N

‘ Logical Port ‘

AL *N I | ogical Router

Logical Switch

Logical Port Logical Port

iMaster NCE-Fabric Z1#F 2 ( Tenant) , AR ZEHILREE. —MAFAEZSHBENE
NREEFEER BT


https://e.huawei.com/cn/products/network-management-and-analysis-software
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® VPC ( Virtual Private Cloud ): VPC 2 —MREENRLE , — AT HERFELSFZHMLE
REER.

o BEEEEMAT ( Logical Router ): ZEIEHB[MEZIANERBENNX , EATEZERNITE
FRAAEBSHEBF L H B B ML R,

o BB ( Logical Switch ): BERXRIBE DL L EREEN —EXHKRRZEZ , ATXRIE
—IHERILSHZRERE.

e BHius0 ( Logical Port ): B OBULFHEARD ., XN O AT TFAEMERE
t BAZEBXRIN_EERB, KEREH VXLAN F EVPN £,

4.2 RHITER

4.2.1 ¢A ™15 BA
iMaster NCE LE=gwit
F
£
CloudIDE
iMaster nCE
/’f" i _ ™
IR |\
M
M

AXBAMITEE MR , MiXLiH, MEIZEZ, iMaster NCE FlSRB, HPLKix, ME
%%, iMaster NCE I A B HXERDRHE, BEFHEELSNKE , #HECALIR
CloudIDE 11T,

422 KWL R

T #BBhiEE FIFE IR iMaster NCE-Fabric FIE , "B 9 RHBE AL - EF Web Ul KM
&\ S M {E A Python RIB R BIMKL %,

1.EF Web Ul KR0S
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£ 427 iMaster NCE-Fabric WHIR/E , XU I TR BIE -

o IREHEE
o IS
o Bl VPC

o GIEBIEIMERT

o BIEBEMA

o QIEZFB/IKO

2.6£ R Python I8 &KL 55
o REMFSRBNE

4.3 REHER

4.3.1 IDE H&

AETTENRBE LA BHN T DevCloud, EE A LUEMALN CloudIDE AL RESFABT

HE AR #4532 : https://devcloud.cn-north-

4.huaweicloud.com/codehub/project/fa019fde75e740d58870040f551bf749/codehub/625828/home.,
DCN-API-PYTHON
Bl Greatmand99 BliE8d8]: 2020/05/30 10:52:55 GMT+08:00 EiFEITRTE: 2020/05/30 17:12:40 GMT+08:00

Xt a3 TEE aHiER R HEXTIEIR RS frnidi]

master v | Q HE s *tk
DCN-API-PY THON o4 Al flEE
.gitignore 9FAl Greatman999
O .gitignore 0O o 7Rl
[ README.md [ README.md 9F Al Greatmang99
ano.oy
[ app.py O app.py SFoEN Greatmang9g
[ setup.py
[ setup.py 9F Al Greatman29s

1.5 CodeHub 2% & , HEM B M= LB LE,


https://devcloud.cn-north-4.huaweicloud.com/codehub/project/fa019fde75e740d58870b40f551bf749/codehub/625828/home
https://devcloud.cn-north-4.huaweicloud.com/home
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Q Hidtml

=L

I EEEE F=

5 RmEE

CodeHub

7 5.49M
EF GRS

HFEFiE=E
BENET, Henleri@igR Q R | v
BEZ HERR i £EEURL aH.

DCN Campus

. CEEEGIT|.
AFFRE SSH | HTTPS 0 0.12M | 0.00M
F 2R EESZE CodeHub 387 , https:/support.huaweicloud.com/codehub/index.html,

24528 AL Fork B EEAH |, & CloudIDE BN AJ4T FF X,
DCN

3.CloudIDE RAHERUT :

& ERETEE ¥ Fork 0 CloudIDE

File Edit Selection View Go Debug Terminal
HUAWE!
@ EXPLORER

setup py X
~ DCN

Help

_gitignore
app.py
README.md

os.system("pip3 install

reqguests”)
setup.py

4.3.2 HrEWA

FREMXEHRENBBERRODEEE , AXRPFEEAREPONEDHE,
DREREFPER AN, PR Demo FA


https://support.huaweicloud.com/codehub/index.html
https://developer.huaweicloud.com/resource/network.html
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Hug ks Demoifdit

2 %
17 - 1hEg v

R E{FIS TR IBVECloudEabric l i o e
RERER, WRASTIMECloudFabrcesig. BHSENERSE, HESFAPEN, REA

TEVPNEMNERS.

o MEARFEALMEASZRE , EAT CLoudIDE F 4K ;
e Demo iRAEA VPN EAXRE | EH FAH# IDE F AR,
PRIRAR TEERK | QERFE , REHRERRELR,

HEESIEPEEN T
EF SE admin/Huawei@123

“HAKS" R AP NCE REEFEK,,
“BRRE R AR BB D EINE N B R FE,
Zit , EHERTR.

4.4 EF Web Ul B9 & & 11
APNEEG A iMaster NCE-Fabric Web REB TS T4 , E4SER -
LeIEMEF,
2EPBHEFMZILS,
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BASTHROEEF“DCN-userl” , 812 VPC“VPC-Test” , FBIZMER 10.10.10.0/24 , xR
10.10.10.1/24, SEILN =L o B BOE MK 6

Tenant; DCN-user1

mPC: VPC-Test \
Logical Router GW: 10.10.10.1/24

Logical Switch

Logical Port

- /

PC: 10.10.10.x/24

4.4.1 RIEFHEF

“DEMYTRPBABFNKS admin” W REEEAKS . £ LK~ 3 iMaster NCE-
Fabrico
EEAEZSER>HEF”, RE“eIZHE,

EHER
* PSR EEA: =50 AR

DCN-user1 userl@huawei.com s

HPER: AP

O

B

*Fabric ShaBRISE:
Fabric: Fabric] . SHEBRIE: @

DHCP: VMM:

EHEHEFER
o FHFEH
o EEHR:MHFEERAKS
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o X MH/EERED

e  Fabric : Fabric & iMaster NCE-Fabric £ 8T R, N —4H Spine M Leaf i Z 7R NE
Fabric f§ , Fabric R RMWMERNZATRHEALESNEFRERER. A60hEMERIZLT
“Fabricl” , }ERMER,

KREWINGE , B0,

=]

Fabric1 - 0/10 0710 2020-06-08 19:0...
e ;e

ES) - - 0r10

o

DCN-user1

EH Admin’K/ S EAESEEAKPERRBIE, ARERFERERED,

«¢ iMaster NCE A ik iz user @huawei.com

2207 user1@huawei.com , ¥IDEFEEEEEEHISE]

T ExEe gE  HEEES R DFER 2020060811:1531

=356 RECER S AR

Fabric1 - 010 0/10 2020-06-08 19:0...

=

DCN-userl

o

i - - 0/10

HI% 0 - FE (1]

BFEMI.

4.4.2 SREBIAF ML K

FERAEFEEAKFHER, LS , AZIMEBFEL VPC ML , SKHSERA -
o & VPC
o BIEZHEIRHER
o HIEZBEIIA
o BIEZHEIKO
RRHIYE IR 10GEL/0/15 E MR L%,
4.4.2.1 BlE VPC

EFFER admin” RS EE & B 5 iMaster NCE-Fabrico
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PG WSS B B R

& RS FNTEE EER HFEE License Gme BHER

£S5 Fabric RBE

KREWSFERH>HEF. QERSAGHARSAE.

« iMaster NCE Iy ad s ER vee  FE AEES =3 D Q2 s 8 [ sz

E= E= R ERE

: Fabric1 - 110 0/10 2020-06-08 19:0...

DCN-user1

EEVPC , REDIE

oy

i — — 1710

«f iMaster NCE A= ez user! @huawel.com

izl

p DCN-user1

Fabric1 - - - it 2020-06-08 19:09:00 -

VPC

alE

VPCERR SERTiEE Fabric EERESENE EEEEE P me ) BrRDEE R SiEEE 2

REICR.

WA VPC ¥, REHIA.



S

- - 1 "(""\ =3 E
HUAWE HCIP-Datacom-Network Automation Developer St 35 5 F

$£64W

glgvpPc

* VPC-Test

* Fabric1

BV W=

Az Bk 3 VPC 4 RE,

«f iMaster NCE N

- / DCN-user1

VPC-Test & ==

ShEBIISR IR
IBIBVAS
BIERRERE

ZiEaniatl

RERER

4422 S22 EHKHZ
MM S5 B B R B AN E O,
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ShEBRISRIR

EBIEVAS

ZiEEREE

pet==geg iy

AF&wO

REER

EMEEREEEO, EEEEKHSFEMAERIBH Fabrico 454173 “Routerl”F“Fabricl”,

BRI : M ik i=ti=aaEs X
BAEE A
* i EHREE Router1
Normal
* i Fabric1
FFIE

CIDR MxP DHCPi%

RHICR.

ma || mm
NIBEEHFAIMNFMEELR 10.10.10.0/24 , Mx7 10.10.10.1, KRE@I” , EEFE,
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g E
* O Ipv4 IPV6
* 10.10.10.0/24 * 10.10.10.1

L

KREWE, TRTFMEE,

Uil R R X
A

B&xEE A
* BIEEEHEEE Router1

Normal
* SOAHOF Fabric1

TR
CIDR =P DHCPRiE

10.10.10.0..  10.10.10.1 ESEi)

R

H1% 20 -zm © @O .

n+

KREWE", TREBRMAFUE. HEHE N Routerl”,

Router1

)
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\|

4.4.23 RIE BB
R HE S B B A B AN X, EEBERIEF , 2610 “Switchl”s

EaERs S FIRE i EIER I, X
BAES ~
Switch1
wE |
FETH O
Router1
0)
=% v

AT

g s [ = | TN

NEEXBRILERRBRNZERME, [REER, EHEQ,

IR IRH S
EEEREE VRFEER VNI
© Routen Router1_5005 5005
sz 10 - H/&E (1)

APk EZEER AR Routerl”s /EWE", WIAKEK,
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R Az A X
BXERE A
Router1 = .
) Switch1
Router1 EZE
RiEN O
(o1 v
BGY 8= e
EEYRETRN, BB REKRFN,
BRI PR MM EEEAT I, X
BXES A
+ Switch1
Router1
(0)
Router1 priges
"""
=% ~

¥ HMNE O FIEFEFM10.10.10.0/24” , AR FHHBE"
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BIEETR
FR: BEsRFM:
TH EEETH
10.10.10.0/24 10.10.10.0/24
<
H1% 1/1 #1% 11

KREBE SIREZERHR,

BIERR I, X
BXES ¥
* 1ZAEAFHAN S Switch1
Router1
)
Router1 briged

10.10.10.0/24 wmETN 0

-k =53 o]
(0)

ws || ==

B, TREBRINEIEZEERE,
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Router1

m

Switch1
0)

4.4.2.4 B33 im0
EHBEBOAEN  RHEBESEO.

k= 0o M X
el
BHEE ~
*
T
- FiTiE
L2 N
5 FAFPEIEEL (UNI) i
* Dot1q E
*
* EIEE
- HEE o
0 o e

HE

BEwOBRF , 4608 Portl”,
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BEXEE ~

« BEROSF..  Portl

s T
* FBAAFHEAR],: EE
REGER XRKEBER R, EHHEQRIEFE Switchl” , H#REHE.
THESEATIAL X
EENSTR/VNI/BD/AEEEER S/ FR(R<IPiEL O
EETEEER VNI BD
©  switchl 5000
H1E 10 £/l
BiGE

BEL2#AN, EEAFMNED  EHERBN THREFERE Untag’s BERARHIFRNHL

WA PC, RHMRETET VLAN Tag.

L2 &N
* AT HEFflEEO (UNID i)
Sk il Dotlq I E
« VLAN: Dotlg

Untag
+ Fabric: Qing
+ R HE. Default

PvlanSeparate -

EE Fabricl”fm , REERBUEEN XL mERENYEREO,
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 Fabric: Fabric1
« =EEEEO. B
x = il
* Sl W

i
Jjn

FEEHE OFEFN LR EREANKA,
E RN P RERTEARIN TERTYERED,

KREWTER , HIFRFERED,

E-1-- R A CloudFabric_41

":‘ﬂ ;‘,;l
s LS
GWA W
=
= 2
. =
£ =

n
L]
E 5

J J

DCN-Win2012-1 DCN-Win2012-2

EoIZEBinOEQFRFiED,
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0 #5: ANSMEE TEERO.

=l BEASERR

EEH EERsE

v~ GW2 L

=) iR

2 GW2 1

7 GWI 0

#Ho% O an

B 2L 1

(10GE1/0/15(GW2) ~ |

KREBNTREIE,

» Fabric: Fabric1
+ 0. TeE
« . GW2 i
L 10GE1/0/15(GW2) ¥ E
FEOES
= R
v
B -

NEZEMERIERTT
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Router1

M

(=

4.4.25 EBE VPC ML
VPC EEWIE , TENFAEYWENSE L,

£ VPC mEEREMNE LA,
«f iMaster NCE WSS Bs Bh vee S ANES e
VPC

VPC-Test

ShEBRISRI

iZ38VAS

Router1
M

RN

BIEFREEE

Switch1

BESEH, ¢ )
BRI
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VPC

VPC-Test

4.4.3 & REHE
1.E3FNHAL R,
EXFERIT | AEEFN LR

DCN-Win2012-2

Ping izt R o< ZE i@ 1
C:\Users\Administrator>ping 10.10.10.1

IF7E Ping 10.10.10.1 EF 32 FHH¥iE:

kKB 10.10.10.1 WEIE : F17=32 Af[E=1ms TTL=254
kKB 10.10.10.1 WEIE : F17=32 Af[E=1ms TTL=254
kB 10.10.10.1 MEIE : F35=32 Af[El=1ms TTL=254
kKB 10.10.10.1 WWEIE : F15=32 Af[E=1ms TTL=254

10.10.10.1 # Ping &itHEE.:
BIED: BRE =4, 88K =4, EX =00% EX),

2. 1B VPC FFEF,
FELE R K> “VPC T EMIBR VPC-Testo
«f iMasterNCE sz WS BS v WE ANESR e O Q= 07 @ sy admin
o
VPCEER HEEH iz:az v Fabric EERaESE EEeslEg FERONE BFEOsE =200 #iE
VPC-Test DCN-user1 Fabric1 1 1 1 0 2020-06-0.. X 2

ERNFZEZB>HE/”, MBRFAF DCN-userl,
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HUAWEI
«f iMaster NCE s S OES v SR ANES i 00 O S admin
255 P R A
Fabric1 - 0/10 0/10 2020-06-08 19:0..
g T

=i - - 0/10

o

DCN-userl

oAt B L ENIEE M
C:\Users\Administrator>ping 10.10.10.1

IEfE Ping 10.10.10.1 EF 32 FHHHKE
kB 10.10.10.1 WEIE : TR EH
HRE e

HREE

HRE e

10.10.10.1 # Ping &itHEE.:
BIET: BRIE =4, 88K =1, EX =3(075% EX),

ZEHET Web Ul B9l K ERE Ko

4.5 fE F Python SR & & 1

AN EFRRRE — PSS % B Demo , A iMaster NCE-Fabric b @ FF 5 API SSE152 %5 i

OB 62 SHIER.

iMaster NCE-Fabric £ 27 F“Tenant_01"# 812 VPC“VPC01", BB HEF Router”, B1E

A 12" FB 2% O “LP_Office”s A RTEBHBHEMEZMT -
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.
"

LP_Office

NEZFEEBEEN 12" T B —/NETHYIE ik O “LP_Office_Access”5“LP_Office’ — B &
B, BHEONNNNYERIEHRNCW2 ( TENERR > YERF >R EE>
“REHEEF ),

AXBREHHEERERENT :

RS iMaster NCE WS
J—Y e ?
— CloudIDE
— iMaster nNCE -

1. POST#xEXToken

2. GETEREUZEZIHID

3. GETFREUIE3SHAHID

4. GETFREUZ4EiH 1D

5. IRIEB AR DFEIIESS
HHNID, POSTAIEIBIgIR.

6. FRZBENORE

7. Deletefif&iZigim0 .

8 MikrZiEiR 1S

W & AR EERIASTINEE -
o fEAJEEMK T IREN token ;
o JREUZHE#AM ID ;
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o REWMEIRZ ID ;
o REUBHEWO D ;
o BIEZHIKO
o HERZEEIKO

451 RIBH F4
ZX Demo & F Python &R E.
RBLEHOT :

DCN

gitignore

app.py

setup.py

o apppy NEANANEELFERE,
o setup.py fEN RER ANKE S,

4.5.2 &% requests

setup.py 2EZENRE,

import os

os.system("pip3 install requests")os.system("pip3 install --user -r §}".format(requirements))

1217 setup.py VB &3 requests IR,

EXPLORER
DCN import os
gitignore
app.py
README.md
setup.py

or

hardet-3.0.4-py2.py3-none-any.whl (133 kB)
133 kB 5.2 MB/s

om/reposito y 99/det511020aa8+ dda2cfaa3B467539
py3-none- vi

itory/pypi <af fel/e5/df302e8017440f111c11cc41a6b432838672F5
y.whl (12
-9 MB/s

9/e3/afebeb 46d18fb1709a61bee788254b408e73

Su fully i alled tifi-2020.4. i .23.0 urllib3-1.25.9
WARNING: You are using pip version 20.1; however, ve .1.1 is available.
You should consider upgrading via the '/usr/bin/python3 -m pip i all --upgrade pip"' command.

> TOMCAT SERVERS -
use dozp-machine:

B

W
o
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FEHRBENEHILSRE
if_name__=="__main__":
# BEtmAFEERIt@tit
nbi_name = "nbitestero1"
nbi_pwd = "Huawei@123"
host ="218.2.129.55"
port = "18002"
token_id = get_token_id(nbi_name, nbi_pwd, host, port)
switch_id = get_switch_id(host, port, token_id, "ls2")
device_id = get_device_id(host, port, token_id, "GW2")
port_id = get_logicport_id(host,port,token_id,"LP_OfficeAccess")
if port_id =="":
create_logicport_id(host, port, token_id, "LP_OfficeAccess",switch_id, device_id)
else:
del_logicport_id(host,port,token_id,port_id)
BEARELL@MAFRNEZERER.
kP AERE>EEAS>EERA NHEENLE,
«{ iMasternce e S EER  EREE  Lense ES0E kS 0o Oz s
T EERE
=Sl
] i IS B EEg Brsa
admin System Administrator, Operat.. iy
administrator Tenant Administrator tenant Fin
e nbitester01 Morthbound Interface Operator... —AEREM
BAREE
e nbitester01 ERf= =R
iliE=H HiIERE FSiE
= =ik

EMARNEE , EERR

®  get _token_id(nbi_name, nbi_pwd, host, port) , i Atk 7 {5 23K 18 Token ido

e  get switch_id(host, port, token_id, "Is2") , 3REX 9 “Is2” #9322 BB 3324l 1D,

e  get device_id(host, port, token_id, "GW2") , 3REX& R“GW2"HIi& % ID,

®  get logicport_id(host,port,token_id,"LP_OfficeAccess") , 3RER% 7 “LP_OfficeAccess’HViZ

#% 0 1D,




S

- - 1 '1""\ =3 E
HUAWEI HCIP-Datacom-Network Automation Developer SE3& 15 F i} $£ 80T

e create_logicport_id(host, port, token_id, "LP_OfficeAccess",switch_id, device_id) , fE¥#§EH
switch_id # device_id T &% J“LP_OfficeAccess"# & Him H o

e del_logicport_id(host,port,token_id,port_id) , MiBR#EE port_id BB EiF O,

4.5.4 3REX Token ID
FFIREN Token ID KYZhEEE % BIEK get_token_ido

def get_token_id(nbi_name, nbi_pwd, host, port):
# BB token K url
POST_TOKEN_URL = "/controller/v2/tokens"
# BLE URL F Headers
post_token_url = "https://" + host +":" + port + POST_TOKEN_URL
headers_post = {'Content-Type': 'application/json’, 'Accept': 'application/json'}

# KEER , B0 Json BALIE

r = requests.post(post_token_url, headers=headers_post, json={"userName": nbi_name, "password": nbi_pwdj},
verify=False)

# FRHT token_id

token_id = r.json()['data'l['token_id']

print("1. [GetToken Id] ")

print(" [post_token_url] : "+post_token_url)
print(" [token_id] : "+token_id)

return token_id

JREX Token XY R Y URL Fl HTTP iR BEEESZEMATER (iMaster NCE-Fabric 7= 5 3 4%)
CTRFE>EOSESH P IAE>IREX token”,

&EM HTTP W 3758 B A ##4T H Token ID HiRE,

455 REUE BRI ID
FHEIREUZ BB RR A ID ThEEE 2 N R,

def get_switch_id(host,port,token_id, switch_name):
switch_id =""
GET_LOGICSWITCH_URL = "/controller/dc/v3/logicnetwork/switchs"
# FELiE URL # Headers
get_switchs_url = "https://" + host + ":" + port + GET_LOGICSWITCH_URL
headers_get = {'Content-Type': 'application/json', 'Accept": 'application/json', 'X-AUTH-TOKEN':token_id}
#1A FIRER switch #0
r = requests.get(get_switchs_url, headers=headers_get, verify=False)
print("2. [Get Switch Info] ")
print(" [get_Switch_url] : "+get_switchs_url)
switchs_info =r.json()['switch']
for singleswitch in switchs_info:
if singleswitch.get("name") == switch_name:

switch_id= singleswitch.get("id")

break
print(" [Switch_id] : "+str(switch_id))



https://support.huawei.com/enterprise/zh/network-management-and-analysis-software/imaster-nce-fabric-pid-250938411/doc
https://support.huawei.com/enterprise/zh/network-management-and-analysis-software/imaster-nce-fabric-pid-250938411/doc
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return switch_id

BEEFRXE SRR > EOSE>VPC> BB > EAFMEEERRIIER" . HX
MHER A ERNGET” , URI H*“/controller/dc/v3/logicnetwork/switchs”s
BEZRYN HTTP BRP AT EARFTE , 2flhNEXEFE,

iMaster NCE-Fabric BIAE RI3R XX R B & “switch" ZEREWH B EIRIES , TBEERN ;

{'switch": [{'id": '28d63ala-2e68-43fe-9644-942e4266e52c', 'name': 'Switch1', ‘description’: ", 'logicNetworkld'":
'74173b4e-ch4b-461d-8117-cacdfa70430f, 'vni': 5000, 'bd": None, 'macAddress": '00:00:5E:00:01:02', ‘tenantld":
'b37e91e1-b8f7-45c0-a03e-6¢6968245530", ‘additional': {'producer’; ‘component-ui’, ‘createAt": '2020-06-08 20:08:43',
‘'updateAt": '2020-06-08 20:08:44'}, 'stormSuppress': {'broadcastEnable": False, 'multicastEnable’: False,
‘unicastEnable’: False, 'broadcastCbs': None, 'broadcastChsUnit': None, 'broadcastCir': None, 'broadcastCirUnit": None,
‘unicastCbs': None, 'unicastChsUnit': None, 'unicastCir': None, ‘unicastCirUnit": None, 'multicastCbs": None,
'multicastChsUnit": None, 'multicastCir': None, 'multicastCirUnit": None}, 'importRouteTargets': [],
'exportRouteTargets": [], 'gosTemplateld": "}, {'id": 'caae22d0-dfb6-44b2-896f-593c942affac’, 'name'": 'Is2', 'description':
", 'logicNetworkld": 'aed8487a-6876-4bea-8b11-f8551aalb878", 'vni': 5006, 'bd': 5001, 'macAddress':
'00:00:5E:00:01:02', ‘tenantld': 'ce8bfbd3-5dac-421c-b97a-bb8dd35f5b37", ‘additional': {'producer": ‘component-ui',
‘createAt": '2020-05-25 16:22:39', 'updateAt": '2020-05-27 15:54:29'}, 'stormSuppress': {'broadcastEnable': False,
'multicastEnable’: False, 'unicastEnable': False, '‘broadcastCbs': None, 'broadcastCbsUnit'": None, 'broadcastCir': None,
‘broadcastCirUnit'; None, 'unicastCbs': None, 'unicastCbsUnit": None, ‘unicastCir': None, ‘unicastCirUnit'": None,
'multicastCbs": None, 'multicastChsUnit": None, 'multicastCir': None, 'multicastCirUnit": None}, 'importRouteTargets':
[1, 'exportRouteTargets": [], 'qosTemplateld’: "}, {'id": '10000002-0000-0000-0002-000000000003', 'name": 'LS_Office',
'description: 'LS_Office', 'logicNetworkld': 'aed8487a-6876-4bea-8b11-f8551aalb878', 'vni': 6002, 'bd": 6002,
'macAddress": '00:00:5E:00:01:02', 'tenantld": 'ce8bfbd3-5dac-421c-b97a-bb8dd35f5b37", 'additional’: {'producer:
‘default’, ‘createAt": '2020-05-29 16:08:46', 'updateAt': None}, 'stormSuppress': {'broadcastEnable’: False,
'multicastEnable"; False, 'unicastEnable'; False, 'broadcastCbs'": None, 'broadcastCbsUnit': None, 'broadcastCir': None,
‘broadcastCirUnit': None, 'unicastCbs': None, 'unicastCbsUnit": None, ‘unicastCir': None, ‘unicastCirUnit'": None,
'multicastCbs": None, 'multicastChsUnit": None, 'multicastCir': None, 'multicastCirUnit": None}, 'importRouteTargets':
[1. 'exportRouteTargets": [], 'gosTemplateld': None}], 'totalNum'": 3, ‘pagelndex’: 1, 'pageSize": 3}

XERMNRAFEIREUEE switch_name B ido PREAGER for B AL /FIRE,

456 SREVIEI1RE ID
SIREVYI IR % ID ThRERE Rk,

def get_device_id(host,port,token_id, device_name):
device_id=""
GET_DEVICE_URL ="facdcn/v3/topoapi/dcntopo/device"
# BLE URL # Headers
get_devices_url = "https:/[" + host + ":" + port + GET_DEVICE_URL
headers_get = {'Content-Type': 'application/json’, 'Accept': '‘application/json’, 'X-AUTH-TOKEN':token_id}
#1F FI3RER device 0
r = requests.get(get_devices_url, headers=headers_get, verify=False)
print("3. [Get Device Info] ")
print(" [get_Device_url] : "+get_devices_url)
devices_info =r.json()['devices']
for singlesdevice in devices_info:
if singlesdevice.get("name") == device_name:
device_id=singlesdevice.get("id")
break
print(" [Device_id] : "+str(device_id))
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return device_id

B E R =R I & SCRIIRER RIKY URI 555, & HTTP 3K,
£ HTTP AN A IREVEEE B device_name XI R id |, IR[E,

457 3REUB%EiwA 1D
FFEREUZ 5w O 1D H3E ¥,

def get_logicport_id(host,port,token_id, port_name):
port_id=""
GET_PORT_URL = "/controller/dc/v3/logicnetwork/ports"
# ELE URL # Headers
get_ports_url = "https://" + host + ":" + port + GET_PORT_URL
headers_get = {'Content-Type": 'application/json’, 'Accept": ‘application/json', 'X-AUTH-TOKEN':token_id}
#EARBUEBIR DD
r = requests.get(get_ports_url, headers=headers_get, verify=False)
print("4. [Get Port Info] )
print(" [get_Port_url] : "+get_ports_url)
devices_info =r.json()['port']
for singlesdevice in devices_info:
if singlesdevice.get("name") == port_name:
port_id= singlesdevice.get("id")
break
print(" [Port_id] : "+str(port_id))
return port_id

B ZRFF R SIRINE HB ik O/ 5% M URI.
£ request.get K2 HTTP &R, IR[ELE port_name By port_id,

4.5.8 8] 2% Hixm O
612852 8B O heEH 5 N KB,

def create_logicport_id(host, port, token_id, port_name,switch_id, device_id):

CREATE_PORT_URL = "/controller/dc/v3/logicnetwork/ports"

port_id = "10000002-0000-0000-0000-000000000199"

port_info = "10GE1/o/15"

# FELiE URL # Headers

create_ports_url = "https://" + host + ":" + port + CREATE_PORT_URL

headers_get = {'Content-Type': 'application/json', '‘Accept': 'application/json', 'X-AUTH-TOKEN':token_id}

bodydata =
{"port":[{"logicSwitchld":switch_id,"name":port_name,"description":port_name,"id":port_id,"accessInfo":{"mode":
UNI","location":[{"portName":port_info,"deviceld":device_id}],"type":"UNTAG"}]}

#EAGEEEROED

r = requests.post(create_ports_url, headers=headers_get, data=json.dumps(bodydata),verify=False)
print("5. [Create Port Info] ")

print(" [Create_Port_url] : "+create_ports_url)

if r.status_code == 204:

print(" [Create_Port_successfully] ")
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else:

print(" [Create_Port_unsuccessfully] ")

B mXE TIRIT R, REGIEE B iR O 5EM URIL,

SEREFF A AL SIB Bk O/ HTTP B RELTUEFN S port”s “port”’ P BIIEHH S
A id’, “name”, “logicSwitchld”, “accessinfo”’ld/NS%K , “description” AT S,

H e accessInfo”® “mode”, “type”F“location” 7 4% S5

e  “location” ¥ “portName” , “deviceld"S%K , #rRIB 5 OB AT MELE T KPR
%o

o ‘“typ'FERIRTEBFORE, HHNHAKHEHRETEHER VLAN R | PSR
UNTAG.

o “‘mode’®nimAER , METF Web Ul XBIFE—H UNIL,
BEULELEEHMEHTTP B3R , MRIRENRZSE R 204 MR REIZERKI,

4.5.9 M BR1Z im0

R BR 32 8 i O Zh R £ 3 0 B o

def del_logicport_id(host,port,token_id,port_id):
DEL_PORT_URL = "/controller/dc/v3/logicnetwork/ports/port/"
# FELiE URL # Headers
get_ports_url = "https://[" + host + ":" + port + DEL_PORT_URL + port_id
headers_get = {'Content-Type": 'application/json', '‘Accept': 'application/json', 'X-AUTH-TOKEN':token_id}
#18 I BRIZ B im N3O
r = requests.delete(get_ports_url, headers=headers_get, verify=False)
print("5. [Delete Port Info] ")
print(" [del_Port_url] : "+get_ports_url)
if r.status_code == 204:
print(" [del_Port_successfully] ")
else:

print(" [del_Port_unsuccessfully] ")

BEWFmXE TIRITR, REGIEEBIR O S ER DELETE M URI 7
[controller/dc/v3/logicnetwork/ports/port/{id} .

RIFZIRFF R SRR HTTP 53R |, INRIREITE R 204 RRIZ U O MIBRA 20,

45.10 &R WUk

1.CloudIDE Az 1758 , 1B 8B/iwO,


https://support.huawei.com/hedex/hdx.do?docid=EDOC1100133276&lang=zh&idPath=24030814%7C250382819%7C250382820%7C22318453%7C250938411
https://support.huawei.com/hedex/hdx.do?docid=EDOC1100133276&lang=zh&idPath=24030814%7C250382819%7C250382820%7C22318453%7C250938411
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POST_TOKEN_URL

post_token_url + port + POST_TOKEN_URL
headers_post = { t-Type': "a ion/json”, ° pt': 'app ation/json"}

r = requests.post({post_token_url, headers=headers_post, json={"u ": nbi_name, “pa

token_id = r.js
print("1. [Get

EXERENRMENT :

user@hbbsjw-machine:~/915f9564-fheb-4638-99e5-c8de6547e82b/DCN$ /usr/bin/python /home/user/915f9564-fbeb-
4638-99e5-c8de6547e82b/DCN/app.py
/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

InsecureRequestWarning,

1. [Get Token Id]
[post_token_url] : https://218.2.129.55:18002/controller/v2/tokens
[token_id] : x-
88leek7t49jzikpelduo5gc6fvbpikmkldur3tbsmotj3vc95fepqorx48eppfo989041hby6pjyvuobnshis8dgfute9eapanpj455e
9j8588sanwle7ugmc6buqrlf
/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

InsecureRequestWarning,
2. [Get Switch Info]

[get_Switch_url] : https://218.2.129.55:18002/controller/dc/v3/logicnetwork/switchs

[Switch_id] : caae22d0-dfb6-44b2-896f-593¢c942affac

/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

InsecureRequestWarning,

3. [Get Device Info]
[get_Device_url] : https://218.2.129.55:18002/acdcn/v3/topoapi/dentopo/device

[Device_id] : 55e8bee3-73de-3041-b266-103e0314df14
/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

InsecureRequestWarning,
4. [Get Port Info]
[get_Port_url] : https://218.2.129.55:18002/controller/dc/v3/logicnetwork/ports
[Port_id]
/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:

https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings
InsecureRequestWarning,

5. [Create Port Info]
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[Create _Port_url] : https://218.2.129.55:18002/controller/dc/v3/logicnetwork/ports

[Create_Port_successfully]

AAE B SRR IS iMaster NCE-Fabric RE , &g RM8I&2I%O,
2.% 3% iMaster NCE-Fabric &&

EAWFEHR>VPC'H | BF vpc 01 B EMEER .

« iMaster NCE WSS Sk BE mh vee BB ANEE

VPC

9#?5@?5;52 |
BHEVAS
B

ZIEREERRE

EEAEl ¢

BFwa . Gk
LP_Cffice LP_OfficeAccess

AILAE B 2R Ih B2 A J9“LP_OfficeAccess #YiZ8 im0,
3.CloudIDE BIRIE{TAES , MIBREEi%O,
BRETRB,

nbi_name = "nb
nbi_pwd = "Hua
host

port =

token_id = get_token_id(nbi_name, nbi_pwd, host, port)
switch_id = get_sw (host, port, token_id,
device_id = get_de id(host, port, token_id,

port_id = get_logicport_id(host,port,token_id, s™)

if port_id ==
create_logicport_id(host, pert, token_id, "LP_Of s",switch_id, device_id)

el logicport_id(host,port,token_id,port_id)

WEHNT
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1. [Get Token Id]

[post_token_url] : https://218.2.129.55:18002/controller/v2/tokens

[token_id] : x-
5himjuul2009868bgmk5s7bynu9eqoc5lecafyjxcarsk7mrs6epdgjx9crzkb3u7yntvwvxk72kpg7xthegbv7y2murel2pbték
4ak6peemthgnk6o6ledcfzfys8er

/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:

https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings
InsecureRequestWarning,

2. [Get Switch Info]
[get_Switch_url] : https://218.2.129.55:18002/controller/dc/v3/logicnetwork/switchs

[Switch_id] : caae22d0-dfb6-44b2-896f-593¢942affac

/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

InsecureRequestWarning,

3. [Get Device Info]
[get_Device url] : https://218.2.129.55:18002/acdcn/v3/topoapi/dcntopo/device

[Device_id] : 55e8bee3-73de-3041-b266-103e0314df14

/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

InsecureRequestWarning,

4. [Get Port Info]
[get_Port_url] : https://218.2.129.55:18002/controller/dc/v3/logicnetwork/ports

[Port_id] : 10000002-0000-0000-0000-000000000199

/home/user/.local/lib/python3.6/site-packages/urllib3/connectionpool.py:986: InsecureRequestWarning: Unverified
HTTPS request is being made to host '218.2.129.55'. Adding certificate verification is strongly advised. See:
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings

InsecureRequestWarning,

5. [Delete Port Info]

[del_Port_url] : https://218.2.129.55:18002/controller/dc/v3/logicnetwork/ports/port/10000002-0000-0000-0000-
000000000199
[del_Port_successfully]

FERETRBLSE S BETH [Delete Port Info] , RIMER T BEHO,
4.% % iMaster NCE-Fabric &&
EAUFZRHE>VPC'H |, BEF vpc 01 KB EMEZIER .
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«< iMaster NCE W Sk Bs @R v SE AuES

7/ VPC
ShEBIIE

BI8VAS

BEEL

ZIERRERE

ZiEariEtl,

ZiEiml]

AFmO

B R “LP_OfficeAccess”#YiZ 5w O 4 MIBR , FFMRE IR,
Z kA Python SEFL R BRI L R,

46 BER
LA GIP MR B H0IB 5B SHA | ATRER ELZ 48 5L 1D 2
2 MBS Python AESSEHL VPC, EHREE M EAB B IRALEIBIEE 2
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BEFSEER
(RESTful APl 3R ER) SEZER :

SR8 Python 4X#3 % iMaster NCE-Campus BEFR R E , B LA A #E POST iHKIKE
Token , AR GET HRERMRELR, FMXRIERMNAZE, URI F body #HBFRRE, HTTP &
KE B EEESFRESTIul APl FFRIERER,

(EEXTLEMKEK) SEER

AR PRI B BUIE AT ARIERFR I B |RE — SR E |, BINEAX R BIEF e & HIXE
HERIIE,

(BRBERLLFREREK) SEER .
ILAXBMRHNERNEEMRY , TUBIEEBRSH VPC FESFRIEEREN R,

2EF X TIRIF R IR VPC, ZBEHBFNEZERRIERES  REREFEINF
TERBIE,
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RIBICTNEIZEIFNHMBR, ELANED N TIRINR . SR ITIRIFRINFIER
RAI=MMNEZR . LLANEEBEICTEWME, FEICTRSIARE, HHOFIREME
BATIEFRERIDANERE, EFRSFEARHFEICTAT, WERMICTATES

HCIP-Datacom-Network Automation DeveloperiE{i FIZFHUB MR 5mts B & ME B 514
FAREWFMRF AKX ISR IIEIN, BIFHCIP-Datacom-Network Automation Developer
INIESIEBR R R TR MEE B s A Ti2Mrafy, BE&FEREAEEEEHTEMN
EEMEERE . AN

LIRNEBENEF T ZE, FFESEEZI], I AEEESURAYELRR !
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Cloud Computing Cloud Service
Data Center
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Transmission Access LTE 5G
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Huawei Certified ICT Associate




S

HUAWEI HCIP-Datacom L3838 S F =3
as oo
Bl =5
=5 AN
18]71
AF59 HCIP-Datacom-Network Automation Developer IATERS)IIZE, ERT RSN HCIP-
Datacom-Network Automation Developer H1XAIF R, SERE T HEES iMaster NCE W S5FHY
DI fRIE AR RN AR E
S ‘OIAb=

AEEEEHETHMEININBZENC IR, 1EEFESLATRIRFIEE:
e  Python fRIEER

o HIHRNEIEE

e  RESTful [RIE

e NETCONF YANG JFi#

* linja2 &1}

o  THRHEJY iMaster NCE W/ SEFFHOI4REE

SCEG IR IR AR

INENE
ARLIMER T EEMEFLEELX,
EEMNEFAET X EEQEIEEEMHKITENAB = DevCloud F&RIRSS, 1R AEN
BIEKER “F3I. AL, WL, R —iEXIRSFE . BRie e h#BMEF R %R
2, SHEXMNE, SEHEFTOME, MENESBRRAZNARIGS, LUK AP
Explorer. API Studio. 7%8. DevOps FF& IDE 5 SDK & & &E, EEIFFAEHIEARL .
FA . SERFN BTN,
AFEENBERFFAE L XIFE iMaster NCE T SO fRIELE .

E=zpakl
o EMEANTIKEFHSTZINIE: https://mww.huaweicloud.com/,
o HEEREMEFAEX: https:/developer.huaweicloud.com/resource/network.html, &%
“HUBMEF ORI KENEZ(ES.
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AMRFNEES
224 Python3. Pycharm. GpgdWin. \/SEFFREISRIE SDK.,
o 2% Python3 ( EIALEEZE ( HCIP-Datacom-Python JRIZEAHSLIOTAR ))
o 2% pycharm (B§)
e 4 GpbaWin
BT GpgdWin 28 ( https://www.gpgdwin.org/ ) , RIEES, EEANEE, BEHR
KERTM
o RRESFAIRIE SDK
MFFEETK “HBMEFHTRE” > “FR " T2 SDK EIAlH,
BEMSTTRAIGE = wE As  E¥0s =

SETE
elj/
IREEFRTERNABEN, SIMTREZFE. m k

AR

XDk FH 25000 PO 285 FF ISPl S A 25 IS 1

1. 308 RETAREIRERSNIEXSE .
2. SDK3Zi#4: FHMEIRIERSRMNYEN, HAFFFRSND. SSPEIER.

3. FTTIRRNEICEBHEFRNAH: T NE4OE-XIREMR TN RIBEERINEN . BRTUEETHER, MRMTBNEHTOBNES, SAZIRSEHR, THWH
CENREE; AEXHRTARERERASN, SARE, MRS AESARIRSP.

4. WERRBEFRAE: BETHRVPNASSRBEAMAENM. AFaUEETEEE, ISEHTIBNES, SATIREAS, THMISHREEE; 2
EXHBTABERERASIN, SARH, WSEARSAIRSER.

5. YANG3Z{#: 1217 NE4OE-X3IGEHYANGFRIYANGIHIS TR,

BN CMD 85 $4]FF “@pSiRRfT” &80, 1EihH#a%) python-aoc-api-xxx.rar SUEERERIFR
FEBEF. WA dir 5, REFEEEEESF NEFEE
D:\AOC\SDK>dir

2020/04/09 16:02 121,569 aoc_api-2.0.0-py3-none-any.whl
1A 121,569 =15

2 NBR 103,275,847,680 GIF=TS
I\ pip install aoc_api-2.0.0-py3-none-any.whl #5<, 1R[E1ZEREZEE SDK i,

D:\AOC\SDK>pip install aoc_api-2.0.0-py3-none-any.whl
Looking in indexes: http://mirrors.tools.huawei.com/pypi/simple
Processing d:\download\sdk\aoc_api-2.0.0-py3-none-any.whl

Installing collected packages: netaddr, protobuf, aoc-api
Successfully installed aoc-api-2.0.0 netaddr-0.8.0 protobuf-3.12.2

g3 ANN
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1.1 30852
#35 iMaster NCE W SFH A RIZEET YANG {&2BIREIAIFFEES, LAMTCIREIEFISEE
R EEENTENEEF NI RE, BarEEEREMItaED, SCIFMKEAIRERT
EANFRRLRA SRR .
ARELIIGIS ST EREMITIRENE (SND, Specific NE Driver ) FFRUSZREREH, BIER
iMaster NCE HEMEEIRFFH TR FEMEE FAMItEZEONER . NBEEESFES):
o  WITENEHNRETE
o EHTEREERE&LHTEEMESE

1.1.1 MICIRENE T8
MCIRENE ( SND ) 2 iMaster NCE B4 RI—Fh, AFMAIRIER SR SNt EREE
BE ZEIEREBEEE S —1 . py MEFMEHFERIEIEEREE ( YANG ) . BIEFATFENX M
TTHIER(EE, IMEHEE., 8. EEEESE ., BEmA T MTEEEFEREESEM .

iMaster NCE (4] IDE
' O m5usassp
s RIREER RIS
» BEERBEVSSFRDANMITRERE
- IRHEEAMEIESE MG
- BEEEINEINESESR

- ISHEIENA. RERBERSSTRY o o8
W O "SMTREDESND
< NS

« THRIREREN

1.1.2 AU EBESIN A
iMaster NCE RJLAFRUISBIRERES] . EFI8E YANG 1&REY, NCE WS HKAIRERZBLN
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1. RERSBERIN=H18%.
2. RBEEERENFRK.
ARELFNEEENAE iMaster NCE iIZFBENFHIRIZINIRIE, BEBEENNBIEFS HCIP-
Datacom-Network Automation Developer 244 { NCE WS FFHEI4RIZ ) »
1.2 LIS
1.2.1 8% AR
[ 4 Internet
[ G s <=
iMaster NCE E AU
iMaster NCE
NE40E-X3
ASLIGAME S =5, NE40E-X3. iMaster NCE FNAHE4mIFIAE , EH NE40E-X3.
iMaster NCE ] A E M XIBEDHENE, EEFTEAMTHBEXENRmE.
1.2.2 SEEGEIR

AL BN :
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- MRS ESAMISFISCIGDFEIRE

. AtREMTTIKENE .

. {#H iMaster NCE fAERE -

. {8 iMaster NCE T RIREZEIEE ( eIEREFEONM) .
. FERItEEOTNRIREERE

g B~ W N P

1.3 RIEER

1.3.1 KBRS S
AIMEERSE “BI5 7 > “LRINEIRA” > “ARFNEES” .
1.3.2 YbFETRLY

FREMKIRENEERRIOIEAE, NLWRIEEDNE “InfEsLie=" FEiE “Agile
Open Container” , https://devzone.huawei.com/openecosystem/,

Agile Open Container

Agile Open Containe...

HEMEATAREET
YANGIERIRENATRIZE

REREY .
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LR

*SLISETEER Agile Open Container “FrIRETE 2020-07-02 10:

EEWUR HEZE ~ BE

MEIREY St ~

AR
FREGRTEIER ( Z3ibETTEl = UTC +08:00 ) :

il 0.5h
E/8)i%E: 2020-07-03 10:15:00 --- 2020-07-03 10:45:00

ARFERFFIE:
f_‘ |

N
O 2EMHERER

HEZE hd

“TRLIETE: 05h v

BAEFE =E v

EEFEERERIAENSENG . IEINEhE SHHFIMIIREmEFFRES .

T S M
FEE  F  Agile Open Container Demo_74

®© @ @ | ®m A [

HERERHEIRERASE T YANGERIREETHME, LARTED
SRS AR R TSRS EA N RE, SahEmEEREN
JtEEL, EMEmR SR R SEREEE.
FERENTEFREE FTAMS TRESEENTEENE. ETSERNE
FHEIEEREDE, BRI
1. TREHEMEAHAIEERFE TR ERETIERED.

2. EX¥ERERRTRERGI NN EN SIS SANoE.
3. SEHKERAEIRG. DeFMEY, SayE REIRE,
AL AR

+ BESHIIEEEFETRESNDE, RESEREE.

1.4 w5 MTIKEE (SND )

iMaster NCE-AQC

AETEEEHERNIINEYRS NE4OE RIMITIEIE, FISENMNEE] iMaster NCE,
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AELIAIBERABFEAIR R G 2E

https://devzone.huawei.com/apistudio/sample/aoc/apiSdk.html

1.4.1 BIEZMTIREIBIER

1.Z 3 iMaster NCE
WFEIMER SR E G ERR, RIE ‘BT (EEESF iMaster NCE,

bt

@

iMaster NCE-AOC [

iMaster NCE-AOC

Eit
A =
v
e
= ip 218.2.129.55
NE40E
port 31950

BRPRE “SUEARESR o

% iMaster NCE

=~ |Master NCE

(13 > A h 4

EHRE TSR

i
4]
iy
HF
it
>
1]
]

2. BIEMTIKENEENR -
=i “TRREE” > “1Bin” , HEALEMNITRDERIRTH .,


https://devzone.huawei.com/apistudio/sample/aoc/apiSdk.html
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REaREBHT FitSSREER

TiegE WTCECE EIRERE

@ [ ® ® & oo E] a o
IEEMTIRNESHER, ESTHZERE “HE” kH, SHIEIRCIE.

«. iMaster ncE TieEE mSEE EREE SrEE cu 'R

o == FHRREESRS:  2.00

fadla o=t =i

SEEE 1200
~ & NE4OE-X3 * g 100 | Bt
* B HUAWEI o NE4OE-X3 driver
* mEEE: Specific NE driver * BRI python - €
* RS NE40E-X3 * R, NETCONF

g BE

o ZFR: NE40OE-X3

o JRA: 1.0.0

o IE{HES: HUAWEI

o A Specific NE driver

o [lEFSEAEI: Python

o IR&AEAE: NE4OE-X3

o {HMYSEEY: NETCONF

3. TEHIENR, S A IDE Pycharm,

BFE “BIE7 SR ‘S &, TEERIIAL.
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HUAWEI C atacom SEISIE S FAR $141
FHEERESES: 200
£ EEA 12
s s RS S . =53 auE . BEHT » #E T
MEADE-X3 1.0.0 PROJECT HUAWEI NE40E-X2 driv... @ g | D
ST 1 ®

SREAEIR “ NE4OE-X3.zip” E4E3L1E

B  NEd0E-x3zp ~

BRIREEZIISEAER, (£ Pycharm FTFRLER.

deit View Navigate Code Refactor R
Hc  New Project..

Mew... Alt+Insert
E. Mew Scratch File Ctrl+Alt+Shift+Insert
e.t.
: Save As.

Open Recent .

Close Project

Rename Project...
Pycharm $TFHE R, HiFMEREMIUNT:
File Edit View MNavigate Code Refactor Run Tools

MNE40E-X3

Project = B = O —
¥ ME40E-X3 DAAOCSNDANE4OE-X3

bin

doc

W 1 Project

key
python
resources
yang

o pkagjson

Il External Libraries

T Structure

o Scratches and Consoles

1. bin: ATRITHAERMNE, 828N ITEREIA,
2. key: private FASBFHE

3. python: Python {XEBfZINIE, B&&FARSCIIISSEIEZEERT python BIZR
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4. yang: IR% YANG RIR, S MERMINIRE ERI— 1N I08E. CIIEREEMIRE YANG &
B,

5. pkgjson: BEENMH, ARKEIMRGENERBEFEEEF

1.4.2 (EXBEENE

(EBECE Y pok.json, (EBIEERIRES .

B File Edit View Navigate Code Refactor Run Iools VCS Window Help NE40E-X3 [FARE\HCIPIAE\SND\NE4E-X3] - .\pkg,son - PyCharm (Administrator)

NE40E-X3 | 4 pkg.json

g Project v © T & —| ipkgjson
Z NE40E-X3 [
=
bin " w, ow .
] doc name”: "NE4@E-X3",
key "version": "1.@.8",
python "description”: "NE4@E-X3 driver",
om " k t " tend”
_— package-type”: “snd",
controller "producer”: "HUAWEIL",
_init_.py “nce-min-versions”: [
_init_py " "
2.0.0
urces
yang 1
& huswei-rsayang “snd-id": "NE4@E-X3",
2 huawei-rsa-typeyang “devi .
8 phgion evices": [
Il External Libraries {
Scratches and Consoles "vendor”: "huawei”,

"device-type": "NE4@E-X3",
"device-version”: "V8@@REE9C1@SPC100"

¥
1
"hooks": [
{
"type": "snd",
"key": "ecs-driver",
"python-class-name": "com.huawei.controller.devicetype.snd.SND"
}
]

b
FTFF “pkgjson” , {E2UEE 1517, 1EXUREAMRAS HIEMANREIRAS, HILIRERIZ
V800R009C10SPC100,

1.4.3 7500 YANG 3214
50N NE4OE-X3 SFRZARANHY YANG 4ZIIRENERY yang B R
B BENRAAY yang SXIA4HRIERE .
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E File Edit View MNavigate Code Refactor Run Tools YC5 Window Help

MNE40E-X3 yang

oLl
&
I

Project « (4]
NE40E-X3
bin
doc
key
python
com

W 1:Project

huawei
controller
_init__.py
_init__.py
rESOUrCEs

- Yo

huawei-rsa.yang

huawei-rsa-type.yang
o+ pkg.json
Il External Libraries

Scratches and Consoles

PAIEHE NE4OE-X3 B yang 3 ( MRS ERIMuS_E3REY ) SEHIZIMITIREIEAY yang BR
To
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BT

E File Edit View Mavigate Code Refactor Run Teools VCE Window Help

NE40E-X3

W 1:Project

yang = huawei-rsa.yang

Project «
NE40E-X3
bin
doc

key

python

com
huawei
controller
_init__.py
_init__.py

FEEQUNCES

yang

huawei-aaa.yang

huawei-aaa-action.yang

huawei-aaa-larm.yang
huawei-aaa-lam-action.yang
huawei-aaa-lam-typeyang
huawei-aaa-typeyang

huawei-devim.yang

huawei-devm-action.yang
huawei-devm-deviations-0C-MNE-X8X16.yang
huawei-devm-notification.yang
huawei-devm-type.yang

huawei-ethernet.yang
huawei-ethernet-acticn.yang
huawei-ethernet-deviations- OC-MNE-X28X16.yang
huawei-ethernet-stacking.yang
huawei-ethernet-typeyang
huawei-extension.yang

huawei-hwtacacs.yang
huawei-hwtacacs-action.yang
huawei-hwtacacs-deviations-0C-ME-X8x16.yang

1.4.4 85 Python 3Z{4 snd.py
REFAEMITIKENEAY python B3R, B2 snd.py 34, REXIHIREHNFERAIER, WMEEE

2. BE8%E, BXERSE (FRAREFAERE ) F ‘R’

IREHIREABWNT:

=z =4

B1,

18 NE40E-X3

| from aoc.snd.netconfsnd import NetconfSND
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from aoc.snd.snd_model_pb2.sysoidinfo_pb2 import Sysoidinfo

from aoc.snd.snd_model_pb2.connectinfo_pb2 import Connectinfos, ProtocolEntity, DEFAULT_CONNECT,

PRIMARY_CONNECTION, \
HelloEntity
from aoc.snd.snd_model_pb2.channelinfo_pb2 import SINGLE_CHANNEL

from aoc.snd.snd_model_pb2.ecsdriver_pb2 import CommonDriverinfo, NetconfDriverinfo

class SND(NetconfSND):

def getSysoidinfo(self, aoccontext, request=None):
self.logger.info('getSysoidinfo start.")
sysoidinfo = SysoidInfo()
sysoidEntity = sysoidInfo.sysoidEntity.add()
sysoidEntity.sysoid = "1.3.6.1.4.1.2011.2.62.2.8"
sysoidEntity.deviceType = "ROUTER"
sysoidEntity.deviceModel = "NE40E-X3"
sysoidEntity.deviceVendor = "HUAWEI"
self.logger.info('getSysoidinfo end.")
return sysoidinfo

def getConnectinfo(self, aoccontext, request=None):
self.logger.info('getConnectinfo start.")
connectinfos = Connectinfos()
connectinfo = connectinfos.connectinfo.add()
connectinfo.protocolEntity.protocolType = ProtocolEntity.netconf

connectinfo.protocolEntity.helloEntity.helloType = HelloEntity.extendType

connectinfo.connectPolicy = DEFAULT_CONNECT
connectinfo.channellnfo.readChannel = SINGLE_CHANNEL
connectinfo.channellnfo.is_read_share_write = True
connectinfo.connectionPriority = PRIMARY_CONNECTION
self.logger.info('getConnectinfo end.")

return connectinfos

def getCommonDriverinfo(self, aoccontext, request=None):
self.logger.info('getCommonDriverinfo start.")
common_driver = CommonDriverinfo()
common_driver.unsupportedOperations = "create,delete"
common_driver.deleteStrategy = 1
syncToDel = common_driver.para.add()
syncToDel.key = "sync-to-del-enable"
syncToDel.value = "true"
self.logger.info('getCommonDriverinfo end.")
return common_driver

def getNetconfDriverinfo(self, aoccontext, request=None):
self.logger.info('getNetconfDriverinfo start.")
netconf_driver = NetconfDriverInfo()
netconf_driver.phase = "two"
netconf_driver.classification = "huawei-v5"
#netconf _driver.testOption = "set"
self.logger.info('getNetconfDriverinfo end.")
return netconf_driver

(B RanE:
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B fie Gio yow Novgste Gode foacior Run Dok VG5 Wimdew Hely WEAOEX3 [FAENHCIAAGESHOINES e - s X
NEA0EX3 ) B prion ) com ) B8 st BN contrater B8 dictype ) b sndey A Contguanion !
g et © | & —| Mpwpm devceiypeisndy e B e e
E N from aoc.snd.netconfsnd import NetconfSND
: i
e
o from aoc.snd.snd_model_pb2.sysoidinfa_pbz import Sysoidinfo
»

from aoc.snd.snd_model_pb2.connectinfo_pba import Connectinfos, Protocolentity, DEFAULT_CONNECT, PRIMARY COMNECTION
from aoc.snd.snd_model_pb2.channelInfo_pb2 impert SINGLE_CHANNEL
from aoc.snd.snd_model_pb2.ecsdriver_pb2 import Commondriverinfo, Netconforiverinfo

class SHD(NetconfSND):
def getsysoldInfo(self, aoccontext, request=None):
.logger.info( ' getsysoidInfo start.')
sysoidInfo = sysoidinfo()
sysoidentity = syseidInfo.sysoidEntity.add()

SySGiﬂEn[J(V.SySDld = "1.3.6.1.4.1.2011.2.62.2.8"
sysoidentity.deviceType = “ROUTER"
sysoidentity.devicemodel = “NE4BE-X3"
sysoidentity.devicevendor = “HUAWET"

f .logger.infof ' getsysoidinfo end."})
return sysoidInfo

def getConnectInfo(self, aoccontext, request=None):
.logger.info('getConnectInfo start.')
connectInfos = ConnectInfos()
nectInfo = connectInfos.connectInfo.add()
connectInfo.protacolEntity.protocelType = ProtocolEntity.netconf
tDr\nect[nfo.cnnne(tPnlicy DEFAULT_CONNECT
connectInfo.channellnfo.readChannel = SINGLE CHAMMNEL
connectInfo.channelinfo. is_read_share_write = True
5 connectInfo.connectionPriority = PRIMARY_CONNECTION
* .logger.info( ' getconnectInfo end.')
return connectInfos

B

3 of def getCommonDriverInfo(self, soccontext, request=None):

(CRBRRT:
LEINK S

from aoc.snd.netconfsnd import NetconfSND

from aoc.snd.snd_model_pb2.sysoidinfo_pb2 import Sysoidinfo

from aoc.snd.snd_model_pb2.connectinfo_pb2 import Connectinfos, ProtocolEntity, DEFAULT_CONNECT,
PRIMARY_CONNECTION, HelloEntity

from aoc.snd.snd_model_pb2.channelinfo_pb2 import SINGLE_CHANNEL

from aoc.snd.snd_model_pb2.ecsdriver_pb2 import CommonDriverinfo, NetconfDriverinfo

SATERABIEEEMIER, RRELRIER, 1R “LRINMRRE" SHHTR

Z?o

“NetconfSND” #RIRZFIEMITIRENEAIRZE, FUANRECAERIEPILI, HITERCAIE
ERZAEMITIKEIE AR “NetconfSND” |, BEREFAITTIE, TELZERPIIFRNE;

“Sysoidinfo” tRIRFECEMITIKANEXIMANREFRE, | . REFEE, ARENESREZ
{5 S xS N TR EN L ;

“Connectinfos” {ERBFEEIEZEE, WSIRENEENY, B/ NEBE, EFAY hello
Y

“CommonDriverinfo” *Eii’&}fﬁﬂziﬁﬁﬁmﬁﬂﬁﬂﬁﬁﬁEFE’\J—L"JT;%VE%%EE, UNMZ B A create 55
EHH merge; BRI A REREMIRERINE

“NetconfDriverinfo” #2IRECE netconf NS EL, Qﬂ%éiﬁﬂﬂﬁﬁﬁ, AT et BRE,

2. JEAMEEAY sysoid (58 (ZEPDIBAR REEBXIKE sysoid. IRFEE | IRBAEINIKR
g E) .

def getSysoidinfo(self, aoccontext, request=None):
self.logger.info('getSysoidinfo start.")
sysoidinfo = SysoidInfo()
sysoidEntity = sysoidinfo.sysoidEntity.add()
sysoidEntity.sysoid = "1.3.6.1.4.1.2011.2.62.2.8"
sysoidEntity.deviceType = "ROUTER"
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sysoidEntity.deviceModel = "NE40E-X3"
sysoidEntity.deviceVendor = "HUAWEI"
self.logger.info('getSysoidinfo end.")
return sysoidinfo

E X getSysoidInfo ( self, aoccontext, request=None ) J3i%, 1ZF5iEEN MITIRaIEHHI
sysoid, UMZFFZERY deviceType. RTBFNEY deviceModel . 182 /& deviceVendor £,

& _LIREBVBN S RRITNE:
e  ¥XEY Sysoid

<NE40X3>system

[~NE40X3]diagnose

[~NE40X3-diagnose]display system information
The system object ID:

1.3.6.1.4.1.2011.2.62.2.8

e DeviceType (A8 ‘ROUTER’
e  DeviceModel J9iR#FEISFI Vendor

<NE40X3>display version

Huawei Versatile Routing Platform Software

VRP (R) software, Version 8.150 (NE40E VV800R009C10SPC100)
Copyright (C) 2012-2017 Huawei Technologies Co., Ltd.
HUAWEI NE40E-X3 uptime is 142 days, 7 hours, 48 minutes

3. BEIREBAIEZEENER (IZMoUUERER, BRAFERERN) .

def getConnectinfo(self, aoccontext, request=None):
self.logger.info('getConnectinfo start.")
connectinfos = Connectinfos()
connectinfo = connectinfos.connectinfo.add()
connectinfo.protocolEntity.protocolType = ProtocolEntity.netconf
connectinfo.protocolEntity.helloEntity.helloType = HelloEntity.extendType
connectinfo.connectPolicy = DEFAULT_CONNECT
connectinfo.channellnfo.readChannel = SINGLE_CHANNEL
connectinfo.channellnfo.is_read_share_write = True
connectinfo.connectionPriority = PRIMARY_CONNECTION
self.logger.info('getConnectinfo end.")
return connectinfos

TE M getConnectinfo ( self, aoccontext, request=None ) 75i%, 1ZHZBEREFH
getConnectinfo 757%, EMEREEE, TXIMYZEE protocolType, #EF hello #z3 38!
helloType, &E#E55HE connectPolicy, TEMIBEIENEL channellnfo,

4. BEEIRERE (ZHoRIELIERER, BPAREEN) -

def getCommonDriverinfo(self, aoccontext, request=None):
self.logger.info('getCommonDriverinfo start.")
common_driver = CommonDriverinfo()
common_driver.unsupportedOperations = "create,delete"
common_driver.deleteStrategy = 1
syncToDel = common_driver.para.add()
syncToDel.key = "sync-to-del-enable"
syncToDel.value = "true"
self.logger.info('getCommonDriverinfo end.")
return common_driver
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def getNetconfDriverinfo(self, aoccontext, request=None):
self.logger.info('getNetconfDriverinfo start.")
netconf_driver = NetconfDriverinfo()
netconf_driver.phase = "two"
netconf_driver.classification = "huawei-v5"
self.logger.info('getNetconfDriverinfo end.")
return netconf_driver

E X getCommonDriverlinfo(self, aoccontext, request=None) /5%, &5 ZAFEN SIEEHNRE

SRER:

e  “common_driver.unsupportedOperations = "create,delete” ”: IRECASTIFAGIRIELEY, HELR
245 create ¥#25E merge, delete 3#25Y remove;

e  “common_driver.deleteStrategy = 1”: &M —FhIpRERS;

e  “syncToDel.key = "sync-to-del-enable"”: TEMN key {&;

e “syncToDel.value = "true"”: IREHIENIMKE B IFMHFAROIREEESES]. BUE: true

(ZHF )
E X getNetconfDriverinfo(self, aoccontext, request=None)J5;%, 1z AT EH netconf MY ZS
”
e  “netconf_driver.phase = "two"”: i&E netconf MR T4 ;
e “netconf _driver.classification = "huawei-v5"”: {$FH yang {&EY@IE, 4579 huawei-v5,

1.4.5 B EM5H
&/ Gpgawin TEEMAFIFAE . SIBFREFERIES, B LA EER iMaster NCE _EFH

FINEINIE
LEER R AFIFALR
¥IFF Gpgawin ZRERRTH, BE “HEHEE” .

MEHE WEN SEBC IRM EEE s0Ww) EZEH)

b ta = = Bz Q &
EEAE..  BEAR .. S SR WE. IRBSELEE.. 2F

kKB Eleopatra 3.1.11-Gpgdwin—3.1.11
Kleopatra SHIEEE P [IETR <
PIFASHRE, FEBAME GFH) SEEECR13HE.

- AR TR, "
« SSHFETEIRELA S, LIS (e B AR o

HERITEHESH F THRES -

FEEm S

£ ‘ERERS PRMAGEETEMY, B BRRE”  ARERSH.
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EHEES

WA

TETE T EHA SR AFRER - MREEERCHES2H, Eohef=ais-
EF: |HUAWET | @)
T TSR P —— |

HUMET <aoc@hnawel. com>

B
g “BRRE , EHIEETIEE (3072 L, 8F ‘OK” , EHEBSHEE.

(M =FEE - Kleopatra ? *
T
gatel
® Esh 3072 bLag (@A) ]
+ B34 3072 PRAR(ERA) -
() DsA en4d fidE (2RI

+ Elzamal |2048 BRfE(2R0)
() ECDSA/EADSA  =d2E519

+ECDE | eveEE1o
Tk
=8 i
R0 ] 3giE
HAHERERT [2022/7/6 v

Cancel

Bk T, Dk CBRLEET , Bk FE .
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$23m

« EFERS

EE AR EE-

k=t HUAWET P

HFHfEM: aoothnawei. com

e el ESh

R . 3072 HegE

F*: mE #EE

TR RSA

FEREE: 3072 HiE

FEEmL WE_ v

[ BT SR

g Bl

TERIERIREED, BIA0 “Huawei@123” , B “OK” , ERESAEIE.

7 pinentry-qgt — x

Fleaze enter the passphrase to
protect your new lkew

| \H Fassphrasze: |]'[uawei@123 T

-
1

Repeat: |]'[uawei@123| |
e
Canesl

ZIRCEAINGE, BE “ENENEANNEIAR" , SHER (6% privateasc ) . SHETH

ZHNZRIGIE
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>
EReERS
AR 2R
R 2R - RN T RV SRS R TSRS -
#2
T R AT -

155 1 5120A5EAC003330382 ASGEEE1 30 TEADFC2DZFESD

* ARIERERR AR .
B TR TR AR,
BAREERIERES. .

Sk (E) BLH
FEFmmHaE “‘SH7 2EXE (843 publicase ) , AT LEER AOC IMIEER
MEE #ENM ERO IERD #ES sOW)  =EEIH

2 i = B B Q
=2RA0E... BEMAS.. B B WAk TERRESELEH

sl

e e
‘HUAWEI snr@huawei.com
& AGE..
EEEARIES
ASEARIES
EREREERA...

ENEIRAERA...
BEEG..
EIRPRS...

k=
4.
SiipeEEiA...

fINBESEH..

WA AEA o

5
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2. K fR1FFATR -
S HRYEASUY private.asc EHIZ NE4OE-X3 HEHRAT key B3R T o
MNE40E-X3  key 2 private.asc
= Project = Bh - O —
¥ B ME40E-X3 DA\AOC\SNDVME40E-X3
» B bin

[ doc
v B key

private.asc

T [0 python

3. LERIA,
£ iMaster NCE “TIEEIE” > “NASTE” hE8ARA.

7 Structure

=AM

* B2 HUAWEI

N public.asc * 5
Ll
Bk

1.4.6 LM TTIRENE

{53 CMD 1JJ#85 NE4OE-X3 #&#RRY bin B, 1Z1T makeFile.bat 314, MABREIEIRE
8, A&fFI “Huawei@l123” ,

D:\AOC\SND\NE40E-X3>cd bin
D:\AOC\SND\NE40E-X3\bin>makeFile.bat
Please input password for private key:

2020-07-06 14:40:58,975 INFO [com.huawei.ncecommon.extended.pkg.mgr.tools.common.FileUtil] - [Sign]Generate

signature file success.
2020-07-06 14:40:58,977 INFO [com.huawei.ncecommon.extended.pkg.mgr.tools.tool.Main] - [ZipAndSign] Sign:

Execute success

EIREEEE “sucess” BIRINARLMITIRENEE NE4OE-X3 #EHRAY output BR TR,
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T [0 MNE40E-X3 D) AOQCSNDVNELDE-X3
b [ bin
[0 doc

TR key
£ private.asc
1] NE4DE-X3.zip
£ NE40E-X3.zip.asc

» B python

[ resources

1.4.7 EEHEEMTTIRENE

£ iMaster NCE “TH2EIR” > “RUBEE" hSAWTTIKENE

@ SOSUUTEMENAR: 1. B LS (zip) ASETE (asc) . 2. B HSHRE
B (zip) #Mcms=E304 (zip_pkicms_signature.zip) .

e, NE4OE-X3zin * +
NE40F-X3zip.asc *

@ LS

=i “HE” , A
N X

Q SENAI.

BEAM “BE7 PrY ‘LK R, BMERHE.

« iMaster ncE THER DEET SEEE BEXEE U &R Q  &admin (®
L L]
u- THER FHROTSEARIET: 200
Liial-ii)

an | awn \
LEEE

=3 "E ez "Em e oS |ERES + =" e

NE4OE-X3 100 Specific NE driver  HUAWEI i £ - &Y o

SERE 1 oo 00O



S

HUAWEI

HCIP-Datacom SEI&1E SR 21T W

1.5 {EFH iMaster NCE &2

1.5.1 3%

Hyiﬁ' XT}RLZI oy

£ “IPFETRZY” $RFMPIREN NEAOE IRBAVBXIEE . AfFId IP HbiE)9 172.22.46.143,

1.5.2 ¢4

NETCONF FBF&f “aoc” , B3 A “Huawei@123” ,

A—k—\n
B8

BN iMaster NCE “&E” TR “RFE1E” WA,

« iMaster NCE IgElE ESEE SREE BEEE U &8
&R REEE EEEE
BEEN SR
SNMP
IR B RE S
TR & PRI 4 FP & e e
BEIER

B “GIE” , A ‘QIEMI” UE, EEEKNER, HPMTEE., RERK. TaES
W TTIRENE A devices (SEHERE, IRBIMSRIBMITIEE . EARATN XL BEERE

XI R AIMTTIKENE o

#iR / REEE / SIEMT

2EER
NE1 NE40E-X3 VB0OR0O09C10SPC100 HUAWEI
172 22 46 143
E 2
VELENETCONFHMY
HOTRE:
hESAT:  Q &Y i
EFTEAEEENetconfIZIRIEAES
User Auth

22 60 60

agc. . essssssees

KEIPEESE 142 BREXHSH.
EE ‘REEE-MTEE>IREEER” , JUEEIMMINRE.
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HUAWEI LIRS F i 528
FlTE R . o
Fit5£BEIRF
EEEE 1 1 0
EEEEE
aEmZRs
ES =ERE =
RigF
BE 1PisiE & REHRS § HHEE PRHEE BE
[ D e 172.22.46.143 MNE40E-X3 NE40E-X3 V800RO0IC10SPC100
=l Az (=
1.5.3 |UIQ/'LREE| =
SHESZS payat “=1e” = @ =y L A — Tl — R e )
EFWAEIRE, =h ‘B . &F ‘BERE BR ‘EERE .
SitSeERE —— — — =
=T TERE s E=
RiF e e T HEEE R
=143 EEE . BisRE PiEE e & R Sz
O & rj s “40E-X3 MNE40E-X3 VBOOROO9CT0SPC... HUA.. =
4 »
ZiEEIT 1 10 QO G

|

6 ERA®E MgEiiE

FYINNEIFRES, BJLAET iMaster NCE RESEIIRBRERENAIEE TR . NEBNE

£ NE4OE-X3 g & E6liEFEO,
LIHNIR B RILTIH .
BHRIREIIER,

IREEHE M7 b ‘PRI IRH.
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" it S2BIRE

BEeE -

EEEEE

EEEERE

2k

[ = EiHET IR 3
O PR NE4CE-X3 VBOORDDIC10SPC100

L
a*

N RUATIE o

» iMaster NCE TREEE ESEE EREE JFEE 1 '@ QA admi

gnﬂﬁ‘éﬁ
S wEs | | zEem | | mxEm | [ ==

nesines/ne/aaa:aaa/tasks/task
[] huawei-aaa

] huawei-devm

[ huawei-ethernet
[] huawei-hwtacacs
] huawei-ifm

= k.
[ huawei-ifmtrunk 0 = taskName B

[ huawei-I3vpn eEER
[ huawei-gos
C huanei-rs SRR o @O
[ huawei-rtp
[] huawei-soc
[ huawei-system
[] huawei-timerange
[ huawei-vlan

E1 O rpes
] [ huawei-aaa

2B EeEFEOWS,
BUEFEOIIMAY YANG XA “huawei-ifm” , ZEUHEER ifm,

ifm

|3 BEEE
ESIRE HEE

nes:nes/ne/ifm:ifm/globalConfig

[ huawei-ifm
[ huawei-ifrmtrunk
El [ rpes
=1 [ huawei-ifm
[71 SublfStatistics gIobaIStatItVl
[7] restartinterface
[] rstifCnt
[7] rstifCrcAlarm
[] rstifMachMtuDisStat
[7] rstifMruDisStat
[1 rstifPnlty

AMEENETEE “nes:nes/ne/ifm:ifm/interfaces/interface”

Valid range: [10..600]. Default:300

ipv4lgnorePrimarySub



S

HUAWEI

E) BEEE
2F(F RERT =EAE s ==

huawei-ifm

huawei-ifmtrunk
E1 0 rpes
B O huawei-ifm
SublfStatistics

restartinterface

rstifCnt | nesines/ne/ifmiim/interfaces/interface |
rstifCrcAlarm
rstifMacMtuDisStat
rstifMruDisStat

i}
rstlfPnlty £
retRemotelfStat & i#Name ifindex i#Class ifPhyTyp ©
rstStaByAll O Virtual-Template0 - maininterface Virtual-Templ
rstStaBylfName - .

NULLO - ininte NULL
rstStaByPhyType ‘ maininterface
1 [ huawei-ifmtrunk G m GigabitEthernet0/0/0 = maininterface MEth
rstlacpPortCnt O GigabitEthernet3/0/0 - maininterface GigabitEtherr
tLacpTrunkCnt — . . R q .
reiace ‘“m " [T GigabitEthernet3/0/1 = maininterface GigabitEtherr
trunkSwicth
K] GigabitEthernet3/0/2 - mainlnterface GigabitEtherr
Cm GigabitEthernet3/0/3 - mainlnterface GigabitEtherr
O GigabitEthernet3/0/4 - maininterface GigabitEtherr
O GigabitEthernet3/0/5 - maininterface GigabitEtherr
Om GigabitEthernet3/0/6 - maininterface GigabitEtherr
3
B2 10 10 0@ 2 G

£5RE 153 “AIZREER” SRESNEEREEEIRifEROEE.
AL RBIBIEFEO, FaNeliE GigabitEthernet3/0/0.10, =y “1EA0” o
ifName A4 \5T2E2H9 “ GigabitEthernet3/0/0.10” , =5 “BIE”" .

nesines/ne/ifm:ifm/interfaces/interface[]

# ifName
GigabitEthernet3/0/0.10

ifindex

ifClass
ifPhyType

SRIRTE “ifclass” . “ifPhyType” #0 “ifParentifName” THIZEEFEIFE “subinterface” .
“GigabitEthernet” F “GigabitEthernet3/0/0” , #£ “ifNumber” TEE “10” .

HCIP-Datacom SEI&1E SR $£30%:
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EKIN

ESElis

& ifName

ifClass @

sublnterface -

ifPhyType @

GigabitEthernet -

ifPosition

Valid length: [1..256]

ifParentlfName @&

GigabitEthernet3/0,/0

ifNumber @

| @57 | | z=me | | E2ms | | == |

38E ‘iz’ , IEAEBERETRIERERY, MERSIER.

B TERSE

‘ O STERENNE AREYRSEEFENINGET.

TRIGSEHRE =Rty bak

18 <ifm xmlns="http://www.huawei.com/netconf/vrp/huawei-ifm">

11 <interfaces>
12 <interface xmlns:ns@="urn:ietf:params:xml:ns:netconf:base:1.8" ns8@:operatic”
13 <ifName>GigabitEthernet3/e/@.168</ifName>

14 <ifClass»subInterface</ifClass>

15 <ifPhyTyperGigabitEthernet</ifPhyType>

16 <ifParentIfiame>GigabitEthernet3/e/a</ifParentIfiame>
17 <ifNumber>1@</ifNumber>

18 </interface>

19 </interfaces>»

28 </ifm>

21 </ne>

22 </nes»

23

458 “REREE , BEETNRIREL.

O Gm

GigabitEthernet3/0/0.10 -

sublnterface

GigabitEtherr
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1.7 B dtmEO N ARSI E
iMaster NCE AJLARFIREBFRERES, 2 btmFANFANEED . S&eIEItmABr, AEER
b ASCI “IEME” , 822 iMaster NCE Jbt@gehiEsEHAEMX “EETFE” (%

BRI fRFZdtIE Rest+API &% ) |

1.7.1 €lEEdt AR
iMaster NCE FRmETE ‘2SR .

% iMaster NCE

> iMaster NCE

o
o
oon

) 0 A ¥

AFiRE SuEFREE

HENZ2EERE, BE ‘AREE” &, B5F A8 .

»{ iMasternce Z2FR HOSEE FAPEE Z2RE

A e AP

R apmPEE LPEERE Rl
L] Ars L == FFsd ' -2 wRRE BF

fEney admin AP =R [EE2 124

HEEERE iz 10 &M (1]

HENCEAFRE, &F “‘ZHRKEN" , FMIAFRERERE, BET—F
ABIFEIEFAFE “3rd0SS” , 8/ “Huawei@123”
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»f iMaster NCE LNl OFER APEE ReRE
A B AP
BHEE
=]
EEEERD ~HF 3rd0ss
il SE
Fiil EF/AEES
FEFEF: o= =
i
F—5 Lo 7k

@ik JLAAFPAR’ , BE ‘T—#7 , RERASEHANRETRAFLE,

«{ iMaster NCE *2FE OTEE AFEE F288 admin
A mrEe FaF
BAES frEet
=1
. FEFARAS, NG XE RS, At (1)
R
EETLES e
e
mEE weE 1
Adm WERPER. Heens. TP ARSOEE bR L
FIFFE IbEeOAFsA, BaRa e DniR RIS
ELEERE SRR, licenseSTE, TORSATHEEEL
{E=iE FiREfERE
e FEE
wrRE FArRE
_— 10 - /A Q
r—5 T =

1.7.2 SEEE

AEDNMELRBXEMAVILEERE, ESERSE (MEBENEARIRERFER ) “Jta
API” &5,

1.3KEX token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

53Kk Header

Key Value

Content-Type application/json

Accept application/json
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IBRIK

{

"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}
R [EA4E]
{  "accessSession": "x-

1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtlgbmpdle2ktgo9dfml9cmrbzljs5u
k2k1f9ho7rw2pen6kqk49obdcamc8jzvs6llj",

"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",

"expires": 1800,

"additionallnfo™: null

}

IR[EIHRIZAAY accessSession FfisE token, TEIFFAAIXAIRI LHEPFEER L token, HITE
1;20

2. BHIBESS (XSS TiwiEnl, FERIFES 1D, FFEEFRETUIFE—NRF
FFEIRER, RIE NCE USRI AR IEIRRIST—EE )
Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:create

53Rk Header, 53Rk E LR 3 h4ERLAY token

Key Value

Content-Type application/json

Accept application/json
Cookie accessSession={{accessSession}}
REIAFERF), Er trans-id FEE2HENES id:
{
"huawei-ac-restconf-transactions:output™: {
"trans-id": "a4ce2a02-5e6f-41af-8824-852ba2155c2b"
}
}

34RIEE T ARECE (LATA VLAN 141 )
Method: POST

https://{{northIP}}:26335/restconf/v1/data/huawei-ac-nes:inventory-cfg/nes/ne/d4acf7f0-6e3c-11ea-
abea-3e544f98513d/huawei-vlan:vlan/vlans

153Kk Header RIETHEEER 1 AERYHY token FIZZIR 2 AERIAYSESS id.

Key

Value

restconf-transaction-id

{{transactionsID}}

Content-Type

application/json
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Accept application/json
Cookie accessSession={{accessSession}}

1E3KIK Body

{

"vlan": [
{
"vlanld" : "202",

"vlanName" : "testAOC202",
"vlanDesc" : "testAOC"

}

4817
Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run

&KL Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
IERRN
{
"huawei-ac-restconf-transactions:input":{
"trans-id":{{transactionsID}}
}
}
IR [EUARES:
{
"huawei-ac-restconf-transactions:output™: {
"result": true
}
}
&t mERWSE, HiziTiE, BTFRNEEEETANRE, ERTTFREIRE.
5. R EERTN

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:diff

53Kk Header

Key Value
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Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
IERRN
{

"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}
}
}

AL

{
"huawei-ac-restconf-transactions:output": {
"ne-diff-info": [
{
"ne-id": "f3874dce-7a04-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"diff-infos": [
{
"feature": "/(http://www.huawei.com/netconf/vrp/huawei-vlan?revision=2018-
06-11)vlan",
"diff-info": "{\"vlan\": {\"vlans\": {\"vlan\": [{\"left\": null, \"right\":
{\"[vlanld=202]\": {\"vlanld\": 202, \"vlanName\": \"testAOC202\", \"vlanDesc\": \"testAOC\"}}}1}}}"

}
1
}
1
"service-diff-infos": [
{
1

}

miEEER, MOIAMESZNENRNS, REMTEHRENER.
6. BE NI TRAIMNITEE
Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run-query

B3Rk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}

IERREN
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"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}
}
}

AL

{
"huawei-ac-restconf-transactions:output™: {
"native": {
"dry-run-ne-native-confs-item": [
{

"ne-id": "f3874dce-7a04-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"ne-cfg": [

"<vlan xmlns=\"http://www.huawei.com/netconf/vrp/huawei-
vlan\">\n<vlans>\n<vlan xmlns:ns0=\"urn:ietf:params:xml:ns:netconf:base:1.0\"
nsO:operation=\"merge\">\n<vlanld>202</vlanld>\n<vlanName>testAOC202</vlanName>\n<vlanDesc>t
estAOC</vlanDesc>\n</vlan>\n</vlans>\n</vlan>\n"

]
}
1
L
"diff": {
"dry-run-ne-diff-confs-item": [
{
"ne-id": "f3874dce-7a04-11ea-802c-f64ba7e1c586",
"ne-name"; "NE1",
"ne-cfg-diffs": [
{
"feature": "/(http://www.huawei.com/netconf/vrp/huawei-
vlan?revision=2018-06-11)vlan",
"diff-info": "{\"vlan\": {\"vlans\": {\"vlan\": [{\"left\": null, \"right\":
{\"[vlanld=202]\": {\"vlanld\": 202, \"vlanName\": \"testAOC202\", \"vlanDesc\": \"testAOC\"}}}1}}}"

}
1
}
1
h
"mapconf": {}
}

}
BERETEERNRENERERS.
[ =1

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:commit

153Kk Header
Key Value
Content-Type application/json
Accept application/json
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Cookie accessSession={{accessSession}}
=N
{
"huawei-ac-restconf-transactions:input":{
"force":false,
"trans-id": {{transactionsID}},
"no-network":true
}
}
A EILEN
{
"huawei-ac-restconf-transactions:output™: {
"result": true,
Ilreasonll: nn
}
}
W SRELERE, BiRENEIERERZIEHIEE L, FHIEXER.
173 BEBE
1.3%EX token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

&KL Header

Key Value
Content-Type application/json
Accept application/json
BERIK
{

"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}
IR [BIAREES]
{  "accessSession": "x-

k2k1f9ho7rw2pen6kgk49obdcamc8jzvs6llj",
"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",
"expires": 1800,
"additionallnfo": null

1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtlgbmpdle2ktgo9dfml9cmrbzljs5u
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IR[EHRIZHAY accessSession FiE token, TEIFTB&AIZANRSELHEPFZE L token, #H1T
£
2LEERE
Method: GET
https://{{northIP}}:26335/restconf/v1/data/huawei-ac-nes:inventory-cfg/nes/ne/e76d5b7b-7936-11ea-
802c-fe4ba7e1c586/huawei-vlan:vlan/vlans/vlan/202?offset=2&limit=10
1Bk Header

Key Value
Accept application/json
Cookie accessSession={{accessSession}}
Content-Type application/json
R[EHA
{
"vlan": [
{
"vlanld": 202,
"vlanName": "testAOC202",
"vlanDesc": "testAOC"
}
1
}

174 KB E
1.3KEX token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

B3Rk Header

Key

Value

Content-Type

application/json

Accept

application/json

IERIE

{
"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}

IR EARES
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{ "accessSession": "x-
1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtlgbmpdle2ktgo9dfml9cmrbzljs5u
k2k1f9ho7rw2pen6kqk49obdcamc8jzvs6llj",

"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",

"expires": 1800,

"additionallnfo™: null

}

IR[EIHRIZHAY accessSession FfizE token, TEIFTAAXIIRILHEFER L token, HITE
1;20

2.EHIEES
Method: POST

https://{{northlIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:create

153Kk Header, 153kkhEE LR =h4RLAY token

Key Value
Content-Type application/json

Accept application/json
Cookie accessSession={{accessSession}}

REIARES, Eeb trans-id FEEFERAVES id:

{

"huawei-ac-restconf-transactions:output": {
"trans-id": "a4ce2a02-5e6f-41af-8824-852ba2155c2b"

, }

3EEcE

Method: PUT

https://{{northIP}}:26335/restconf/v1/data/huawei-ac-nes:inventory-cfg/nes/ne/e76d5b7b-7936-11ea-
802c-f64ba7e1c586/huawei-vlan:vlan/vlans/vlan/202?offset=2&limit=10

153Kk Header

Key Value
restconf-transaction-id {{transactions|D}}
Accept application/json
Cookie accessSession={{accessSession}}
Content-Type application/json
BERIK
{
"vlan": [
{

"vlanld" : "202",
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"vlanName" : "testAOC202",
"vlanDesc" : "testAOC222"

}

4= 1T
Method: POST

https://{{northlIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run

153Kk Header

Key Value
restconf-transaction-id {{transactions|D}}
Accept application/json
Cookie accessSession={{accessSession}}
Content-Type application/json
IR
{
"huawei-ac-restconf-transactions:input":{
"trans-id":{{transactionsID}}
}
}
R [EHAFEE]
{
"huawei-ac-restconf-transactions:output": {
"result": true
}
}
W= =50 )

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:diff

B3Rk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
=R
{

"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}
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}

AL

{
"huawei-ac-restconf-transactions:output": {
"ne-diff-info™: [
{
"ne-id": "f3874dce-7a04-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"diff-infos": [
{
"feature": "/(http://www.huawei.com/netconf/vrp/huawei-vlan?revision=2018-
06-11)vlan",
"diff-info": "{\"vlan\": {\"vlans\": {\"vlan\": [{\"[vlanld=202]\": {\"vlanld\": 202,
\"vlanDesc\": {\"left\": \"testAOC\", \"right\": \"testAOC222\"}}}1}}}"

}
1
}
1
"service-diff-infos": [
{
1

}

miEEER, MOIAMESZNENRS, RENMTEHENER.
6. BEINIETRAIMITECE
Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run-query

B3Rk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
=R
{

"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}
}
}

LN

{
"huawei-ac-restconf-transactions:output™: {
"native": {
"dry-run-ne-native-confs-item": [
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"ne-id": "f3874dce-7a04-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"ne-cfg": [
"<vlan xmlns=\"http://www.huawei.com/netconf/vrp/huawei-
vlan\">\n<vlans>\n<vlan xmlns:ns0=\"urn:ietf:params:xml:ns:netconf:base:1.0\"

nsO:operation=\"merge\">\n<vlanld>202</vlanld>\n<vlanDesc>testAOC222</vlanDesc>\n</vlan>\n</vla
ns>\n</vlan>\n"

]
}
]
}
"diff": {
"dry-run-ne-diff-confs-item": [
{

"ne-id": "f3874dce-7a04-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"ne-cfg-diffs": [
{
"feature": "/(http://www.huawei.com/netconf/vrp/huawei-
vlan?revision=2018-06-11)vlan",
"diff-info": "{\"vlan\": {\"vlans\": {\"vlan\": [{\"[vlanld=202]\": {\"vlanld\":
202, \"vlanDesc\": {\"left\": \"testAOC\", \"right\": \"testAOC222\"}}}1}}}"

}
1
}
1
b
"mapconf": {}
}

}
BERIETEERNERENERES.
6.12RBCE

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:commit
153Kk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
BERIK
{

"huawei-ac-restconf-transactions:input":{
"force":false,
"trans-id": {{transactionsID}},
"no-network":true
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B

AL

{
"huawei-ac-restconf-transactions:output": {
"result": true,
"reason”: "

}

1.7.5 ifRECE

1.3KEX token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

153Kk Header

Key Value

Content-Type application/json

IERIE

{
"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}

iR [EE

{

"accessSession": "x-
1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtigbmpdle2ktgo9dfml9cmrbzljs5u
k2k1f9ho7rw2pen6kgk49obdcamc8jzvs6llj",

"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",

"expires": 1800,

"additionallnfo": null

}
¥REX token, THEIFFAEAIZAIRI LPERFEEH L token,
2.HIEES

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:create

5Kk Header, BRIEESS id, IBRLPESSE=PERAY token,

Key Value

Content-Type application/json
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Accept application/json
Cookie accessSession={{accessSession}}
R[ERFIREIES id
{

"huawei-ac-restconf-transactions:output™: {
"trans-id": "ad4ce2a02-5e6f-41af-8824-852ba2155c2b"

}
}
SV SSHITIRIERT, HEHIFHES 1D,
3MpRECE

Method: DELETE

https://{{northIP}}:26335/restconf/v1/data/huawei-ac-nes:inventory-cfg/nes/ne/e76d5b7b-7936-11ea-
802c-f64ba7e1c586/huawei-vlan:vlan/vlans/vlan/202?offset=2&limit=10

153Kk Header

Key Value
restconf-transaction-id {{transactionsID}}
Accept application/json
Cookie accessSession={{accessSession}}
Content-Type application/json

IR[EAR: 200

1.8 BE

1ANBIFMEREZFHR, iMaster NCE _EHIIRENELRER UKL FE?

2.iMaster NCE _FRZERIINRINZS&IRE, WEHRIE?

3. HIRE A5 NETCONF XH1ERY, tNEBANREFREY, R24F CLI/SSH X3, WNfaliR(E?
4 EZFEBEER 0SS RFANMaIXIiE=HIZE?
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2 taEF Il S5- A\ SS R sLke

2.1 K E=

#5779 iMaster NCE W/ ST AT RIEE T YANG {ERREIRIFFAZEN, LAMTTIRs1aFSESE
R EEENTENEEF NI RE, BarEEEREMItaED, SCIFMKEAIRERT
1#. FMRI SSHOBEMEF MR SSRE T

ARSI SIEE RS SE ( Specific Service Plugin, SSP) FFMMKZISENEEH, BIFE
iMaster NCE AEMLRiIRE G, 1TEBEXMZWSHERItEED . NBEEESES):

o IRIBWSFERRESISEHIRE
o I YANG XHHRE
e Jinja2 121RRE

2.1.1 W8N E

Al5361 (SSP ) 2 iMaster NCE 3RHEIAI—H, BENX T Tl —EMBR I SEENT MAVEE
RE, ZEEREEREE S Jinja2 SRS — Python BRESFIASFOILSS YANG 183,

Hep:
o linja2 #&tRAEA T\ SSROEIELE, FHER Jinja2 IBESTR TIBWIEE . FAHIET. 7BIR
FiRF.

e  Python BRESHIAIRIR T e PR RISURIE T RIENR, FIREIRIMTTEUESET
o I35 YANG EEUEA T I SSAVEXSE, 1RIRSSHMN, @SS YANG &REL,

iMaster NCE o IDE
'ﬂ € w5ISEssP

+  IRIEWSETRQEIAImME WSS
« EEREISSHREIMTELE
«  RRHSELKERSEMINEE

- BERERENESEES
- IROULEESA. RERERSEIR
9 IDE
i © ®SETEHESND

. INRRE

© TRERERE
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2.1.2 \WSSREN TR

iMaster NCE BEEZMR W SHREES] . ETFUSS YANG 1&BRE), NCE W SR RIERSE
BRI b aiEO, WRmES ., (8 Easymap Ei%, BRRESAIERE, T
MFREBEELLRITEBY, BUEFRESE, BIEFAEE.

NCEVFEF I n5iE E{TiERE L,

1. FRlEEEmetaEn
2. ETIFEYANGERIIRS), BaiEriitEEd-
3. HEEMappingtlIEiiiz, BtHEE, BEFAEE.

ARILIPEFENE iMaster NCE W/ SSEENFRIRIZFNRIE, EZRENNBIIEXFIEBEFES
HCIP-Datacom-Network Automation Developer 244 { NCE \/SSFFRETI4RIZ ) »

2.2 :&E’J_L) Iz
2.2.1 2A®J15¢ A

4 Internet
e 232 ==
iMaster NCE [ ] wttmizes

iMaster NCE

NE40E-X3

ASCISBAME S =A05, NE40E-X3. iMaster NCE FOAHISRIFIAE , EAh NE4OE-X3.
iMaster NCE RJHHFFA E M XIBHLEINE, EEFBEAMTHBXEHNRmE,
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2.2.2 SLIG B#R

AERASEEL — VPN LSS, SRR .,

VPN RZIV SRS AR ECEIZ4E9: e —1 VPN 326, BIZ—1FE0, $BFEOHE
ItE VPN 526 ARIEILERILRAL SSHIEH MERBCERVASEUN T

SHA e U=
ifName GigabitEthernet3/0/0.20
ifClass sub-interface
ifParentlfName GigabitEthernet3/0/0
ifNumber 20
IfDescr For Test. AOC
ifMtu 200
vrfName Test. AOC

RELWHISWIRNARRAFRBAINSHRISEIE, VPN M SSREEIEMEIRE

L&,

EE: ALIGTE iMaster NCE S INEMITIkah &FHpk TN

2.2.3 SLIGEIR

RS BINT

EIREHIRE 1T,

1. IMEER: ERAHIMEFNSCIC /DRI,
2. ARSI S BFHINEZ iMaster NCE,
BT iMaster NCE i#{TMB WS T &

3.

4.
23 RIBER
2.3.1 RHPIREE S

KIMEEESE ¢

2.3.2 YRy

(2l )

RIS

81T iMaster NCE Jba#Z O TMEIISE A o

FFAREHKRHENHBRRAGDEARE, FLIRHRIEE

Open Container” , https://devzone.huawei.com/openecosystem/

> “SCIOTMRIRAR” > “AMIRIFINRIES” o

ol M dS—

e “ImiELIR=E" B “Agile


https://devzone.huawei.com/openecosystem/
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VI00RO1GC10 % o

Agile Open Container

Agile Open Containe...

HERSEF AR R T
YANGHERIEEARFHHEE...

RETRET
e e

BE | HE

YELISEEET Agile Open Container “FrigEa 2020-07-03 10: BB TFREIEHE: 05h v
Esus FRE v =N FRE v E=INEES FE v

EIE A Se=2=) v
TR

FLgEdfEIER ( ZihEdE = UTC +08:00 ) -
jjitalioyed 0.5h

E/E)i%&iZ: 2020-07-03 10:15:00 --- 2020-07-03 10:45:00
LEMEERIE:

®

O 2EiMHERER

HEFEERERIAENSENEG . IPEINEhE SHHIMIIREmEFFRES .
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L

&8 /'  Agile Open Container Demo_74

O @ Q | = L m

L] P

NME | VPNiEA | R :

” | 1]
HEMET N ARERAE T YANGERITHEFT LN, MRS : iMaster NCE-AOC

SRS SRR SRS TR, SHtREEREN '

JLEE0, SRS RS LSRR,

AERENFASRAS L TANS TRESENETNS, BIENE

AR, CAILE TS

1. TREEET TR R R, 3 o7
2. B ERET R S N S S, : R

3. SEHBEMEIIDE, TRTHETY, S FHEIRE, ' NEAE

AL EES

+ BEEFIEEEFFRMESNDE, RESERES.

2.3.3 iMaster NCE 1S5
IRIE “MTTIREhESE” B, SERENITIRaEIEE iMaster NCE _F40E NE4OE-X3,

2.4 WEWSEH, (SSP)
AEDREZAEA NSRS NE40E RONSE, FIGENMZE! iMaster NCE, ZRSLIGRYIER
RIBEEFIFIZREN R 2% https://devzone.huawei.com/apistudio/sample/aoc/apiSdk.html

2.4.1 G\ S EER

B3R iMaster NCE, #HA “SUEFHE=R" . £ “TEEE @, BE “Fm7 , B5
SESHIER, ESxlERE “HE” &, THIEER.

« iMaster NcE IREE EREE SEEE SYER 1 28 Q& admin

]

HVPNService - REE: 1.00
HUAWEI it
specific Service plugin - D python+template

HVPNService * UEE HVPNService

Tww | |



https://devzone.huawei.com/apistudio/sample/aoc/apiSdk.html
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SHRBWT:
e Z¥R: HVPNService
e hRZA: 1.0.0

o IRMHES: HUAWEI

o HEIZEAY: Specific Service plugin
o [RSYSEAY: python+template

o fRSSZFR: HVPNService

o ISBEMN A HVPNService

2.4.2 SR SEEIREIZAH IDE
RINCEEENRE, TEHEREIAN, Bd “BE” by “SH” &,

THrRREEERES: 200

=% = =m
=5 . Ex aEE o . wa o . BIEHT ] e
NE40E-X3 1.0.0 Specific NE dr...  HUAWEI NE4DE-X3 driv... =R BIEEE 5
HWPMService 1.0.01 PROJECT HUAWEI
siEsam 2 & S ®
0 s
BRESBEIAL,
N} HYPMNEervice zip ~
{3 Pycharm FJHILLER .

mgdit View Navigate Code Refactor R
HC Mew Project...

Mew... Alt+Insert
E. MNew Scratch File Ctrl+Al+Shift+Insert
:
: Save As..

Open Recent >

Close Project

Rename Project...

EHREEINT:
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HVPNService
Project « D =T o —
HVPNService D\AQCSSPYHYPMNService
bin

doc

I 1 Project

key
python

FesouUrces

T Structure

template
test

yang

4 pkg.json

e hin: ATHUTHIAERE, BE1JENTERMA.

e key: private FASHTFHINIE

e python: Python XIB7ZH(E , B& FRSCILSSEIEZIEAY python BIAS .

* template: Jinja2 BRI FIVE, B2 ARELITAIREYE4ER NETCONF RS FrFRaY
&R

o test BTUHAIEERAE, BERRNRGEAINREHTAMRTUIXAIMA

* yang: iR YANG &R, B MIRWNIRE LAI— N IRE. BIEREEMNIRE YANG &
B,

e pkg.json: BIECEIN Y, FRIRESRIHENERBMAEIEEF .

2.4.3 fmBEl'5% YANG =8
BHENXHAI VPN REI SIS YANG 8RS . (V55 YANG EEUEIA T W SAIRXSH,
AINEEFE “yang” > “HVPNService.yang” &gz l55 YANG 28,

module HVPNService {
namespace "http://example.com/HVPNService";
prefix "HVPNService";

import huawei-ac-applications {
prefix app;
}

import huawei-ac-nes-device {
prefix device;

}

description
"The module for HVPNService example.";

revision 2018-12-09 {
description "Initial revision.";

}




S

; TItEE
HUAWEI HCIP-Datacom LI5S

531

augment "/app:applications"{
list hvpnService {
app:application-definition "HVPNService";
key "instanceName";
leaf instanceName {
type string;
}
list deviceList {
key "deviceName";
leaf deviceName {
type leafref {
path "/device:nes/device:ne/device:operate-name";
}
mandatory true;
}
}
leaf name {
type string;
}
leaf des {
type string;
}
leaf mtu {
type int32 {
range "46..9600";

}

leaf vpn_instance_name {
type string;
}

}

RERIEZETEEEAR, B2 EBX.
£ Pycharm 2 HUNE]:
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& File Edit View Navigate Code Refactor Run Tools VCS Window Help HVPNService - HVPNService.yang - PyCharm

HVPNService yang = HVPNService.yang

i Project « B = @ — £ HVPNServiceyang HVPNService.py test_HVPNService_service.py
E HVPNService D)\ ADC\SSPVHVPNService module HVPNService {
:' bin namespace "http://example.com/HVPNService";
doc prefix "HVPNService";
2 key
5
5 python import huawei-ac-applications {
A resources prefix app;
= template T
™ test
yang i import huawei-ac-nes-device {
& HVPNService.yang . L
- prefix device;
{1 pkg.json }

|l External Libraries

Scratches and Consoles o
description

"The module for HVFNService example.";

revision 2018-12-89 {
description "Initial revision.";

3

AFRENISS YANG #&E3REZ 7 “HVPNService” , 3| huawei-ac-application 1 huawei-ac-
nes-device FIMEIR, 152480 “HVPNService” 1&H3T R app 1&HRAY/app.applications T
IEREE—NFIETD S (List) B “hvpnService” , FIFRENT “instanceName” .
“deviceName” . “name” . “des” . “mtu” . “vpn_instance name” E&#, BFHFE
E L SRR HRE

¥4 YANG [RIEiEZ% HCIP-Datacom-Network Automation Developer 41 { NCE AV $3FFia]
4wtz ) 1 RFC7950,

2.4.4 485 Python BRETLED

Python BREFLADHEA T AMIS BB IR HIEIRIE e RGN, ST RN THURGEIAH
Flanitb2baY ifNumber 0 parentName 2N\ FEOSEH IR, AREHEITEHIRMHAEREMIE
WRBRETERE

from aoc import NcsService, devicemgr
class AocNcs_servicepoint(NcsService):

def ncs_map(self, request, aoccontext=None, template=None):
self.getlfNumb(request)
self.getParentName(request)
return self.render('"HVPNService/servicepoint.j2', request.xmldictnode)

def getlfNumb(self, request):
sub_if_name = request.xmldictnode.hvpnService.name
pointindex = sub_if_name.find('.")
ifNumb = sub_if_name[pointindex + 1:]
request.xmldictnode.update({"ifNumber": ifNumb})

def getParentName(self, request):
sub_if_name = request.xmldictnode.hvpnService.name
pointindex = sub_if_name.find('.")
parentName = sub_if_name[0:pointindex]
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request.xmldictnode.update({"parentName": parentName})

£ Pycharm 2 IANE]:

B File Edit View MNavigate Code Refactor Run Tools VCS Window Help HVPNService - HVPNService.py - PyCharm

HVPNService python = HVPNService HVPNService.py Ad
b Project ~ € = @ — & HVPNServiceyang HVPNService.py

B HVPNService D:\ADC\S5P\HVPNService from aoc import NcsService, devicenmgr

= bin

- doc class AocNcs_servicepoint(NcsService)

2 key

E python st def ncs_map(self, request, aoccontext=None, template=None)

2 HVPNService self.getIfNumb(request)

EI _init_py self.getParentName (request)

= HVPNService.py return self.render("HVPNService/servicepoint.j2', request.xmldictnode)
resources

template

) de
HVPNService

i

getIfNumb(self, request):

sub_if_name = request.xmldictnode.hvpnService.name
pointIndex = sub_if_name.find('.")

ifNumb = sub_if_name[pointIndex + 1:]

g servicepointj2
test

yang
£ HVPNServiceyang request. xmldictnode.update ({"ifNumber": ifNumb})
1 Pkgjson
Il External Libraries def getParentName(self, request):

Scratches and Consoles sub_if_name = request.xmldictnode.hvpnService.name
pointIndex = sub_if_name.find('.")
parentName = sub_if_name[8:pointIndex]
request.xmldictnode.update({"parentName": parentName})

(CHBRRT:

i from aoc import NcsService, devicemgr

“from aoc import NcsService” : SINFE2ERARISLIUE, MTTIRIEERRZE,

def ncs_map(self, request, aoccontext=None, template=None):
self.getifNumb(request)
self.getParentName(request)
return self.render('HVPNService/servicepoint.j2', request.xmldictnode)

“ncs_map” BEREDS X, REFIUREOIEEOEZEER ifNumb, ParentName 2,

def getlfNumb(self, request):
sub_if_name = request.xmldictnode.createlnterfaces.name
pointindex = sub_if_name.find('.")
ifNumb = sub_if_name[pointindex + 1:]
request.xmldictnode.update({"ifNumber": ifNumb})

TEMFRE getlfNumb ( self, request) , FBTFMBIZEAIFIZEOIHIKENE ifNumb ( A&l
GigabitEthernet3/0/0.20, EXH 200 ) HEFFEISHFHA, RKEAI—1SE request LB

P
=0

def getParentName(self, request):
sub_if_name = request.xmldictnode.createlnterfaces.name
pointindex = sub_if_name.find('.")
parentName = sub_if_name[0:pointindex]
request.xmldictnode.update({"parentName": parentName})

E N EREL getParentName ( self, request) , FAFMEIZERIFIZOFIXENEH ParentName ( Al
GigabitEthernet3/0/0.20, BXH GigabitEthernet3/0/0 ) HEFZI=F A, FHE—PSH
request A1LEAS,

KINEBENBISE API B9FER, BZ1FH API NMEIESE ( UBNEF I RmiEF &8
) “API&E” E5,
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2.4.5 SHFEMENR

rIERIRIR AT IR ERLERE, MRKERIRBEMESERX.

FEEXBEPEE ‘BREEIE > ‘Wakd’ > “REEHE . PHERFEPRREER
HENSRNREREEERRE

«{ iMasternce TREE ESSE SESE SSEE cu S
FTEE . _
ST SRR ——
TRIEAT
nEEE
e ]
RIER
E aEms . s el s +
E r_'l b MNE40E-X3 MNE40E-X3 VBOORO0ACTOSPC...

E ARSI\ S aramE B iR huawei-ifm F huawei-13vpn FINEEE YANG 32
%, BFHmHEFZOF L3VPN WSS

FEEFEPMNERS (ifm 0 13vpn ) , A%k huawei-ifm 1 huawei-13vpn, BEHESHIEH,
B ues LBk HEET TERE e Py

"hEicH

changeMyldleTime

T“ BHNSHRE, BERESHAR, IEREHER, FH “THEATENE” X (EFER
=i ) ’ 'U'H:Hiiﬁio



HUAWEI
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B/5TI

S

EFHER:
SHAR:

EIETH.
MR
BT EIE

BERHUEDE...

it BE

SHMHIT:

B ETyangliF=H..zip A

fRIE 2 I, (ERRERSITT . WP E SRS EXEOMEEIERER

1 <1fm xmln5="http:ffwww.huawei.comfnetcanffvrpfhuaweﬁ—ifm“>
2 <interfaces>

<interface>

<ifName>Virtual-Template(</ifNams>
<ifNumber>0</ifNumber>
<statModer*baseInterface</statMods>
<ifPhyType>Virtual-Template</ifPhyType>
<ifControlFlap>
<ifCtrlFlapEnbl>false</ifCtrlFlapEnbl>
</ifControlFlap>
<ifMtu>1452</ifMtu>
<l28ubIfFlag>false</125ubIfFlag>
<ifTrapEnable>true</ifTrapEnable>
<ifAdminStatus>up</ifAdminStatus>
<ifClassrmainInterface</ifClass>
<ipv4Config>
<addrCfgType>config</addrCfgType>
</ipv4Config>
<ifStatiEnable>truse</ifStatiEnable>
<ipwvéConfig>
<autolinkLocal>false</autoLinkLocal>
<enakbleFlag>false</enakleFlag>
<spreadMtubFlag>false</spreadMtutFlag>
</ipvéConfig>
<ifLinkProtocol>ppp</ifLinkProtocol>
<spreadMtuFlag>»false</spreadMtuFlag>
<ifRouterType>PtoP</ifRouterType>

RIE “SLRER TR, REBAXEESHNT.

2HH 248

ifName GigabitEthernet3/0/0.20

ifClass sub-interface
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ifParentlfName GigabitEthernet3/0/0
ifNumber 20
IfDescr For_Test. AOC
ifMtu 200
vrfName Test_ AOC

<ifm xmlns="http://www.huawei.com/netconf/vrp/huawei-ifm">
<interface>
<ifName>GigabitEthernet3/0/0.20</ifName>
<ifNumber>20</ifNumber>
<ifClass>sublnterface</ifClass>
<ifPhyType>GigabitEthernet</ifPhy Type>
<ifMtu>200</ifMtu>
<ifDescr>For_Test_AOC</ifDescr>
<ifParentlfName>GigabitEthernet3/0/0</ifParentlfName>
</interface>
<[interfaces>
</ifm>

<I3vpn xmins="http://www.huawei.com/netconf/vrp/huawei-I3vpn">
<I3vpncomm>
<I3vpninstances>
<I3vpninstance>
<vrfName>Test_ AOC</vrfName>
<I3vpnlfs>
<I3vpnlf>
<ifName>GigabitEthernet3/0/0.20</ifName>
<I3vpnlf>
</I3vpnlfs>
</I3vpnlinstance>
</I3vpninstances>
</I3vpncomm>
</13vpn>

2.4.6 IR ERamiENR

ARHE ifm 0 13vpn AUECEHINE jinja 181, FHSREIFAIRIRIINEIRS 4+
( HVPNService>template>HVPNService>servicepoint.j2 ) o

<inventory-cfg xmlns="urn:huaweixyang:huawei-ac-nes">
<nes>
{% for neName in hvpnService.devicelList %}
<ne>
<neid>{{neName.deviceName| to_ne_id}}</neid>
<ifm xmlns="http://www.huawei.com/netconf/vrp/huawei-ifm">
<interfaces>
<interface>
<ifName>{{hvpnService.name}}</ifName>
<ifNumber>{{ifNumber}}</ifNumber>
<ifMtu>{{hvpnService.mtu}}</ifMtu>
<ifParentlfName>{{parentName}}</ifParentlfName>
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<ifClass>sublnterface</ifClass>
<ifDescr>{{hvpnService.des}}</ifDescr>
</interface>
</interfaces>
</ifm>
{%- if hvpnService.vpn_instance_name %}
<[3vpn xmlns="http://www.huawei.com/netconf/vrp/huawei-l3vpn">
<[3vpncomm>
<[3vpninstances>
<[3vpninstance>
<vrfName>{{hvpnService.vpn_instance_name}}</vrfName>
<[3vpnlfs>
<[3vpnlf>
<ifName>{{hvpnService.name}}</ifName>
</3vpnIf>
</3vpnifs>
</l3vpninstance>
</I3vpninstances>
</l3vpncomm>
</l3vpn>
{%- endif %}
</ne>
{% endfor %}
</nes>
</inventory-cfg>

REEREEETEERAR, ~*BEEX.
£ Pycharm R ERUNE]:

E File Edit View MNavigate Code Refactor Run Tools VCS Window Help HVPNService - servicepointj2 - PyCharm

HVPNService template = HVPNService = = servicepoint,)2

g Project = B = & — 2 servicepoint2
E HVPNService D:\AOC\SSP\HVPNService <inventory-cfg xmlns="urn:huawei:yang:huawei-ac-nes">
= bin <nes>
- doc {% for neName in hvpnService.devicelist %}
g key <ne>
g python <neid>{{neName.deviceName| to_ne_id}}</neid>
5 resources <ifm xmlns="http://www.hvawei.com/netconf/vrp/huawei-ifm">
E' template <interfaces>
HVPNSrvice . <interface»
<ifName>{{hvpnService.name}}</ifName>
test <ifNumber>{{ifNumber}}</ifNumber>
Yirg <ifMtu={{hvpnService.mtu}}</ifMtu>
& prgJsen <ifParentIfName={{parentName}}</ifParentIfName>

Illl External Libraries

Scratches and Consoles <ifClass>subInterface</ifClass>

<ifDescr>{{hvpnService.des}}</ifDescr>
</interface>
</interfaces>
<fifm=
{%- if hvpnService.vpn_instance_name %}
<13vpn xmlns="http://www.hvawei.com/netconf/vrp/huawei-13vpn">
<13vpncomm:>
<13vpnInstances>
<L3vpnInstance>
<vrflame={{hvpnService.vpn_instance_name}}</vrfName>
<13vpnIfs>
<13vpnIf>
<ifName>{{hvpnService.name}}</ifName>

rAEARIRACADEER jinja &1k . WRPESTENREN, XREERIRERNIEPSBEE
BANAYE. EBLATERBRIE

worites
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o  {%..%} HEEEHILEM (Controll Structures ): FEAFIER{% for neName in
hvpnService.deviceList %}ZFaEN for &R, {% endfor %} R RERTEIA o

o {{PEEFAR (Expression ), RERXATLUREEZ. T2, HELRNSEEDE,
o {#.. #} THIRE,

B % jiajia 1IE5ZANEARFRIEBESEEM https://jinja.palletsprojects.com/en/2.11.x/

DT

<neid>{{neName.deviceName| to_ne_id}}</neid>

“to_ne_id” JidigEs, AJLUBIREBHIEANRFIRGIANILE id, IWIMNERIEBRIRE id, B
FEABEREER neid SREHTIRIFRY, IMEIAFTERA .

<ifm xmlns="http://www.huawei.com/netconf/vrp/huawei-ifm">
<interfaces>
<interface>
<ifName>{{hvpnService.name}}</ifName>
<ifNumber>{{ifNumber}}</ifNumber>
<ifMtu>{{hvpnService. mtu}}</ifMtu>
<ifParentlfName>{{parentName}}</ifParentIfName>
<ifClass>sublnterface</ifClass>
<ifDescr>{{hvpnService.des}}</ifDescr>
</interface>
</interfaces>
</ifm>
{%- if hvpnService.vpn_instance_name %}
<l3vpn xmlns="http://www.huawei.com/netconf/vrp/huawei-l3vpn">
<l3vpncomm>
<l3vpninstances>
<[3vpninstance>
<vrfName>{{hvpnService.vpn_instance_name}}</vrfName>
<[3vpnlfs>
<[3vpnlf>
<ifName>{{hvpnService.name}}</ifName>
</13vpnlf>
</13vpnlfs>
</13vpnlinstance>
</13vpninstances>
</l13vpncomm>
</13vpn>
{%- endif %}

L ER DB RIS ML RAEAEE NI BB EEIR . ZBEIRETSEAIrR@ER,
SEERE ifm F0 13vpn SR, 40 ifName EOF. ifMtu BEEREEO MTU £53,

{. . PBFENTZANETE, Han{{hvpnService.name}}. {{hvpnService.vpn_instance_name}}.
{{hvpnService.des}}. {{hvpnService.name}}. {{ifNumber}}F0{{parentName}}Z. ;FEULLLAY
AR AHRES 2.4.3 W55 YANG 1227 2.4.4 Python BREFIS RS EIITEL


https://jinja.palletsprojects.com/en/2.11.x/
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2.4.7 SNz B

HEMLAG, MidERAIBECEIREE1EM. LLT (Low Level Test) M CABIEZESH
ERAE AR, REZIRIEWSS YANG 128, EXItmmARIel, LLT FRgdbmimALL XML
FUAER

(‘test > HVPNService > test HVPNService_service.py )

import unittest
import sys
sys.path.insert(0, "../../python")
from HVPNService.HVPNService import AocNcs_servicepoint
class Test(unittest.TestCase):
xml=""
<hvpnService xmlns="http://example.com/HVPNService">
<devicelist>
<deviceName>NE1</deviceName>
</devicelist>
<name>GigabitEthernet3/0/0.20</name>
<des>For_Test_AOC</des>
<mtu>200</mtu>
<vpn_instance_name>Test_ AOC</vpn_instance_name>
</hvpnService>

def test_case1(self):
result = AocNcs_servicepoint().ncs_map_test(self.xml)
print(result)
if _name__=="__main__":
unittest.main()

AAGNHAGULIEIEE XML, XML SEERRIEILE YANG 1REIE XA baLEty, il
IERABFRSEEA, EipREE T REIRERIERRR

E Ele Edit View Navigate Code Refactor Run Tools VCS Window Help HVPNService - test_HVPNService service.py - PyCharm

HVPNService test  HVPNService test HVPNService_service.py

] Project ~ B = @ — & HVPNServiceyang HVPNService.py test_HVPNService_service.py
E HVPNService 00 AOCSSPHVPNService import unittest
:' bin import sys
doc sys.path.insert(8, "../../python")
g key from HVPNService.HVPNService import AocNcs_servicepoint
5 python b class Test(unittest.TestCase):
g resources xm'L = 11
-l
4 template <hvpnService xmlns="http://example.com/HVPNService">
fest . <devicelist>
HVPNService <deviceName>NE1l</deviceName>
~ test HVPNService_service.py </deviceList>
yang ) <name>GigabitEthernet3/8/e.20</name>
= HVPNService.yang
. <des>For_Test_AOC</des>
1y pka.json
Il External Libraries <mtu>208</mtu>
Ceratches and Consoles <vypn_instance_name>Test_AOC</vpn_instance_name=
</hvpnService>
» def test_casel(self):
result = AocNcs_servicepoint().ncs_map_test(self.xml)
print(result)

4 if __name__ == "__main__":
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ST, ATREIERARN, ERHERIER.

Run: test HVPNService service
L
. OK
<inventory-cfg xmlns="urn:huawel:yang:huawel-ac-nes"=
= ] <nes:>
=
’* i <ne>
5 <neld>mock_neid:NEl</neid>
<ifm xmlns="http://www.hvawei.com/netconf/vrp/huawei-ifm">
<interfaces=
<interface=

<ifName>GigabitEthernet3/0/0.20</1fName>
<ifNumber=20</ifNumber>
<1fMtu=208</ifMNtu=
<ifParentIfName=GigabitEthernet3/8/8</ifParentIfName>
<ifClass>subInterface</ifClass>
<ifDescr>For_Test_AOC</ifDescr>
</interface>
</interfaces>
<f1fm=

<inventory-cfg xmlns="urn:huaweixyang:huawei-ac-nes">

<nes>
<ne>
<neid>mock_neid:NE1</neid>
<ifm xmlns="http://www.huawei.com/netconf/vrp/huawei-ifm">
<interfaces>
<interface>
<ifName>GigabitEthernet3/0/0.20</ifName>
<ifNumber>20</ifNumber>
<ifMtu>200</ifMtu>
<ifParentlfName>GigabitEthernet3/0/0</ifParentlfName>
<ifClass>sublnterface</ifClass>
<ifDescr>For_Test_AOC</ifDescr>
</interface>
</interfaces>
</ifm>
<[3vpn xmlns="http://www.huawei.com/netconf/vrp/huawei-l3vpn">
<[3vpncomm>
<[3vpnlInstances>
<[3vpnlInstance>
<vrfName>Test_AOC</vrfName>
<[3vpnlfs>
<[3vpnlf>
<ifName>GigabitEthernet3/0/0.20</ifName>
</[3vpnlf>
</13vpnlfs>
</13vpnlinstance>
</13vpninstances>
</l13vpncomm>
</13vpn>
</ne>

</nes>
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</inventory-cfg>

2.4.8 icEMEH

2% “MrIFshEsLik” 145 “BEEWIR” &1 (U8 ) , 5 private.asc XHEFIF)IVSS
SSP &/ key HR .

2.4.9 &£pgMs3E (SSP)

{5 CMD tJJ#2%!] NE4OE-X3 #21RAY bin B, 1&17 makeFile.bat 314, MIABCIREIZIHE
18, AMEA “Huawei@123” .

D:\AOC\SSP\HVPNService\bin>makeFile.bat
Please input password for private key:

2020-07-09 15:54:00,267 INFO [com.huawei.ncecommon.extended.pkg.mgr.tools.common.FileUtil] - [Sign]Generate
signature file success.

2020-07-09 15:54:00,270 INFO [com.huawei.ncecommon.extended.pkg.mgr.tools.tool.Main] - [ZipAndSign] Sign:
Execute success

EIREEEE “sucess” BIREINSELE output BER T
Project = ha = O —
HVPNService D:\AOC\SSP\HVPNService
bin

doc

W 1 Project

keey

output
HVPNService.zip

= HVPNService.zip.asc

python

2.4.10 HEFEGRISE

£ iMaster NCE “Ti2E18” > “RE-BER” dSANTRIE .

7: Structure
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O{I'Mastel'NCE TEEE ESEE ESREE BEXEE Ul #RF

2N

@ =EUTHRSASK: 1. FRLERES (Zp) AEEXE (as) . 2. FAEERAS (2ip) flamsEET
# (zip_pkicms_signature.zip) ,

. o, HVPNServicezip I

HVPNServicezip.asc *

© HiEhtE

=i “HE” , AR,

FHFRERGERS: 200

£ L= 2= E ik afE - BiERE ¢ #E

HVPNService  1.0.01 Specific Servic... HUAWEI _EfEntth —
A

=l ==

P ) a
wh
®
)

MNE40E-X3 1.00 Specific NE dri... HUAWEI MNE40QE-X3 driver

BEAM “BIE7 PrY ‘L7 R, BERHE.

FHrIRERANRE: 200

£ ¥ RN Q

Hin fEE 2R B2t - i afE < Bk - HE 2

HVPNService  1.0.01 Specific Servic.. HUAWEI == San} - @ G D e

NE40E-X3 1.00 Specific NE dri.. HUAWEI NE40E-X3 driver SR f1==-1 @ G D e
HiERm: 2 n - @O0

2.5 (ERFE N Mz SS

2.5.1 FAMEZIIS
Z S iMaster NCE, A “BLESIE” > “WSEE” mEF.
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«f iMaster ncE TEEE E=S5E SBREE HE=EE o =R
BT =i
wEER
@ EEE
LB s
=
BV SEHERY “hvpnService” , stk “1EH07 .
E;‘ o 2EERE RiFEER HET EERE EaES EE
Sk
5l @ applications appiapplications/HVPNServicethvpnService
hvpnService
WERR =
EE instanceName name des mtu e
EHEICR
=it dli] 10 N 1 N
BIESfIE, “instanceName” HREgIA instancel, =i “BIE” .
E; HEEE 2 BHiRE R FUET EERE EZEE ES
St
E1 B applications app:applications/HVPNServicethvpnService(]
hvpnService
S HE

#instanceName

instance|

name

mtu

RELENFEOGEE:
For_Test AOC, “mtu” %\ 200,

“name” FR%a \3E GigabitEthernet3/0/0.20,
“vpn_instance_name” i Test AOC,

“ desu Eﬁ)\
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LERE | wmEr | | wEs | | zEee | | mms || == |

app:applications/HVPNService:thvpnService[instance]

BREEdE L BC
#instanceName

nstance

name &

GigabitEthernet3/0/0.20

des @

For_Test AOC

mtu @
200

Valid range: [46.

vpn_instance_name @

Test_AOC

Check Status:
ES =

Bxfa MROERDSR, TE deviceList By “1BIN” BRFIIE FRANRE

apprapplications/HVPNServicethvpnService[instancel1]/devicelist

oy
O =E deviceName &
REDE
TR0 10~ [ON 1 XS]
% “NEL” e,
LEIBIE | imew | | f57 | | z=ne | | #3@s | | =5 |

app:applications/HVPNServicethvpnService[instance1]/devicelist[]

ma | | e |

# deviceName

NET|
NET

BE “RizfT” , IBREENE NRREERY, MERRIER.
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HIE TR

| O STEEENNE ARAERHESEERENUER.

THRIEEHIR ERTH SERAIPLTEEE
1 <items>
2 <item name="NEL1">»
3 <ifm xmlns="http://www.huawei.com/netconf/vrp/huawei-ifm">
4 <interfaces>
5 <interface xmlns:ns@="urn:ietf:params:xml:ns:netconf:base:1.8" nsB:operatic
6 <ifName>GigabitEthernet3/6/8.206</ifName>
7 <ifClass»subInterfaced/ifClass>
8 <ifparentIfName»GigabitEthernet3/a/a</ifParentIfiame>
9 <ifNumber>28</ifNumber>
10 <ifDescr>For_Test_AOC</ifDescr>
11 <ifMtur2@0</ifMtu»
12 </interface»
13 </interfaces>»
14 </ifm>
15 <13vpn xmlns="http://www.huawei.com/netconf/vrp/huawei-13vpn">
16 <13vpncomm:>
17 <l3vpnInstancas>»
18 <13vpnInstance xmlns:ns@="urn:ietf:params:xml:ns:netconf:base:1.8" ns@:
19 <vrfName>Test AOC</vrfName>

B “EXEE” , BERETREIRE L,

EE AN, AILE “‘BEEE" > “MNikE” > “IREEREHE” F, EEREREN

THEBR.

+{ iMasternce TREE ESEE ERSE Ex=E U EE Q & admin
i maEE
EEnE SR
]
S O EECESHEN RASHE. |
EEREmE
BEA SRS AP a Rl
0 eEsE e Esan eI Shl E=inema
~ O NE1 172.22.46.146 7 2020-07-08 10:02:49 2020-07-09 17:04:48
B EEA ExatE: L smmE: 5]
HEES Q. BEA nEes:  FE -
o T EEarE an=E wEmn =5
13vpn merge 2020-07-00 17:04:48 ~ TFEES @
ifm merge 2020-07-09 17:04:48 CEEE e




S

_ STIMEE
HUAWEI HCIP-Datacom LI5S 683
BEIFE:
iFE
EEE

"[3vpninstance”; {
“xmins”: "http://www.huawei.com/netconf/vrp/huawei-13vpn”,
“13vpnlfs™: {
"13vpnlf: {
“ifName”: "GigabitEthernet3/0/0.20"
]

}f
“vrfName": "Test AOC” -

IRELEE
A

FHER

<|3vpn xmins="http://fwww.huawei.com/netconf/vrp/huawei-13vpn™>
<|3vpncomm >

<|3vpninstances>

<|3vpninstance xmins:nsO="urn:ietf:params:xml:ns:netconf:base:1.0" nsO:operation=
svriName=Test AOC</vrfName>

=|3vpnlfs=
=|3vpnlf>
<ifMameasGinahitFtharnat2 /00 20« fifhlameas i
3
WEREINEREEN — MBS, AR TRERS
2.5.2 MHIBRMIZE AV S5
£ “WBER” TEREEIRIMNEWS.
2EEE TEEE HET B EEE ==
B B applications app:applications/HVPNServiceshvpnService
hvpnService
WERE B
0O =B instanceMame name des miu @
O GO - instancel GigabitEthernet3/0/0.20 For_Test_ AOC 200
»
TR 0w - ©@®
ERFRERRRRIWS, =T “HEMR .
app:applications/HVPNService:hvpnService
wEEsE | | s=me | | =sem | | FEm=sewm | | Emm |
BiE instanceMame name des mitu g
[ instancel GigabitEthernet3/0/0.20 For_Test ADC 200

BT 0w+ Q%
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=i “RRREE” .

BERRBRETEER:

O i=EsEiF BEIP iTRES
~ O NE1 172.22.46.148 24
i EEA -
EEEE G TN EEs. | FiE
et fti=sii] BEiEATE iDEER
ifm | remove 2020-07-09 17:44:59 EEES
13vpn remove 2020-07-09 17:44:59 FRESE

AV SRR TIMIER -

2.6 BigdbmEO T~ AMEWS

EhaiDEATE EHICRATA
2020-07-08 10:02:49

smmE, &

2020-07-09 17:44:59

iMaster NCE RJLARFEHI S8, REItmFRFFREED . ekt taBr, REE
FBAtmMsoEl “1Sas” . B2 iMaster NCE Jt@EENIBSEFAEMTX “SETE”
( BEMLE TR RAEdtIa Rest+API 2% ) A1 ( BUEMEH NI fwigE s ) “dtm@ API”

=
BTlo

NNHEFLEIEAR,, AREEItEZEOTRWSEXEE: 8 VPN WSSThIFHEF

EO4ES) VPN £,

2.6.1 gZitAR

iMaster NCE FREPET “Z2EE" ,
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E=R(UDY

% iMaster NCE

- iMaster NCE

e

ZLEE ReRE

HENZEEERHE, BE ‘BAFREE” &, B8 “28” .

o iMasternce

Z2EH OFEE RPFEE 2GS

A meem P

G sumET suEERT Rt
) AFE - =] AP 1Bk BRES ERRT i

e admin FibEP =R [=EEY I

EEEEP Fars 0 &m 0

ENCBZABFRE, &% “‘=ZHRREN , FIBAFREIRER, 852 .
AHIPERBFEYY “3rdOSS” , #Ei3 “Huawei@123”

+{ iMaster NCE Le%E OEEm EOEE ReRD admin

A g BR
e
ELEE
&2
ERELES *BRE 3rdoss
AFLE

EIFE/IERES

SRR oz

T4

s
b

F—3 L)

@ik tAAFAR’ , BE T—#7 , RERASHARETRAFEE.,
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«{ IMaster NCE £LFH BIEE AATE S48 admin
A metsm e
BafEe HEAE

ae
. EEERRAR, Bl X LA Smam (1)
SRR e

mEs it mEE 121

WERFER FRE2EE. FEtATSESE. {bEEPE B

I RAsR, BakElmsm

ZLERRE ERREE. licensoSTE, HORLATHEEEL
2{ERE FREfERE
e FEE
HPRE FAPRE
e o s )

2.6.2 QR E

1.3KEX token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

153Kk Header

Key Value

Content-Type application/json

IBRIE

{
"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}

iR [EE

{

"accessSession": "x-
1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtlgbmpdle2ktgo9dfml9cmrbzljs5u
k2k1f9ho7rw2pen6kgk49obdcamc8jzvs6llj",

"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",

"expires": 1800,

"additionallnfo": null

}
SREX token, THEMFEREAIRSELHEPFES L token,
2. HIEES

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:create
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1B3kk Header, BRIBEEESS id, Bk BELE =4 LAY token

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
IR EARIREISESS id
{
"huawei-ac-restconf-transactions:output™: {
"trans-id": "a4ce2a02-5e6f-41af-8824-852ba2155c2b"
}
}

Sk TiRIERT, FERIBFES ID,
IR AREE (2.2.2 SLIGBEYR)
Method: POST

https://{{northIP}}:26335/restconf/v1/data/huawei-ac-applications:applications

153Kk Header TR 1 AEpEAY token FIZEIR 2 ERAYEESS id.

Key Value
restconf-transaction-id {{transactionsID}}
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
BEKRA
{
"HVPNService:hvpnService": [
{

"instanceName" : "instance1",

"name" : "GigabitEthernet3/0/0.20",

"des" : "For_Test_ AOC",

"mtu" : 200,

"vpn_instance_name":"Test_ AOC",

"deviceList" : [

{"deviceName" : "NE1"}
1
}
]

}

4z 1T
Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run




S

HUAWEI HCIP-Datacom L3815 S F F 73}
153Kk Header
Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}

IERN
{

"huawei-ac-restconf-transactions:input":{

"trans-id":{{transactionsID}}

}
}
R [EA
{

"huawei-ac-restconf-transactions:output™: {

"result": true

}
}
gl SsE, RETilET, ERREERFT TRERE.
5. B EERTLD

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:diff

153Kk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
=R
{

"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}
}
}

U [E1}7

{
"huawei-ac-restconf-transactions:output": {
"service-diff-infos": [
{
"feature": "/(urn:huawei:yang:huawei-ac-applications?revision=2018-07-
06)applications/Augmentationldentifier{childNames=[ (http://example.com/HVPNService?revision=2018-
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12-09) hvpnService]}/(http://example.com/HVPNService?revision=2018-12-
09)hvpnService/hvpnService[{(http://example.com/HVPNService?revision=2018-12-
09)instanceName=instance1}]",

"diff-info": "{\"HVPNService:hvpnService\": [{\"left\": null, \"right\":
{\"[instanceName=instance1]\": {\"instanceName\": \"instance1\", \"name\":
\"GigabitEthernet1/0/8.201\", \"des\": \"testAOC\", \"mtu\": 50, \"vpn_instance_name\": \"testAOC202\",
\"deviceList\": [{\"[deviceName=NE1]\": {\"deviceName\": \"NE1\"}}1}}}1}"

}
1

}

fRiETECER, TINIRISESRIENAE, REINEEHIESMNITESIENES .
6. BHILIZITRAIIMTEE
Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run-query

153Kk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
IERRN
{

"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}

}
}
yUEI%N
{
"huawei-ac-restconf-transactions:output": {
"native": {
"dry-run-ne-native-confs-item": [
{
"ne-id": "0540f725-82b0-11ea-802c-f64ba7e1c586",
"ne-name": "NE1"
}
1
}
"diff": {
"dry-run-ne-diff-confs-item": [
{
"ne-id": "0540f725-82b0-11ea-802c-f64ba7e1c586",
"ne-name": "NE1"
}
I
I

"mapconf": {
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"service_map_confs": [

{

"source": "/huawei-ac-
applications:applications/HVPNService:hvpnService/instance1",
"dry-run-map-confs-item": [
{
"ne-id": "0540f725-82b0-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"ne-cfg": [

"<interface xmlns=\"http://www.huawei.com/netconf/vrp/huawei-
ifm\">\n<ifName>GigabitEthernet3/0/0.20</ifName>\n<ifNumber>20</ifNumber>\n<ifClass>sublnterfac
e</ifClass>\n<ifMtu>200</ifMtu>\n<ifDescr>For_Test AOC</ifDescr>\n<ifParentifName>GigabitEthernet
3/0/0</ifParentlfName>\n</interface>\n",

"<l3vpninstance
xmlns=\"http://www.huawei.com/netconf/vrp/huawei-
[3vpn\">\n<vrfName>Test_AOC</vrfName>\n<I3vpnlIfs>\n<I3vpnIf>\n<ifName>GigabitEthernet3/0/0.20<
/ifName>\n</13vpnlIf>\n</l3vpnlifs>\n</[3vpninstance>\n"

]
}
]
}
]
}
}

}
BERETEERNEENERER.
TIRRZES

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:commit

B3Rk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
BERIK
{

"huawei-ac-restconf-transactions:input":{
"force":false,
"trans-id": {{transactionsID}},
"no-network":true

}

U [E1}7

{
"huawei-ac-restconf-transactions:output": {
"result": true,
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"reason": ""
}
}
W SBIRIBLERIG, BRENEIBRRZZIEHE L, FHIERE.
263 BEOE
1.5%BY token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

153Kk Header

Key Value
Content-Type application/json
Accept application/json
IERRN
{

"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}
IR [BIARES]
{  "accessSession": "x-

1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtlgbmpdle2ktgo9dfml9cmrbzljs5u
k2k1f9ho7rw2pen6kgk49obdcamc8jzvs6llj",

"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",

"expires": 1800,

"additionallnfo": null

}

IR[EIHR SRR accessSession i token, TEIFTAAIZAURILHERFEZ L token, #HiT=E
*20

2. BEEERE
Method: GET

https://{{northIP}}:26335/restconf/v1/data/huawei-ac-
applications:applications/HVPNService:hvpnService/instance1

153Kk Header

Key Value
Accept application/json
Cookie accessSession={{accessSession}}

Content-Type application/json
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LN

{
"HVPNService:hvpnService": [
{
"instanceName": "instance1",
"name": "GigabitEthernet3/0/0.20",
"des": "For_Test_AOC",
"mtu": 200,
"vpn_instance_name": "Test AOC",
"deviceList": [
{
"deviceName": "NE1"

}

}

2.6.4 (2cqECE

1.3KEX token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

153Kk Header

Key Value
Content-Type application/json
Accept application/json
BERIK
{

"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}
R [EHAESR]
{  "accessSession": "x-

1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtigbmpdle2ktgo9dfml9cmrbzljs5u
k2k1f9ho7rw2pen6kgk49obdcamc8jzvséllj",

"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",

"expires": 1800,

"additionallnfo": null

}

IR[EIHRIZHAY accessSession FfiE token, TEIFIAAXIIRILHESFTE R L token, HITE
*20

2. HIEES

Method: POST
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https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:create

153Kk Header, i53kkAEE4RHAY token,

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
IREIREEG], B trans-id FLEFERIESS id:
{
"huawei-ac-restconf-transactions:output™: {
"trans-id": "a4ce2a02-5e6f-41af-8824-852ba2155c2b"
}
}
3fEECE (fE2I MTU 9 50)
Method: PUT

https://{{northIP}}:26335/restconf/v1/data/huawei-ac-
applications:applications/CreatelnterfaceService:createlnterfaces/instance1

&KL Header

Key Value
restconf-transaction-id {{transactionsID}}
Accept application/json
Cookie accessSession={{accessSession}}
Content-Type application/json
BERIK
{

"HVPNService:hvpnService": [
{
"instanceName" : "instance1",

"name" : "GigabitEthernet3/0/0.20",
"des" : "For_Test_ AOC",
"mtu" : 50,
"vpn_instance_name":"Test_ AOC",
"deviceList" : [

{"deviceName" : "NE1"}
1

}

}

4z 1T
Method: POST
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https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run

153Kk Header

Key Value
restconf-transaction-id {{transactions|D}}
Accept application/json
Cookie accessSession={{accessSession}}
Content-Type application/json
BEKRIK
{
"huawei-ac-restconf-transactions:input":{
"trans-id":{{transactionsID}}
}
}
R [EHAESE]
{
"huawei-ac-restconf-transactions:output™: {
"result": true
}
}
5.ReEEFTRN

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:diff

153Kk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
=R
{

"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}
}
}

U [E1}7

{
"huawei-ac-restconf-transactions:output": {
"service-diff-infos": [

{
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"feature": "/(urn:huawei:yang:huawei-ac-applications?revision=2018-07-
06)applications/Augmentationldentifier{childNames=[ (http://example.com/HVPNService?revision=2018-
12-09) hvpnService]}/(http://example.com/HVPNService?revision=2018-12-
09)hvpnService/hvpnService[{(http://example.com/HVPNService?revision=2018-12-
09)instanceName=instance1}]",

"diff-info": "{\"hvpnService\": [{\"[instanceName=instance1]\": {\"instanceName\":
\"instance1\", \"mtu\": {\"left\": 200, \"right\": 50}}}1}"

}
1

}

fRiETECER, TINIRISESRIENAE, REINEEHIESMNITERIENES .
6. BFINIE TRRIMITEE
Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:dry-run-query

53Kk Header

Key Value
Content-Type application/json
Accept application/json
Cookie accessSession={{accessSession}}
BERAK
{

"huawei-ac-restconf-transactions:input":{
"trans-id": {{transactionsID}}
}
}

IR [EH

{
"huawei-ac-restconf-transactions:output": {
"native": {
"dry-run-ne-native-confs-item": [
{

"ne-id": "0540f725-82b0-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"ne-cfg": [

"<ifm xmlns=\"http://www.huawei.com/netconf/vrp/huawei-
ifm\">\n<interfaces>\n<interface xmlns:ns0=\"urn:ietf:params:xml:ns:netconf:base:1.0\"
ns0:operation=\"merge\">\n<ifName>GigabitEthernet3/0/0.20</ifName>\n<ifMtu>50</ifMtu>\n</interfa
ce>\n</interfaces>\n</ifm>\n"

]
}
]
h
"diff": {
"dry-run-ne-diff-confs-item": [

{
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"ne-id": "0540f725-82b0-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"ne-cfg-diffs": [

{

"feature": "/(http://www.huawei.com/netconf/vrp/huawei-
ifm?revision=2018-06-11)ifm",

"diff-info": "{\"ifm\": {\"interfaces\": {\"interface\":
[{\"[ifName=GigabitEthernet3/0/0.20]\": {\"ifName\": \"GigabitEthernet3/0/0.20\", \"ifMtu\": {\"left\":
200, \"right\": 50}}}1}}}"

}
1

]
}

mapconf": {
"service_map_confs": [
{
"source": "/huawei-ac-
applications:applications/HVPNService:hvpnService/instance1",
"dry-run-map-confs-item": [
{

"ne-id": "0540f725-82b0-11ea-802c-f64ba7e1c586",
"ne-name": "NE1",
"ne-cfg": [

"<interface xmlns=\"http://www.huawei.com/netconf/vrp/huawei-
ifm\">\n<ifName>GigabitEthernet3/0/0.20</ifName>\n<ifNumber>20</ifNumber>\n<ifClass>sublnterfac
e</ifClass>\n<ifMtu>50</ifMtu>\n<ifDescr>For_Test_ AOC</ifDescr>\n<ifParentlfName>GigabitEthernet3
/0/0</ifParentlfName>\n</interface>\n",

"<l3vpnlinstance
xmlns=\"http://www.huawei.com/netconf/vrp/huawei-
[3vpn\">\n<vrfName>Test_AOC</vrfName>\n<l3vpnlfs>\n<I3vpnIf>\n<ifName>GigabitEthernet3/0/0.20<
/ifName>\n</13vpnlIf>\n</l3vpnlfs>\n</[3vpninstance>\n"

]
}
]
}
]
}
}

}

BRI TEERNEEMNERER
612 E

Method: POST

https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:commit

53Kk Header

Key Value

Content-Type application/json

Accept application/json
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Cookie accessSession={{accessSession}}

IERIE

{
"huawei-ac-restconf-transactions:input":{
"force":false,
"trans-id": {{transactionsID}},
"no-network":true

}

LN

{
"huawei-ac-restconf-transactions:output™: {
"result": true,
llreasonll: nn

}

2.6.5 MIRECE

1.3KEX token
Method: PUT

https://{{northIP}}:26335/rest/plat/smapp/v1/oauth/token

&KL Header

Key Value
Content-Type application/json
IERRN
{

"grantType":"password",
"userName":"3rdOSS",
"value":"Huawei@123"

}

iR [EE

{

"accessSession": "x-

k2k1foho7rw2pen6kqk49obdcamc8jzvs6llj",
"roaRand": "48fa2a40d3250e6beb6a16cd806034574cf4fd9969a5f096",
"expires": 1800,
"additionallnfo": null

1cpceq1jobdhft2nigiotg087uak6ps82ptfugnw2pteqm84ob04077u3vodrtigbmpdle2ktgo9dfml9cmrbzljs5u

}
¥REX token, THEIFTBAXAIRSCLHERFE L token,
2.EFES

Method: POST
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https://{{northIP}}:26335/restconf/operations/huawei-ac-restconf-transactions:create

153Kk Header B3 & 4EREHY token o

Key Value
Content-Type application/json

Accept application/json
Cookie accessSession={{accessSession}}

R [EARIREZESS id

{

"huawei-ac-restconf-transactions:output™: {
"trans-id": "ad4ce2a02-5e6f-41af-8824-852ba2155c2b"

, }

XSS TIRIERT, FEHIFEES ID.

3. MibrECE

Method: DELETE

https://{{northlIP}}:26335/restconf/v1/data/huawei-ac-
applications:applications/HVPNService:hvpnService/instance

&KL Header

Key Value
restconf-transaction-id {{transactionsID}}
Accept application/json
Cookie accessSession={{accessSession}}
Content-Type application/json

IR[EAR: 200

2.7 BEIN
MNREZEFREEER 0SS £SFt, MMuiRIEERHIERFFLWSIER , FHepXdiE?
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( MICIFENEEEE ) SEER:

LIREFREMEIIRAY YANG HENNRELRN, FEEMHIRAEFHF AN TR,
2.iMaster NCE IS & IRITSZIFHESAN . JLUFUCEERNESESEISANERS, —R
HHNEAZEEE.

3.|EIRBEIELTIFa 1T, RILAMER SSH #17Xd#% iMaster NCE AfF N & CLI, BEAEIERILA
SERANEHBIIE ( BBEMEF A REFAIERE ) -

4.iMaster NCE £ BaRIEIZEHI YANG #&EEEdbaiEO, #EE 0SS RAxdHEFRA.

(38 ) SEER:

LFRERE—TENINZWSEETRAAEEE

2 X LA EPTBAIINPRASE . BHILERHE 7@ 0SS RANHEFTENIAS
SARIEILRBASEIREISS YANG &8, AAwiE=BaMRIELSS YANG B LR ILE
O, #EE 0SS RaxdiEER.
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